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To: All Prospective Bidders 
  
Subject: Request For Quotations (RFQ) – RFQ-424266-Tanium –                                               

Provision of Tanium Software 
  
References: 
A. NCI Agency Standard Operating Procedure SOP 16.01 Procurement (Rev2), dated 06 

September 2024 
B. AC/4-D/2261-COR2 (1996 EDITION), IC NSIPIC-NSIP Procedures for International 

Competitive Bidding, Revision of Paragraph 3 - Security, dated 27 August 2021 
C. AC/4-D(2019)0004 (INV) IC, Procedures Governing the Use of Basic Ordering 

Agreements Concluded by the NCI Agency, dated 4 July 2019 
D. NCIA/ACQ/2025/06980 
 
 
Dear Prospective Bidders, 
 
1. The NATO Communications and Information Agency (NCIA) hereby invites your firm to 

participate in a Request For Quotations (RFQ), for the provision of: Tanium Services.  
 
2. The award will be based on the RFQ being evaluated using lowest price technically 

compliant methodology in accordance with the selection criteria set forth in Book I: 
Bidding Instructions.  

 
3. This solicitation represents an opportunity for your company to contribute its expertise 

and capabilities in support of NATO's critical mission. By participating, you will be part of 
a competitive process that values excellence and innovation.  

 
4. The bid closing date and time for this RFQ is on or before Monday, 11 August 2025 at 

12:00 hours Central European Time (CET). Please ensure that your submission 
reaches us before this date and time, late submissions may not be considered. 

 
5. The solicitation package includes: 
 

5.1. Book I: Bidding Instructions 
5.2. Book II: Prospective Contract: 

a. Part I: Contract Signature Page 
b. Part I: Schedule of Supply and Services 
c. Part II: Contract Special Provisions 
d. Part III: Basic Ordering Agreement  

 
6. The security classification of this RFQ is NATO UNCLASSIFIED.This Request For 

Quotations remains the property of the NCI Agency and shall be protected in accordance 
with the applicable national security regulations. 

 
7. You are requested to complete and return the enclosed acknowledgement of receipt 

within seven (7) calendar days from the date of this RFQ, informing the NCI Agency of 
your firm’s intention to bid. Your firm is not bound by its initial decision and if you decide 
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to reverse your stated intention at a later date, you are requested to advise the point of 
contact listed below via email. 

8. We encourage you to carefully review the solicitation package and its associated 
documents to ensure compliance with our requirements.

9. If you have any questions or require clarifications regarding this solicitation, we have 
provided a dedicated Questions and Answer Form in Book I for your convenience. 
Please submit your inquiries in accordance with the specified guidelines.

10. Your participation in this solicitation is highly valued, and we look forward to receiving 
your proposal. By joining forces with NATO, you contribute to the security and stability of 
our alliance.

11. Should you decide to participate, please submit your bid in accordance with the 
instructions provided in Book I by the specified bid closing date.

12. Prospective Bidders are advised that the NCI Agency reserves the right to cancel, 
withdraw, or suspend this RFQ at any time in its entirety without incurring any 
repercussions, or liabilities.

13. The NCI Agency bears no liability for solicitation preparation costs incurred by firms or 
any other collateral bid preparation costs.

14. The reference for the Request For Quotations is RFQ-424266-Tanium, and all 
correspondence concerning this Request For Quotations should reference this number.

15. Your Point of Contact for all information concerning this RFQ is Ole Hubner, NCI Agency 
Senior Contracting Officer who may be reached at:
RFQ-CO-424266-Tanium@ncia.nato.int

16. In accordance with the NATO Management of Non-Classified NATO Information policy 
(C-M(2002)60), this RFQ-424266-Tanium shall not be published on the internet.

17. Thank you for your attention to this important opportunity. We anticipate your active 
involvement in this process and your commitment to upholding the highest standards of 
excellence.

FOR THE CHIEF OF ACQUISITION: 

Ole Hubner 
Senior Contracting Officer 
NATO Communications and 
Information Agency (NCI Agency) 
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Enclosures: 3 
Attachment A to RFQ-424266-Tanium: Acknowledgement of                                                
Receipt of Request For Quotations 
Attachment B to RFQ-424266-Tanium: Distribution List 
Attachment C to RFQ-424266-Tanium: Bidders List 
Attachment D to RFQ-424266-Tanium: Book I Bidding Instructions (separate file) 
Attachment E to RFQ-424266-Tanium: Book II Prospective Contract (separate file) 
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ATTACHMENT A.  
ACKNOWLEDGEMENT OF RECEIPT OF REQUEST FOR QUOTATIONS 

RFQ-424266-Tanium 
Please complete, sign and return by email (scanned to PDF) by 12:00 hours Central 

European Time (CET) on 7/18/2025 
 to: RFQ-424266-Tanium@ncia.nato.int 
 
 
We hereby advise that we have received Request For Quotations RFQ-424266-Tanium on 
Friday, 11 July 2025, together with all enclosures. 
 
PLEASE CHECK ONE: 
 
☐ As of this date and without commitment on our part, we do intend to submit a bid. 
 
☐ We do not intend to submit a bid. 
 
☐ We are reviewing the requirements of the RFQ and will notify you of our decision as 

soon as possible. 
 
 
Signature:_________________________________________ 
 
 
Printed Name:_________________________________________ 
 
 
Title:_________________________________________ 
 
 
Company:_________________________________________ 

mailto:%20RFQ-424266-Tanium@ncia.nato.int
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ATTACHMENT B.  
DISTRIBUTION LIST - RFQ-424266-Tanium 

 
NATO Delegation (Attn: Infrastructure Adviser):  
• Albania  
• Belgium  
• Bulgaria  
• Canada  
• Croatia  
• Czechia  
• Denmark  
• Estonia  
• Finland 
• France  
• Germany  
• Greece  
• Iceland  
• Italy  
• Latvia  
• Lithuania  
• Luxembourg 
• Montenegro  
• Netherlands 
• North Macedonia  
• Norway  
• Poland  
• Portugal  
• Romania  
• Slovakia  
• Slovenia  
• Spain 
• Sweden   
• Türkiye  
• United Kingdom  
• United States  
 
NATO HQ 
• NATO Office of Resources 
 
Strategic Commands  
• ACO Registry  
 
Principle Contracting Officer  
Project Manager 
CAB Mailbox 
All NATEXs 
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ATTACHMENT C.  
FINAL BIDDER’S LIST - RFQ-424266-Tanium 

 
Country   Nominated Bidders 

Belgium 1 Thales Belgium 
Belgium 2 PWC 
Belgium 3 Plat4mation 
Belgium 4 Kyndryl 
United Kingdom 5 DXC 
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N A T O  U N C L A S S I F I E D  


INTRODUCTION 
 
1.1 Purpose 
 


 The purpose of this Request For Quote (RFQ) is to support the NATO Integrated Mobile 
Service Center (NIMSC)’s mission as part of NCIA is to provide NATO Alliance and its 
Partners with 24/7 scalable, protected, secure, reliable, and integrated Wireless 
Communication-based Services with focus on NATO Operations, Crisis Response, 
Missions, Exercises and Business Continuity. 


 
1.2 Scope of Work 
 


 The scope of this project is to procure and deliver multiple end-to-end installations 
of the Tanium cybersecurity platform across several classification information 
domains with NATO’s Mission Communications and Information (CIS) 
environments. 


 
 Overview of the Prospective Contract 


 
1.2.2.1 The prospective contract (Book II) requires the successful Bidder to perform the 


requirements as described in this RFQ. The successful Bidder shall perform all 
activities required per Book II, Part IV (SOW) and its annexes and shall deliver the 
associated deliverables per Book II, Part I (Schedule of Supplies and Services 
(SSS)). 


 
1.2.2.2 The contract(s) resulting from this RFQ shall be awarded on a Firm-Fixed-Price 


basis to the lowest priced, technically compliant Bidder(s).  
 
1.2.2.3 The prospective contract will be governed by Book II, Part II (Contract Special 


Provisions), and Part III (Basic Ordering Agreement). 
 
1.3 Governing Rules, Eligibility, and Exclusion Provisions 
 
1.3.1 This RFQ is conducted under Basic Ordering Agreement procedures, outlined within 


the Procedure Governing the Use of Basic Ordering Agreements concluded by the 
NATO Communications and Information Agency – 2019 version (AC/4-D(2019)0004 
(INV)). 


 
1.3.2 Pursuant to these procedures, bidding is restricted to companies from a Participating 


Country (as defined in section 2.1) holding an active Basic Ordering Agreement (BOA) 
with the NCI Agency. 


 
1.4 Lowest Priced Technical Compliant Evaluation Method 
 


 The evaluation method to be used in the selection of the successful Bidder under 
this RFQ will follow the Lowest Price Technically Compliant (LPTC) procedures 
set forth in AC/4-D/2261 (1996 Edition), or approved deviations to the method. 


 
 The bid evaluation criteria and the detailed evaluation procedures are described 


in SECTION 4 of these Bidding Instructions. 
 


 The Bidder shall refer to the Purchaser for all inquiries about this document in 



https://reccen.nr.ncia/Registry/NCIARECCEN-4-166322.pdf

https://reccen.nr.ncia/Registry/NCIARECCEN-4-166322.pdf

https://reccen.nr.ncia/Registry/NCIARECCEN-4-120483.pdf
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accordance with the procedures set forth in paragraph 2.6 "RFQ Questions and 
Answers”. 


 
1.5 Security 
 


 This RFQ only contains NATO UNCLASSIFIED material. 
 


 The proposed personnel will be required to possess a security clearance of 
NATO SΞCRET for the performance of the prospective contract. 


 
 The successful Bidder will be required to handle and store classified material to 


the level of NATO RΞSTRICTED. 
 


 The successful Bidder shall have the appropriate facility and personnel 
clearances at the date of contract signature. Should the successful Bidder be 
unable to perform the contract due to the fact that the facility/security clearances 
have not been provided by their respective national security agency, this lack of 
clearance shall not be (i) the basis for a claim of adjustment or an extension of 
schedule, or (ii) considered a mitigating circumstance in the case of an 
assessment of Liquidated Damages or a determination of Termination For 
Default by the Purchaser under the prospective contract. 


 
 Bidders are advised that contract signature will not be delayed in order to allow 


the processing of NATO SΞCRET security clearances for personnel or facilities 
and, should the otherwise successful Bidder not be in a position to accept the 
offered contract within 30 calendar days due to the fact that its personnel or 
facilities do not possess the appropriate security clearance(s), the Purchaser may 
determine the Bidder’s offer to be non-compliant and offer the contract to the 
Bidder next-in-rank. 


 
 This RFQ requires Bidders to hold or generate NATO RΞSTRICTED information. 


Bidders shall read Appendix 4 to the NATO Directive on Classified Project and 
Industrial Security, provided on the NCI Agency public website, and acquire 
knowledge about the minimum measures required for the protection of NATO 
RΞSTRICTED information. 


 
1.6 Documentation 
 


 All documentation – including the RFQ itself, all applicable documents and any 
reference documents provided by the Purchaser – are solely to be used for the 
purpose of preparing a response to this RFQ. They are to be safeguarded at the 
appropriate level according to their classification and it is understood that the 
Purchaser used its best effort to warrant the quality and accuracy of the provided 
reference documents. 


 
 Statement of Work Applicable Documents 


 
1.6.2.1 Bidders neither require physical access to the documents listed in the “Applicable 


Documents” section of the Statement of Work (SOW) in order to make their offers 
compliant, nor shall the Purchaser make these documents available, as all pertinent 
information relevant for bidding have been retrieved and made a part of this RFQ. 


 



https://www.ncia.nato.int/resources/site1/general/business/policies-regulations/20150519-security-directive.pdf
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END OF SECTION 1
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N A T O  U N C L A S S I F I E D  


SECTION 1 GENERAL BIDDING INFORMATION 
 
2.1 Definitions 
 
2.1.1 In addition to the definitions and acronyms set forth in the prospective contract (Book 


II – Part II) and the NCI Agency Basic Ordering Agreement (Book II – Part III), the 
following terms and acronyms, as used in this RFQ shall have the meanings specified 
below: 


 
2.1.1.1 “Basic Ordering Agreement” or “BOA”: an acquisition instrument negotiated 


between suppliers of products / services and the NCI Agency, on behalf of NATO. 
 
2.1.1.2 “Bidder”: a firm, consortium, or joint venture, which submits an offer in response to 


this RFQ. Bidders are at liberty to constitute themselves into any form of contractual 
arrangements or legal entity they desire, bearing in mind that in consortium-type 
arrangements, a single judicial personality shall be established to represent that 
legal entity. A legal entity, such as an individual, partnership or corporation, herein 
referred to as the “Principal Contractor”, shall represent all members of the 
consortium with the NCI Agency and/or NATO. The Principal Contractor shall be 
vested with full power and authority to act on behalf of all members of the consortium 
within the prescribed powers stated in an irrevocable power of attorney issued to the 
“Principal Contractor” by all members associated with the consortium. Evidence of 
authority to act on behalf of the consortium by the Principal Contractor shall be 
enclosed and sent with the bid. Failure to furnish proof of authority may be a reason 
for the bid being declared non-compliant. 


 
2.1.1.3 “Compliance”: strict conformity to the requirements and standards specified in this 


RFQ. 
 
2.1.1.4 “Contractor”: the awardee(s) of this RFQ, which shall be responsible for the 


fulfilment of the requirements established in the contract. 
 
2.1.1.5 “Clarification Request”: a documented process during the evaluation phase, 


whereby the Purchaser may seek to clarify an ambiguity, an omission deemed 
unintentional, or a mistake that cannot be resolved through the scrutiny of the bid. 
The Purchaser may submit Clarification Requests to the Bidder at any time during 
the evaluation, as set out in paragraph 4.1.5. 


 
2.1.1.6 “Firm of a Participating Country”: a firm legally constituted or chartered under the 


laws of, and geographically located in, or falling under the jurisdiction of a 
Participating Country. 


 
2.1.1.7 “Participating Country”: any of the 32 NATO nations contributing to the project, 


namely, (in alphabetical order): Albania, Belgium, Bulgaria, Canada, Croatia, 
Czechia, Denmark, Estonia, Finland, France, Germany, Greece, Iceland, Italy, 
Latvia, Lithuania, Luxembourg, Montenegro, The Netherlands, North Macedonia, 
Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Republic 
of Türkiye, The United Kingdom, and The United States. 


 
2.1.1.8 “Purchaser”: The Purchaser is defined as the NCI Agency or its legal successor. 
 
2.1.1.9 “Questions and Answers”: a documented process to provide given information in 
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a more detailed way to allow better understanding and resolve any ambiguity. 
Bidders may submit questions and answers to the Purchaser during the bidding 
process in accordance with the instructions set out in paragraph 2.6. 


 
2.2 Eligibility and Origin of Equipment and Services 
 
2.2.1 As stated in paragraph 1.3.1, only firms from a Participating Country are eligible to 


engage in this competitive bidding process. 
 
2.2.2 In addition, all Contractors, subcontractors and manufacturers, at any tier, must be from 


Participating Countries. 
 
2.2.3 None of the work, including project design, labour and services shall be performed 


other than by firms from and within Participating Countries. 
 
2.2.4 No materials or items of equipment down to and including identifiable sub-assemblies 


shall be manufactured or assembled by a firm other than from and within a Participating 
Country. 


 
2.2.5 Unless otherwise authorized by the terms of the prospective contract, the Intellectual 


Property Rights to all design documentation and related system operating software 
shall reside in NATO member countries, and no license fees or royalty charges shall 
be paid by the Contractor to firms, individuals or governments other than within the 
NATO member community. 


 
2.3 Bid Delivery and Bid Closing 
 
2.3.1 The closing date and time for the electronic submission of bids in response to this RFQ 


is 11 August 2025, 12:00 hours Central European Time (CET) and is herein referred 
to as the “Bid Closing Date”. 


 
2.3.2 Bids shall be submitted via the NEO Platform system.  
 
2.3.3 Any bid received at the Purchaser email address after the exact date and time indicated 


in paragraph 2.3.1 is “late” and may not be eligible for award. 
 
2.3.4 Bids submitted electronically may be considered late unless the Bidder is able to show 


that it completed the entire transmission of the bid before the closing date and time 
indicated in paragraph 2.3.1. 


 
2.3.5 Consideration of Late Bid 
 
2.3.5.1 The Purchaser considers that it is the responsibility of the Bidder to ensure that the 


bid submission arrives by the specified Bid Closing Date. A late bid may be 
considered under the following circumstances: 


 
2.3.5.1.1 A contract has not already been awarded to this RFQ, and the Purchaser 


determines that accepting the late bid would not unduly delay the procurement, or 
 
2.3.5.1.2 The bid was sent to the correct email address specified in paragraph 2.3.2 above; 


and 
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2.3.5.1.3 the delay was due solely to the fault of the Purchaser, or 
 
2.3.5.1.4 it was the only bid received. 
 
2.3.6 Receipt of an Unreadable Electronic Bid 
 
2.3.6.1 If a bid sent to the Purchaser is unreadable to the degree that conformance to the 


essential requirements of the RFQ cannot be ascertained, or due to electronic files 
that are encrypted or which contain passwords (contrary to the instructions in 
paragraph 3.3.3 below), the Point of Contact indicated in paragraph 2.5.1 below shall 
immediately notify the Bidder that the bid will be rejected unless the Bidder provides 
clear and convincing evidence: 


 
2.3.6.1.1. of the content of the bid as originally submitted; and 
 
2.3.6.1.2. that the unreadable condition of the bid was caused by Purchaser software or 


hardware error, malfunction, or other Purchaser mishandling. 
 
2.3.6.2 A bid that fails to conform to the above requirements may be declared non-compliant 


and may not be evaluated further by the Purchaser. 
 
2.3.6.3 If it is discovered, during either the administrative, price or technical evaluation, that 


the Bidder has submitted an unreadable electronic bid, the Bidder may be 
determined to have submitted a non-compliant bid. 


 
2.4 Requests for Extension of Bid Closing Date 
 
2.4.1 The Bidder is informed that requests for extension to the Bid Closing Date for this RFQ 


shall be submitted to the Point of Contact indicated in paragraph 2.5.1 below under the 
following condition: 


 
2.4.1.1 only through the delegation of the country of origin of the firm which has been invited 


to bid or by that country’s embassy, and 
 
2.4.1.2 no later than fourteen (14) calendar days prior to the established Bid Closing Date. 


Bidders are advised to submit their request in sufficient time as to allow their 
respective NATO delegation or embassy to deliver the formal request to the 
Purchaser within this time limit. 


 
2.5 Purchaser’s Point of Contact 
 
2.5.1 The Purchaser Point of Contact for all information concerning this RFQ is: 
 


Kenya Elise Armbrister 
Email: RFQ-CO-424266-Tanium@ncia.nato.int 


 
2.5.2 All correspondence related to this RFQ, including the actual bid submission, shall be 


sent to the email address specified above. 
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2.6 RFQ Questions and Answers 
 
2.6.1 Bidders, at the earliest stage possible during the course of the solicitation period, are 


encouraged to ask questions of an administrative, contractual, price, or technical nature 
pertaining to this RFQ. 


 
2.6.2 All questions shall be submitted via email (no phone calls) to the Point of Contact 


identified in paragraph 2.5.1 above, using the Questions and Answers Form provided 
at ANNEX C of this Book I. 


 
2.6.3 Such questions shall be submitted no later than fourteen (14) calendar days prior to 


the stated Bid Closing Date. The Purchaser is under no obligation to answer questions 
submitted after this time. Questions must address the totality of the concerns of the 
Bidder, as the Bidder will not be permitted to revisit areas of the RFQ for additional 
questions, except as noted in paragraph 2.6.4 below. 


 
2.6.4 It is the responsibility of the Bidders to ensure that all questions submitted bear no 


name, mark, logo or any other form or sign that may lead to reveal the Bidders’ identity 
in the language constituting the question itself. This prescription is not applicable to the 
mode used for the transmission of the questions (i.e. email or form by which the 
question is forwarded). 


 
2.6.5 The Purchaser declines all responsibilities associated to any and all circumstances 


regardless of the nature or subject matter arising from the Bidders’ failure or inability to 
abide to the prescription in paragraph 2.6.4 above. 


 
2.6.6 Except as provided above, all questions will be answered by the Purchaser and the 


questions and answers (but not the identity of the questioner) will be issued in writing 
(via email) to all prospective Bidders. Bidders shall immediately inform the Purchaser 
in the event that their submitted questions are not reflected in the answers published. 


 
2.6.7 Where the extent of the changes implied by the response to a question is of such a 


magnitude that the Purchaser deems it necessary to issue revised documentation, the 
Purchaser will do so by the means of the issuance of a formal RFQ amendment in 
accordance with paragraph 2.8. 


 
2.6.8 The Purchaser may provide for a re-wording of questions where it considers the original 


language ambiguous, unclear, subject to different interpretation or revelatory of the 
Bidder’s identity. 


 
2.6.9 The Purchaser reserves the right to reject questions clearly devised or submitted for 


the purpose of artificially obtaining an extension of the solicitation time (i.e. questions 
re-submitted using different wording where such wording does not change the essence 
of the question being requested). 


 
2.6.10 The published responses issued by the Purchaser will be regarded as the authoritative 


interpretation of the RFQ. Any amendment to the language of the RFQ included in the 
answers will be issued as an RFQ amendment and shall be incorporated by the Bidder 
in its submission. 
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2.7 Requests for Waivers and Deviations 
 
2.7.1 Bidders are informed that requests for alteration to, waivers, or deviations from the 


terms and conditions of this RFQ will not be considered after the questions and answers 
process. Requests for alterations to the other requirements, terms or conditions of the 
RFQ may only be considered as part of the RFQ questions and answers process set 
forth in paragraph 2.6. 


 
2.7.2 Requests for alterations to the specifications, terms and conditions of the prospective 


contract, which are included in a bid as submitted, may be regarded by the Purchaser 
as a qualification or condition of the bid and may be grounds for a determination of non-
compliance. 


 
2.8 Amendment of the RFQ 
 
2.8.1 The Purchaser may amend the RFQ at any time prior to the Bid Closing Date. Any and 


all changes will be transmitted to all Bidders by an official amendment designated as 
such and signed by the Purchaser. This process may be part of the questions and 
answers process set forth in paragraph 2.6 or may be an independent action on the 
part of the Purchaser. 


 
2.8.2 The Purchaser will consider the potential impact of amendments on the ability of 


prospective Bidders to prepare a bid within the allotted time. The Purchaser may extend 
the Bid Closing Date at its discretion and such extension will be set forth in the 
amendment. 


 
2.8.3 All such RFQ amendments issued by the Purchaser shall be acknowledged by the 


Bidder in its bid by completing the “Acknowledgement of Receipt of RFQ Amendments” 
certificate at ANNEX A.2. Failure to acknowledge receipt of all amendments may be 
grounds to determine the bid to be administratively non-compliant. 


 
2.9 Cancellation of RFQ 
 
2.9.1 The Purchaser may cancel, suspend or withdraw for re-issue at a later date this RFQ 


at any time prior to contract award. No legal liability on the part of the Purchaser for 
payment of any sort shall arise and in no event will any Bidder have cause for action 
against the Purchaser for the recovery of costs incurred in connection with the 
preparation and submission of a bid in response to this RFQ. 


 
2.10 Modification and Withdrawal of Bids 
 
2.10.1 Bids, once submitted, may be modified by Bidders, but only to the extent that the 


modifications are in writing, conform to the requirements of the RFQ, and are received 
by the Purchaser prior to the exact time and date established for bid closing. Such 
modifications shall be considered as an integral part of the submitted bid. 


 
2.10.2 Modifications to bids that arrive after the Bid Closing Date will be considered as late 


modifications and will be processed in accordance with the procedure set forth in 
paragraph 2.3.5 concerning "Late Bids". Except that, unlike a late bid, the Purchaser 
will retain the modification until a selection is made. A modification to a late bid will not 
be considered in the evaluation and selection process. If the Bidder submitting the 
modification is determined to be the successful Bidder on the basis of the unmodified 
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bid, the modification may then be opened. If the modification makes the terms of the 
bid more favourable to the Purchaser, the modified bid may be used as the basis of 
contract award. The Purchaser, however, reserves the right to award a contract to the 
successful Bidder on the basis of the bid submitted and disregard the late modification. 


 
2.10.3 A Bidder may withdraw its bid at any time prior to Bid Closing Date without penalty. In 


order to do so, an authorized agent or employee of the Bidder must provide a statement 
of the firm's decision to withdraw the bid, submitted to the Purchaser Point of Contact 
set out in Section 2.5.1. 


 
2.11 Bid Validity 
 
2.11.1 Bidders shall be bound by the term of their bids for a period of six (6) months starting 


from the Bid Closing Date specified in paragraph 2.3.1. 
 
2.11.2 In order to comply with this requirement, the Bidder shall complete the Certificate of 


Bid Validity set forth in ANNEX A.4. Bids offering less than this period of time, may be 
determined non-compliant. 


 
2.11.3 The Purchaser will endeavour to complete the evaluation and make an award within 


the bid validity period. However, should that period of time prove insufficient to render 
an award, the Purchaser reserves the right to request an extension of the bid validity 
period for all bids that remain under consideration for award. 


 
2.11.4 Upon notification by the Purchaser of such a request for a time extension, the Bidders 


shall have the right to: 
 
2.12 Electronic Transmission of Information and Data 
 
2.12.1 The Purchaser will communicate answers to questions and amendments to this RFQ 


to the prospective Bidders as soon as practicable. 
 
2.12.2 Bidders are advised that the Purchaser will rely exclusively on email communication to 


manage all correspondence related to this RFQ, including RFQ amendments and 
questions. 


 
2.12.3 Bidders are cautioned that electronic transmission of documentation which contains 


classified information (NATO RΞSTRICTED, NATO CONFIDΞNTIAL, NATO SΞCRET) 
is not allowed. 


 
2.13 Notice to Bidders of Contract Distribution and Disclosure of Information 
 
2.13.1 The resulting contract may be subject to release to (i) NATO Resource Committees 


through the NATO Office of Resources for audit purposes (including audits carried out 
using third party companies (see Book II, Special Provisions Article entitled “Notice of 
Authorized Disclosure of Information for Mandated NATO Third Party Audit by 
Resource Committees”, and (ii) to the Purchaser’s customer holding a Service Level 
Agreement with the NCI Agency related to this requirement, upon request from that 
Purchaser’s customer. 


 
END OF SECTION 2
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SECTION 2 BID PREPARATION INSTRUCTIONS 
 
3.1 General 
 
3.1.1 Bids shall be prepared in accordance with the instructions set forth herein. Failure to 


comply with these instructions may result in the bid being declared non-compliant. 
 
3.1.2 Bidders shall prepare a complete bid, which comprehensively addresses all 


requirements stated herein. The bid shall demonstrate the Bidder's understanding of 
this RFQ and its ability to provide all the deliverables and services listed in the Schedule 
of Supplies and Services in accordance with the milestones therein. 


 
3.1.3 Bidders shall note that any prospective contract will be against Firm-Fixed-Price. All 


quantities included in the bidding sheets are for evaluation purposes only. 
 
3.1.4 Bidders are hereby informed that alternate items will not be considered for evaluation. 


Only items matching the specific requirements detailed in the Schedule/SOW will be 
accepted. 


 
3.1.5 The Bidder shall not restate the RFQ requirements in confirmatory terms only. The 


Bidder must clearly describe what is being offered and how the Bidder will meet all RFQ 
requirements. Statements in confirmatory terms only will be sufficient grounds for 
determining the bid to be non-compliant. 


 
3.1.6 Although the Purchaser may request clarification of the bid, it is not required to do so 


and may make its determination on the content of the bid as written. Therefore, Bidders 
shall assume that inconsistencies, omissions, errors, lack of detail and other qualitative 
deficiencies in the submitted bid will have a negative impact on the final rating. 


 
3.1.7 Bids containing conditional statements will be declared non-compliant, unless 


expressly allowed under this RFQ. 
 
3.1.8 Bidders are advised that the Purchaser reserves the right to incorporate the successful 


bid in whole or in part by reference in the resulting contract. 
 
3.1.9 All documentation submitted as part of the bid shall be classified at a level not higher 


than “NATO UNCLASSIFIED”. 
 
3.2 Language of Bid 
 
3.2.1 All notices and communications regarding this RFQ shall be written and conducted in 


English. 
 
3.2.2 All bids shall be submitted in English. 
 
3.3 Bid Volume Content and Marking 
 
3.3.1 The complete electronic bid shall consist of three distinct and separate volumes 


described in the following subparagraphs. Detailed requirements for the structure and 
content of each of these volumes are contained in these Bidding Instructions. 


 
3.3.1.1 Volume 1: Administration (paragraph 3.4) 
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3.3.1.2 Volume 2: Price (paragraph 3.5) 
 
3.3.1.3 Volume 3: Technical (paragraph 3.6) 
 
3.3.2 “Arial” fonts in size 11 shall be used for normal text, and “Arial Narrow” fonts not smaller 


than size 10 for tables and graphics. 
 
3.3.3 File Size: Emails submitted in response to this RFQ shall be less than 10 MB in size 


per email with no encryption or password protection to the file. 
 
3.3.4 Page Limit: The submitted bid shall be in accordance with the page limit set out in the 


Bidder’s Checklist in paragraph 3.8. 
 
3.3.5 The bid shall be consolidated into as few emails as possible and sent to the email 


address stated in paragraph 2.5.1. 
 
3.3.6 The email shall have the following subject line: RFQ-CO-424266-Tanium Bid for {Insert 


Company Name}. 
 
3.3.7 In the event the bid must be submitted in multiple emails to stay under the size limit 


stated in paragraph 3.3.3, the Bidder shall add “Email 1 of 2”, “Email 2 of 2” as 
necessary to the subject line of the email. 


 
3.3.8 “Company Name” – in the subject line of the email, and in the names of the individual 


files, the name of the Bidder shall be abbreviated to no more than 10 characters. For 
example, if a company’s name is “Computer and Technology Research Company”, the 
company name could be shortened to “CTRC” in the email and file names. 


 
3.3.9 Acceptable File Formats 
 
3.3.9.1 Unless otherwise directed, files shall be submitted in Adobe PDF format. 
 
3.3.9.2 The Purchaser will NOT accept hard copies of bid, CDs, thumb drives or zip files. 
 
3.3.10 The individual electronic files sent by email shall have the naming convention listed in 


the table below. In the event the documents must be split into more than one file (to 
ensure the size of the email stays within the limit stated in paragraph 3.3.3), the Bidder 
shall add “Part 1 of 2”, “Part 2 of 2” as necessary to the file names. 


 
Volume 1, Administration: RFQ-CO-424266-TANIUM–Company Name–Vol 1–Admin 


Volume 2, Price: RFQ-CO-424266-Tanium–Company Name–Vol 2–Price 
RFQ-CO-424266-Tanium–Company Name–Vol 2–OfferSum 


Volume 3, Technical: RFQ-CO-424266-Tanium–Company Name–Vol 3– Technical 
Proposal   


3.4 Volume 1: Administration 
 
3.4.1 Quantity: 
 
3.4.1.1 One (1) merged PDF file containing all of the Certificates specified in paragraph 


3.8.1.1, signed in the original or electronically by an authorized representative of the 
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Bidder. No alternative versions of certificates will be recognised and may lead to 
non-compliance; 


 
3.5 Volume 2: Price 
 
3.5.1 Introduction 
 
3.5.1.1 Bid pricing requirements as addressed in this section 3.5 are mandatory. Failure to 


abide to these bid pricing requirements may lead to the bid being declared non-
compliant and not being taken into consideration for award. 


 
3.5.1.2 The prices provided shall be intended as the comprehensive total price offered for 


the fulfilment of all requirements as expressed in the RFQ documentation including 
but not limited to those expressed in the SOW, Special Provisions and General 
Provisions. 


 
3.5.1.3 No alteration of the Bidding Sheet - including, but not limited to quantity indications, 


descriptions, titles or pre-populated not-to-exceed amounts - are allowed with the 
sole exception of those explicitly indicated as allowed in this document or in the 
instructions embedded in the Bidding Sheet file. 


 
3.5.1.4 Additional price columns may be added if multiple currencies are used, including 


extra provisions for all totals. 
 
3.5.2 Quantity 
 
3.5.2.1 One (1) completed MS Excel (native) file of the Bidding Sheet document. This MS 


Excel file shall be duly completed, shall be able to be manipulated (i.e. not an image), 
and shall be the full and complete Volume 2 (Price). 


 
3.5.2.2 One (1) PDF file of the Offer Summary sheet (i.e. Tab 1) of the Bidding Sheet. 
 
3.5.3 General Rules 
 
3.5.3.1 Bidders are required, in preparing their Volume 2 (Price), to utilise the electronic files 


provided as part of this RFQ and referenced in paragraph 3.5.2. 
 


3.5.3.2 This Excel file includes detailed instructions on each tab that will facilitate Bidders’ 
preparation of the bid pricing. These instructions are mandatory. 


 
3.5.3.3 All metrics (e.g. cost associated with labour) will be assumed to be standard or 


normalised to 7.6 hours/day, for a five-day workweek at NATO and national sites 
and Contractor facilities. 


 
3.5.3.4 Should the apparent successful bid be in currency other than EURO, the award of 


the contract will be made in the currency or currencies of the bid. 
 
3.5.3.5 Bidders are advised that formulae, designed to ease evaluation of their bid, have 


been inserted in the electronic copies of the Bidding Sheets. Notwithstanding this, 
the Bidder remains responsible for ensuring that their figures are correctly calculated 
and should not rely on the accuracy of the formulae used in electronic copies of the 
Bidding Sheets. 
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3.5.3.6 Bidders are responsible for the accuracy of their bid. The Volume 2 (Price) that has 


apparent computational errors may have such errors resolved in the Purchaser’s 
favour or, in the case of gross omissions, inconsistencies or errors, may be 
determined to be non-compliant. 


 
3.5.3.7 If the Bidder identifies an error in the spreadsheet, they should notify the Purchaser 


through the RFQ Question and Answer process described in section 2.6. The 
Purchaser will then make a correction and notify all the Bidders of the update. 


 
3.5.3.8 The structure of the Bidding Sheets shall not be changed (other than as indicated 


elsewhere) nor should any quantity or item description in the Bidding Sheets. The 
currency(ies) of each contract line item and sub-item shall be shown. The prices 
provided shall be intended as the comprehensive total price offered for the fulfilment 
of all requirements as expressed in the RFQ documentation to include those 
expressed in the SOW. 


 
3.5.3.9 With the exception of any pre-populated not-to-exceed amounts, Bidders shall 


furnish Firm-Fixed-Price for all required items in accordance with the format set forth 
in the instructions for preparation of the Bidding Sheets. This includes Firm-Fixed-
Price for all optional CLINs, if any. 


 
3.5.3.10 Offered prices shall not be conditional in nature. Any comments supplied in the 


Bidding Sheets which are conditional in nature, relative to the offered prices, may 
result in a determination that the bid is non-compliant. 


 
3.5.3.11 Bidders shall quote in their own national currency or in EURO. Bidders may also 


submit bids in multiple currencies including other NATO member states' currencies 
under the following condition: 


 
3.5.3.12 The currency is of a Participating Country in the project, as defined under section 


2.1. 
 
3.5.3.13 The Purchaser, by virtue of its status under the terms of Article IX  and X of the 


Agreement on the status of the North Atlantic Treaty Organization, National 
Representatives and International Staff signed in Ottawa (Ottawa Agreement), is 
exempt from all direct and indirect taxes (incl. VAT) and all customs duties on 
merchandise imported or exported. Bidders shall acknowledge such exemption 
through execution of the Certificate at ANNEX A.5. 


 
3.5.3.13.1 Following contract award, the successful Bidder agrees to verify prior to issuance 


of any invoice and in consultation with the Purchaser, whether in the nation where 
the VAT would be due, the Purchaser is exempt from VAT at source or is entitled 
to claim reimbursement of VAT. Where the Purchaser is exempt from VAT at 
source, the Bidder shall exclude VAT from the invoice. Outside of this, the 
successful Bidder will cooperate with the Purchaser to provide all necessary 
documentation to ensure Purchaser obtains the VAT exemption. 


 
3.5.3.14 Unless otherwise specified in the instructions for the preparation of Bidding Sheets, 


all prices quoted in the bid shall be on the basis that all deliverable items shall be 
delivered “Delivery Duty Paid (DDP)” in accordance with the International Chamber 
of Commerce INCOTERMS® 2020. 



https://www.nato.int/cps/en/natohq/official_texts_17248.htm?

https://iccwbo.org/resources-for-business/incoterms-rules/incoterms-2020/

https://iccwbo.org/resources-for-business/incoterms-rules/incoterms-2020/





N A T O  U N C L A S S I F I E D  
RFQ-CO-424266-Tanium 


Book I – Bidding Instructions  
 


 


P a g e  | 16 


N A T O  U N C L A S S I F I E D  


 
3.5.3.15 The Bidder’s attention is directed to the fact that the Volume 2 (Price) shall contain 


no document and/or information other than the priced copies of the Bidding Sheets. 
Any other document will not be considered for evaluation. 


 
3.6 Volume 3: Technical 
 
3.6.1 Quantity: 
 
3.6.1.1 One (1) merged PDF file containing all the documents specified in paragraph 


3.7.1.3; 
 
3.6.2 No information disclosing or contributing to disclose the bid price shall be made part of 


Volume 3 (Technical). Failure to abide to this prescription shall result in the bid being 
declared non-compliant. 


 
3.6.3 It is of utmost importance that Bidders respond to all of the technical requirements 


contained in the RFQ Statement of Work (including all annexes) and all the Bidding 
Instructions, not only with an affirmation of compliance but also with an explanation of 
how each requirement will be met. A simple copy/paste of the requirements from the 
RFQ into a bid will not constitute sufficient grounds of compliance and may lead to a 
determination of non-compliance. 


 
3.6.4 Volume 3 (Technical) shall include: 
 
3.6.4.1 Table of Contents: which lists not only the section headings but also the major sub-


sections, and topic headings required set forth in these instructions or implicit in the 
organization of Volume 3 (Technical). This is not included as part of the page limit 
count. 


 
3.6.4.2 Additional materials such as brochures, sales literature, product endorsements and 


unrelated technical or descriptive narratives shall not be included in Volume 3 
(Technical). 


 
3.7 Bidder’s Checklist 
 
3.7.1 The tables below provide an overview of all items to be delivered by the Bidder as part 


of this bid. Bidders are invited to use these tables to verify the completeness of their 
bid. 


 
3.7.1.1 Volume 1: Administration 
 


# Item Quantity and 
Format 


Requirements 
and Evaluation 


Criteria 
(RFQ 


Reference) 


1.  ANNEX A.1 Certificate of Legal Name of Bidder Section 4.3 







N A T O  U N C L A S S I F I E D  
RFQ-CO-424266-Tanium 


Book I – Bidding Instructions  
 


 


P a g e  | 17 


N A T O  U N C L A S S I F I E D  


2.  ANNEX A.2: Acknowledgement of Receipt of Solicitations 
Amendments (if applicable) 


1 (merged) PDF 
file containing 


documents #1 to 
#[12] 3.  ANNEX A.3: Certificate of Independent Determination 


4.  ANNEX A.4: Certificate of Bid Validity 


5.  ANNEX A.5: Certificate of Acknowledgement of Purchaser 
Exemption from Taxes, Duties, and Charges 


6.  ANNEX A.6: Certificate of Origin of Equipment, Services and 
Intellectual Property 


7.  ANNEX A.7: Comprehension and Acceptance of Contract 
Provisions 


8.  ANNEX A.8: Certificate of AQAP 2110 or ISO-9001:2015 
Compliance. (The Bidder shall attach a copy of such 
certificate to Volume 1). 


9.  ANNEX A.9: List of Proposed Key Personnel 


10.  ANNEX A.10: List of Prospective Subcontractors/Consortium 
Members 


11.  ANNEX A.11: Vendor Supply Chain Security Self-Attestation 
Statement 


12.  ANNEX A.12: Company Compliance with Safeguarding 
NATO Information Controls Self-Attestation Statement. 


 
3.7.1.2 Volume 2: Price 
 


# Item Quantity and 
Format 


Requirements 
and Evaluation 


Criteria 
(RFQ 


Reference) 


1.  Bidding Sheets (i.e. “RFQ-CO-424266-Tanium _Book I-
Bidding Sheets.xlsx”) 


1 completed MS 
Excel file Section 4.4 


 
3.7.1.3 Volume 3: Technical 
 


# Item Quantity 
and Format 


Maximum 
Page Limit 


Requirements and 
Evaluation Criteria 
(RFQ Reference) 
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1.  List of Offered Items   1 PDF file 10 4.5.2 


2.  Technical Proposal 1 PDF File 20  


 
END OF SECTION 3 
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SECTION 4 BID EVALUATION AND CONTRACT AWARD 
 
4.1 General 
 
 
4.1.1 The evaluation of bids and the determination as to the compliance or technical 


adequacy of the supplies and services offered will be based only on that information 
furnished by the Bidder and contained in its bid. The Purchaser shall not be responsible 
for locating or securing any information which is not included in the bid or included only 
by reference. Bidders are therefore invited not to include documents by reference, as 
those will not be taken into account. 


 
4.1.2 To ensure that sufficient information is available, the Bidder shall furnish with its bid all 


information appropriate to provide a complete description of the work which will be 
performed and/or the supplies to be delivered. The information provided shall be to a 
level of detail necessary for the Purchaser to determine exactly what the Bidder 
proposes to furnish and whether the offer meets the pricing, technical, administrative 
and contractual requirements of this RFQ. 


 
4.1.3 The Purchaser, at its own discretion, reserves the right to request clarification of the 


bid at any time during the evaluation and the Bidder shall provide sufficient detailed 
information in connection with such requests as to permit the Purchaser to make a final 
assessment of the bid. Receiving such Clarification Request(s) shall by no means 
construe an impending award. The sole purpose of such Clarification Requests will be 
to resolve ambiguities in the bid and to permit the Bidder to state its intentions regarding 
certain statements contained therein. The Clarification Request stage is not to elicit 
additional information from the Bidder that was not contained in the original submission 
or to allow the Bidder to supplement cursory answers or omitted aspects of the bid. The 
Bidder is not permitted any cardinal alteration of its bid at any time. 


 
4.1.4 The Bidder’s prompt response to the Purchaser’s Clarification Requests is important 


and therefore failure to provide the requested clarifications within the time-limits set 
forth in the specific Clarification Requests (minimum 24 hours next working day) may 
cause the bid to be deemed non-compliant. 


 
4.1.5 The Purchaser reserves the right, during the evaluation and selection process, to verify 


any statements made concerning experience and facilities, by making a physical 
inspection of the Bidder's facilities and capital assets and by interviewing proposed key 
personnel. Physical inspections and interviews shall also apply to assertions in the bid 
made on behalf of proposed subcontractors. The Bidder shall be responsible for 
providing access to its own or subcontractors’ facilities and personnel. 


 
4.2 LPTC Evaluation Procedure 
 
4.2.1 The contract resulting from this RFQ will be awarded to the Bidder whose conforming 


offer provides the lowest price, technically compliant bid as evaluated by the Purchaser 
in compliance with the requirements of this RFQ and according to the evaluation 
method specified in this section. 


 
4.2.2 The evaluation will be done in a four-step process, as described below: 
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4.2.2.1 Step 1: Administrative Compliance 
 
4.2.2.1.1 Volume 1 (Administration) will be reviewed for compliance with the mandatory 


administrative requirements specified in paragraph 4.3. Bids not meeting all of the 
mandatory administrative requirements may be determined to be non-compliant 
and not considered for further evaluation. 


 
4.2.2.2 Step 2: Price Evaluation 
 
4.2.2.2.1 Volume 2 (Price) will be opened and evaluated in accordance with paragraph 4.4. 
 
4.2.2.3 Step 3: Technical Evaluation 
 
4.2.2.4 Volume 3 (Technical) will be evaluated in accordance with paragraph 4.5. 
 
4.2.2.5 Step 4: Determination of Apparent Successful Bidder 
 
4.2.2.5.1 Upon completion of the administrative, price and technical evaluations, the lowest 


priced technically compliant bid will be determined. 
 
4.3 Evaluation Step 1: Administrative Compliance 
 
4.3.1 Bids will be reviewed for compliance with the formal requirements for bid submission 


as stated in this RFQ and the content of Volume 1 (Administration). The evaluation of 
Volume 1 (Administration) will be made on its completeness, conformity and 
compliance to the requested information. This evaluation is made to determine if a bid 
complies with the requirements of the Bidding Instructions and prospective contract. 
Specifically, the following requirements shall be verified: 


 
4.3.1.1 The bid was received by the Bid Closing Date and Time stated in paragraph 2.3.1; 
 
4.3.1.2 The bid is composed and marked properly as stated in paragraph 3.3; 
 
4.3.1.3 Volume 1 (Administration) contains the documentation listed in paragraph 3.8.1.1 


and complies with the formal requirements established in paragraph 3.3; 
 
4.3.1.4 The Bidder has not taken exception to the terms and conditions of the prospective 


contract or has not qualified or otherwise conditioned its bid on a modification or 
alteration of the terms and conditions or the language of the SOW. 


 
4.3.2 Receipt of an unreadable electronic Bid 
 
4.3.2.1 If a bid received by email is unreadable to the degree that conformance to the 


essential requirements of the solicitation cannot be ascertained, the Point of Contact 
in paragraph 2.5.1 shall immediately notify the Bidder that the bid will be rejected 
unless the Bidder provides clear and convincing evidence: 


 
4.3.2.1.1 Of the content of the bid as originally submitted; and, 
 
4.3.2.1.2 That the unreadable condition of the bid was caused by Purchaser software or 


hardware error, malfunction, or other Purchaser mishandling. 
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4.3.3 A bid that fails to conform to the above requirements may be declared non-compliant 
and may not be evaluated further by the Purchaser. 


 
4.3.4 Bids that are determined to be administratively compliant will proceed to Evaluation 


Step 2, Price Evaluation. 
 
4.3.5 Notwithstanding paragraph 4.3.4, if it is later discovered during the administrative, 


price, or technical evaluation that the Bidder has taken exception to the terms and 
conditions of the prospective contract, or has qualified and/or otherwise conditioned its 
bid on a modification or alteration of the terms and conditions or the language of the 
SOW, the Bidder may be determined to have submitted a non-compliant bid at the time 
of discovery. 


 
4.4 Evaluation Step 2: Price Evaluation 
 
4.4.1 The Bidder’s Volume 2 (Price) will be assessed for compliance against the following 


standards, and to determine that the proposed price is fair and reasonable: 
 
4.4.1.1 The price meets the requirements for preparation and submission of Volume 2 


(Price) set forth in the Bid Preparation Instructions (SECTION 3). 
 
4.4.1.2 Detailed pricing information has been provided and is current, adequate, accurate, 


traceable, and complete. 
 
4.4.1.3 Volume 2 (Price) meets requirements for price realism as described below in 


paragraph 4.4.5. 
 
4.4.2 A bid which fails to meet the compliance standards defined in this section may be 


declared non-compliant and may not be evaluated further by the Purchaser. 
 
4.4.3 Basis of Price Comparison to Determine Lowest Priced Compliant Bid 
 
4.4.3.1 The Purchaser will convert all prices quoted into EURO for purposes of comparison 


and determination of the Lowest Price. The exchange rate to be utilised by the 
Purchaser will be the average of the official buying and selling rates of the European 
Central Bank at close of business on the last working day preceding the Bid Closing 
Date. 


 
4.4.3.2 The price comparison will be based on the offered Grand Total Firm-Fixed-Price of 


the following CLINs. 
 
4.4.3.3 The sum of the Firm-Fixed-Price Prices proposed for CLINs 1-4 as detailed below: 
 


CLIN Number CLIN Name  
Base Contract 


1.0 Validate, Hardening, Configuration and Deployment 
2.0 Roll out of TANIUM Agents across Mission environment 
3.0 Training 
4.0 Acceptance 
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4.4.4 Accuracy – Order of Precedence 
 
4.4.4.1 Bidders are responsible for the accuracy of their price bid. In case of inconsistencies 


between different parts of the bidding sheets and notwithstanding the possibility for 
the Purchaser, at its sole discretion, to resort to the Clarification Request process 
described at paragraph 4.1.5, for the purpose of determining the bid price subject to 
evaluation, the price in the ‘Offer Summary’ worksheet of the bidding sheets will be 
given precedence. 


 
4.4.5 Price Realism 
 
4.4.5.1 In the event that the successful Bidder has submitted a Volume 2 (Price) that is less 


than two-thirds of the average of remaining compliant bids, the Purchaser must 
ensure that the successful Bidder has not artificially reduced the offered price to 
assure contract award. As such, the Purchaser will request the firm to provide 
clarification of the bid and will inform the national delegation of the firm. In this 
regard, the Bidder shall provide an explanation to both the Purchaser and their 
national delegation on the basis of one of the following reasons: 


 
4.4.5.1.1 An error was made in the preparation of Volume 2 (Price). The Bidder must 


document the nature of the error and show background documentation regarding 
the preparation of Volume 2 (Price) that convincingly demonstrates that an error 
was made by the Bidder. In such a case, the Bidder may request to remain in the 
competition and accept the contract at the bid price, or to withdraw from the 
competition; 


 
4.4.5.1.2 The Bidder has a competitive advantage due to prior experience or internal 


business/technological processes that demonstrably reduce the costs of Bidder 
resulting in an offered price that is realistic. The Bidder’s explanation must support 
the technical proposal offered and convincingly and objectively describe the 
competitive advantage and the savings achieved by this advantage over standard 
market costs, practices and technology; 


 
4.4.5.1.3 The Bidder understands that the submitted Volume 2 (Price) is unrealistically low 


in comparison with the level of effort required. In this case, the Bidder is required to 
estimate the potential loss and show that the financial resources of the Bidder are 
adequate to withstand such reduction in revenue. 


 
4.4.5.2 If a Bidder fails to submit a comprehensive and convincing explanation for one of 


the bases above, the Purchaser shall declare the bid non-compliant and the Bidder 
will be so notified. 


 
4.4.5.3 If the Purchaser accepts the Bidder’s explanation of mistake and allows the Bidder 


to accept the contract at the bid price or the explanation regarding competitive 
advantage is convincing, the Bidder shall agree that the supporting pricing data 
submitted with its bid will be the basis of determining fair and reasonable pricing for 
all subsequent negotiations for modifications or additions to the contract and that no 
revisions of proposed prices will be made. 


4.5 Evaluation Step 3: Technical Evaluation 
 
4.5.1 Upon the determination of the lowest priced bid as described above, Volume 3 


(Technical) will be evaluated to confirm compliance with the following technical criteria 
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associated with the respective sections of Volume 3 (Technical). 
 
4.5.2 Part 1: Technical Proposal 
 
4.5.2.1 The Purchaser will evaluate the Bidders’ Proposal based on: 
 
4.5.2.1.1 The Proposed Technical Solution shall meet the technical requirements of the 


Prospective Contract. 
 


4.5.2.1.2 The Bidder shall have provided sufficient details for the Purchaser to validate the 
functionality and performance of Proposed Technical Solution meet the technical 
requirements of the prospective contract. 


 
4.6 Evaluation Step 4: Determination of Apparent Successful Bidder 
 
4.6.1 Upon conclusion and approval of the administrative, price and technical evaluation 


results, the lowest priced technically compliant bid will be determined. 
 
4.6.2 The lowest priced technically compliant bid will be recommended as the apparent 


successful bid. 
 
4.6.3 Prior to confirmation of award, the Purchaser may invite the Bidder with the apparent 


successful bid to one or more rounds of pre-award discussions. These discussions 
shall aim at clarifying and confirming, within the boundaries of the RFQ documents, any 
remaining topics and results in the preparation of the final contractual documents. 


 
4.6.4 Upon the successful completion of these pre-award discussions, to the Purchaser’s full 


satisfaction, confirmation of final bid compliance will be noted. 
 
4.6.5 The Purchaser will deliver the final set of contractual documents to the Bidder for their 


signature. 
END OF SECTION 4
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Prescribed Administrative Forms and Certificates 


 


This Administrative Forms and Certificates are provided separately as a fillable PDF form
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         Questions and Answers Form 


The Questions and Answers Form is provided separately as an Excel Workbook. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 





		1.1 Purpose

		1.1.1 The purpose of this Request For Quote (RFQ) is to support the NATO Integrated Mobile Service Center (NIMSC)’s mission as part of NCIA is to provide NATO Alliance and its Partners with 24/7 scalable, protected, secure, reliable, and integrated Wi...



		1.2 Scope of Work

		1.2.1 The scope of this project is to procure and deliver multiple end-to-end installations of the Tanium cybersecurity platform across several classification information domains with NATO’s Mission Communications and Information (CIS) environments.

		1.2.2 Overview of the Prospective Contract

		1.2.2.1 The prospective contract (Book II) requires the successful Bidder to perform the requirements as described in this RFQ. The successful Bidder shall perform all activities required per Book II, Part IV (SOW) and its annexes and shall deliver th...

		1.2.2.2 The contract(s) resulting from this RFQ shall be awarded on a Firm-Fixed-Price basis to the lowest priced, technically compliant Bidder(s).

		1.2.2.3 The prospective contract will be governed by Book II, Part II (Contract Special Provisions), and Part III (Basic Ordering Agreement).



		1.3 Governing Rules, Eligibility, and Exclusion Provisions

		1.3.1 This RFQ is conducted under Basic Ordering Agreement procedures, outlined within the Procedure Governing the Use of Basic Ordering Agreements concluded by the NATO Communications and Information Agency – 2019 version (AC/4-D(2019)0004 (INV)).

		1.3.2 Pursuant to these procedures, bidding is restricted to companies from a Participating Country (as defined in section 2.1) holding an active Basic Ordering Agreement (BOA) with the NCI Agency.



		1.4 Lowest Priced Technical Compliant Evaluation Method

		1.4.1 The evaluation method to be used in the selection of the successful Bidder under this RFQ will follow the Lowest Price Technically Compliant (LPTC) procedures set forth in AC/4-D/2261 (1996 Edition), or approved deviations to the method.

		1.4.2 The bid evaluation criteria and the detailed evaluation procedures are described in section 4 of these Bidding Instructions.

		1.4.3 The Bidder shall refer to the Purchaser for all inquiries about this document in accordance with the procedures set forth in paragraph 2.6 "RFQ Questions and Answers”.



		1.5 Security

		1.5.1 This RFQ only contains NATO UNCLASSIFIED material.

		1.5.2 The proposed personnel will be required to possess a security clearance of NATO SΞCRET for the performance of the prospective contract.

		1.5.3 The successful Bidder will be required to handle and store classified material to the level of NATO RΞSTRICTED.

		1.5.4 The successful Bidder shall have the appropriate facility and personnel clearances at the date of contract signature. Should the successful Bidder be unable to perform the contract due to the fact that the facility/security clearances have not b...

		1.5.5 Bidders are advised that contract signature will not be delayed in order to allow the processing of NATO SΞCRET security clearances for personnel or facilities and, should the otherwise successful Bidder not be in a position to accept the offere...

		1.5.6 This RFQ requires Bidders to hold or generate NATO RΞSTRICTED information. Bidders shall read Appendix 4 to the NATO Directive on Classified Project and Industrial Security, provided on the NCI Agency public website, and acquire knowledge about ...



		1.6 Documentation

		1.6.1 All documentation – including the RFQ itself, all applicable documents and any reference documents provided by the Purchaser – are solely to be used for the purpose of preparing a response to this RFQ. They are to be safeguarded at the appropria...

		1.6.2 Statement of Work Applicable Documents

		1.6.2.1 Bidders neither require physical access to the documents listed in the “Applicable Documents” section of the Statement of Work (SOW) in order to make their offers compliant, nor shall the Purchaser make these documents available, as all pertin...

		END OF SECTION 1



		section 1 GENERAL BIDDING INFORMATION

		2.1 Definitions

		2.1.1 In addition to the definitions and acronyms set forth in the prospective contract (Book II – Part II) and the NCI Agency Basic Ordering Agreement (Book II – Part III), the following terms and acronyms, as used in this RFQ shall have the meanings...

		2.1.1.1 “Basic Ordering Agreement” or “BOA”: an acquisition instrument negotiated between suppliers of products / services and the NCI Agency, on behalf of NATO.

		2.1.1.2 “Bidder”: a firm, consortium, or joint venture, which submits an offer in response to this RFQ. Bidders are at liberty to constitute themselves into any form of contractual arrangements or legal entity they desire, bearing in mind that in cons...

		2.1.1.3 “Compliance”: strict conformity to the requirements and standards specified in this RFQ.

		2.1.1.4 “Contractor”: the awardee(s) of this RFQ, which shall be responsible for the fulfilment of the requirements established in the contract.

		2.1.1.5 “Clarification Request”: a documented process during the evaluation phase, whereby the Purchaser may seek to clarify an ambiguity, an omission deemed unintentional, or a mistake that cannot be resolved through the scrutiny of the bid. The Purc...

		2.1.1.6 “Firm of a Participating Country”: a firm legally constituted or chartered under the laws of, and geographically located in, or falling under the jurisdiction of a Participating Country.

		2.1.1.7 “Participating Country”: any of the 32 NATO nations contributing to the project, namely, (in alphabetical order): Albania, Belgium, Bulgaria, Canada, Croatia, Czechia, Denmark, Estonia, Finland, France, Germany, Greece, Iceland, Italy, Latvia,...

		2.1.1.8 “Purchaser”: The Purchaser is defined as the NCI Agency or its legal successor.

		2.1.1.9 “Questions and Answers”: a documented process to provide given information in a more detailed way to allow better understanding and resolve any ambiguity. Bidders may submit questions and answers to the Purchaser during the bidding process in ...



		2.2 Eligibility and Origin of Equipment and Services

		2.2.1 As stated in paragraph 1.3.1, only firms from a Participating Country are eligible to engage in this competitive bidding process.

		2.2.2 In addition, all Contractors, subcontractors and manufacturers, at any tier, must be from Participating Countries.

		2.2.3 None of the work, including project design, labour and services shall be performed other than by firms from and within Participating Countries.

		2.2.4 No materials or items of equipment down to and including identifiable sub-assemblies shall be manufactured or assembled by a firm other than from and within a Participating Country.

		2.2.5 Unless otherwise authorized by the terms of the prospective contract, the Intellectual Property Rights to all design documentation and related system operating software shall reside in NATO member countries, and no license fees or royalty charge...



		2.3 Bid Delivery and Bid Closing

		2.3.1 The closing date and time for the electronic submission of bids in response to this RFQ is 11 August 2025, 12:00 hours Central European Time (CET) and is herein referred to as the “Bid Closing Date”.

		2.3.2 Bids shall be submitted via the NEO Platform system.

		2.3.3 Any bid received at the Purchaser email address after the exact date and time indicated in paragraph 2.3.1 is “late” and may not be eligible for award.

		2.3.4 Bids submitted electronically may be considered late unless the Bidder is able to show that it completed the entire transmission of the bid before the closing date and time indicated in paragraph 2.3.1.

		2.3.5 Consideration of Late Bid

		2.3.5.1 The Purchaser considers that it is the responsibility of the Bidder to ensure that the bid submission arrives by the specified Bid Closing Date. A late bid may be considered under the following circumstances:

		2.3.5.1.1 A contract has not already been awarded to this RFQ, and the Purchaser determines that accepting the late bid would not unduly delay the procurement, or

		2.3.5.1.2 The bid was sent to the correct email address specified in paragraph 2.3.2 above; and

		2.3.5.1.3 the delay was due solely to the fault of the Purchaser, or

		2.3.5.1.4 it was the only bid received.

		2.3.6 Receipt of an Unreadable Electronic Bid

		2.3.6.1 If a bid sent to the Purchaser is unreadable to the degree that conformance to the essential requirements of the RFQ cannot be ascertained, or due to electronic files that are encrypted or which contain passwords (contrary to the instructions ...

		2.3.6.1.1. of the content of the bid as originally submitted; and

		2.3.6.1.2. that the unreadable condition of the bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.

		2.3.6.2 A bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.

		2.3.6.3 If it is discovered, during either the administrative, price or technical evaluation, that the Bidder has submitted an unreadable electronic bid, the Bidder may be determined to have submitted a non-compliant bid.



		2.4 Requests for Extension of Bid Closing Date

		2.4.1 The Bidder is informed that requests for extension to the Bid Closing Date for this RFQ shall be submitted to the Point of Contact indicated in paragraph 2.5.1 below under the following condition:

		2.4.1.1 only through the delegation of the country of origin of the firm which has been invited to bid or by that country’s embassy, and

		2.4.1.2 no later than fourteen (14) calendar days prior to the established Bid Closing Date. Bidders are advised to submit their request in sufficient time as to allow their respective NATO delegation or embassy to deliver the formal request to the Pu...

		2.5 Purchaser’s Point of Contact

		2.5.1 The Purchaser Point of Contact for all information concerning this RFQ is:

		Kenya Elise Armbrister

		2.5.2 All correspondence related to this RFQ, including the actual bid submission, shall be sent to the email address specified above.



		2.6 RFQ Questions and Answers

		2.6.1 Bidders, at the earliest stage possible during the course of the solicitation period, are encouraged to ask questions of an administrative, contractual, price, or technical nature pertaining to this RFQ.

		2.6.2 All questions shall be submitted via email (no phone calls) to the Point of Contact identified in paragraph 2.5.1 above, using the Questions and Answers Form provided at ANNEX C of this Book I.

		2.6.3 Such questions shall be submitted no later than fourteen (14) calendar days prior to the stated Bid Closing Date. The Purchaser is under no obligation to answer questions submitted after this time. Questions must address the totality of the conc...

		2.6.4 It is the responsibility of the Bidders to ensure that all questions submitted bear no name, mark, logo or any other form or sign that may lead to reveal the Bidders’ identity in the language constituting the question itself. This prescription i...

		2.6.5 The Purchaser declines all responsibilities associated to any and all circumstances regardless of the nature or subject matter arising from the Bidders’ failure or inability to abide to the prescription in paragraph 2.6.4 above.

		2.6.6 Except as provided above, all questions will be answered by the Purchaser and the questions and answers (but not the identity of the questioner) will be issued in writing (via email) to all prospective Bidders. Bidders shall immediately inform t...

		2.6.7 Where the extent of the changes implied by the response to a question is of such a magnitude that the Purchaser deems it necessary to issue revised documentation, the Purchaser will do so by the means of the issuance of a formal RFQ amendment in...

		2.6.8 The Purchaser may provide for a re-wording of questions where it considers the original language ambiguous, unclear, subject to different interpretation or revelatory of the Bidder’s identity.

		2.6.9 The Purchaser reserves the right to reject questions clearly devised or submitted for the purpose of artificially obtaining an extension of the solicitation time (i.e. questions re-submitted using different wording where such wording does not ch...

		2.6.10 The published responses issued by the Purchaser will be regarded as the authoritative interpretation of the RFQ. Any amendment to the language of the RFQ included in the answers will be issued as an RFQ amendment and shall be incorporated by th...



		2.7 Requests for Waivers and Deviations

		2.7.1 Bidders are informed that requests for alteration to, waivers, or deviations from the terms and conditions of this RFQ will not be considered after the questions and answers process. Requests for alterations to the other requirements, terms or c...

		2.7.2 Requests for alterations to the specifications, terms and conditions of the prospective contract, which are included in a bid as submitted, may be regarded by the Purchaser as a qualification or condition of the bid and may be grounds for a dete...



		2.8 Amendment of the RFQ

		2.8.1 The Purchaser may amend the RFQ at any time prior to the Bid Closing Date. Any and all changes will be transmitted to all Bidders by an official amendment designated as such and signed by the Purchaser. This process may be part of the questions ...

		2.8.2 The Purchaser will consider the potential impact of amendments on the ability of prospective Bidders to prepare a bid within the allotted time. The Purchaser may extend the Bid Closing Date at its discretion and such extension will be set forth ...

		2.8.3 All such RFQ amendments issued by the Purchaser shall be acknowledged by the Bidder in its bid by completing the “Acknowledgement of Receipt of RFQ Amendments” certificate at ANNEX A.2. Failure to acknowledge receipt of all amendments may be gro...



		2.9 Cancellation of RFQ

		2.9.1 The Purchaser may cancel, suspend or withdraw for re-issue at a later date this RFQ at any time prior to contract award. No legal liability on the part of the Purchaser for payment of any sort shall arise and in no event will any Bidder have cau...



		2.10 Modification and Withdrawal of Bids

		2.10.1 Bids, once submitted, may be modified by Bidders, but only to the extent that the modifications are in writing, conform to the requirements of the RFQ, and are received by the Purchaser prior to the exact time and date established for bid closi...

		2.10.2 Modifications to bids that arrive after the Bid Closing Date will be considered as late modifications and will be processed in accordance with the procedure set forth in paragraph 2.3.5 concerning "Late Bids". Except that, unlike a late bid, th...

		2.10.3 A Bidder may withdraw its bid at any time prior to Bid Closing Date without penalty. In order to do so, an authorized agent or employee of the Bidder must provide a statement of the firm's decision to withdraw the bid, submitted to the Purchase...



		2.11 Bid Validity

		2.11.1 Bidders shall be bound by the term of their bids for a period of six (6) months starting from the Bid Closing Date specified in paragraph 2.3.1.

		2.11.2 In order to comply with this requirement, the Bidder shall complete the Certificate of Bid Validity set forth in ANNEX A.4. Bids offering less than this period of time, may be determined non-compliant.

		2.11.3 The Purchaser will endeavour to complete the evaluation and make an award within the bid validity period. However, should that period of time prove insufficient to render an award, the Purchaser reserves the right to request an extension of the...

		2.11.4 Upon notification by the Purchaser of such a request for a time extension, the Bidders shall have the right to:



		2.12 Electronic Transmission of Information and Data

		2.12.1 The Purchaser will communicate answers to questions and amendments to this RFQ to the prospective Bidders as soon as practicable.

		2.12.2 Bidders are advised that the Purchaser will rely exclusively on email communication to manage all correspondence related to this RFQ, including RFQ amendments and questions.

		2.12.3 Bidders are cautioned that electronic transmission of documentation which contains classified information (NATO RΞSTRICTED, NATO CONFIDΞNTIAL, NATO SΞCRET) is not allowed.



		2.13 Notice to Bidders of Contract Distribution and Disclosure of Information

		2.13.1 The resulting contract may be subject to release to (i) NATO Resource Committees through the NATO Office of Resources for audit purposes (including audits carried out using third party companies (see Book II, Special Provisions Article entitled...

		END OF SECTION 2





		section 2 Bid PREPARATION INSTRUCTIONS

		3.1 General

		3.1.1 Bids shall be prepared in accordance with the instructions set forth herein. Failure to comply with these instructions may result in the bid being declared non-compliant.

		3.1.2 Bidders shall prepare a complete bid, which comprehensively addresses all requirements stated herein. The bid shall demonstrate the Bidder's understanding of this RFQ and its ability to provide all the deliverables and services listed in the Sch...

		3.1.3 Bidders shall note that any prospective contract will be against Firm-Fixed-Price. All quantities included in the bidding sheets are for evaluation purposes only.

		3.1.4 Bidders are hereby informed that alternate items will not be considered for evaluation. Only items matching the specific requirements detailed in the Schedule/SOW will be accepted.

		3.1.5 The Bidder shall not restate the RFQ requirements in confirmatory terms only. The Bidder must clearly describe what is being offered and how the Bidder will meet all RFQ requirements. Statements in confirmatory terms only will be sufficient grou...

		3.1.6 Although the Purchaser may request clarification of the bid, it is not required to do so and may make its determination on the content of the bid as written. Therefore, Bidders shall assume that inconsistencies, omissions, errors, lack of detail...

		3.1.7 Bids containing conditional statements will be declared non-compliant, unless expressly allowed under this RFQ.

		3.1.8 Bidders are advised that the Purchaser reserves the right to incorporate the successful bid in whole or in part by reference in the resulting contract.

		3.1.9 All documentation submitted as part of the bid shall be classified at a level not higher than “NATO UNCLASSIFIED”.



		3.2 Language of Bid

		3.2.1 All notices and communications regarding this RFQ shall be written and conducted in English.

		3.2.2 All bids shall be submitted in English.



		3.3 Bid Volume Content and Marking

		3.3.1 The complete electronic bid shall consist of three distinct and separate volumes described in the following subparagraphs. Detailed requirements for the structure and content of each of these volumes are contained in these Bidding Instructions.

		3.3.1.1 Volume 1: Administration (paragraph 3.4)

		3.3.1.2 Volume 2: Price (paragraph 3.5)

		3.3.1.3 Volume 3: Technical (paragraph 3.6)

		3.3.2 “Arial” fonts in size 11 shall be used for normal text, and “Arial Narrow” fonts not smaller than size 10 for tables and graphics.

		3.3.3 File Size: Emails submitted in response to this RFQ shall be less than 10 MB in size per email with no encryption or password protection to the file.

		3.3.4 Page Limit: The submitted bid shall be in accordance with the page limit set out in the Bidder’s Checklist in paragraph 3.8.

		3.3.5 The bid shall be consolidated into as few emails as possible and sent to the email address stated in paragraph 2.5.1.

		3.3.6 The email shall have the following subject line: RFQ-CO-424266-Tanium Bid for {Insert Company Name}.

		3.3.7 In the event the bid must be submitted in multiple emails to stay under the size limit stated in paragraph 3.3.3, the Bidder shall add “Email 1 of 2”, “Email 2 of 2” as necessary to the subject line of the email.

		3.3.8 “Company Name” – in the subject line of the email, and in the names of the individual files, the name of the Bidder shall be abbreviated to no more than 10 characters. For example, if a company’s name is “Computer and Technology Research Company...

		3.3.9 Acceptable File Formats

		3.3.9.1 Unless otherwise directed, files shall be submitted in Adobe PDF format.

		3.3.9.2 The Purchaser will NOT accept hard copies of bid, CDs, thumb drives or zip files.

		3.3.10 The individual electronic files sent by email shall have the naming convention listed in the table below. In the event the documents must be split into more than one file (to ensure the size of the email stays within the limit stated in paragra...



		3.4 Volume 1: Administration

		3.4.1 Quantity:

		3.4.1.1 One (1) merged PDF file containing all of the Certificates specified in paragraph 3.8.1.1, signed in the original or electronically by an authorized representative of the Bidder. No alternative versions of certificates will be recognised and m...



		3.5 Volume 2: Price

		3.5.1 Introduction

		3.5.1.1 Bid pricing requirements as addressed in this section 3.5 are mandatory. Failure to abide to these bid pricing requirements may lead to the bid being declared non-compliant and not being taken into consideration for award.

		3.5.1.2 The prices provided shall be intended as the comprehensive total price offered for the fulfilment of all requirements as expressed in the RFQ documentation including but not limited to those expressed in the SOW, Special Provisions and General...

		3.5.1.3 No alteration of the Bidding Sheet - including, but not limited to quantity indications, descriptions, titles or pre-populated not-to-exceed amounts - are allowed with the sole exception of those explicitly indicated as allowed in this documen...

		3.5.1.4 Additional price columns may be added if multiple currencies are used, including extra provisions for all totals.

		3.5.2 Quantity

		3.5.2.1 One (1) completed MS Excel (native) file of the Bidding Sheet document. This MS Excel file shall be duly completed, shall be able to be manipulated (i.e. not an image), and shall be the full and complete Volume 2 (Price).

		3.5.2.2 One (1) PDF file of the Offer Summary sheet (i.e. Tab 1) of the Bidding Sheet.

		3.5.3 General Rules

		3.5.3.1 Bidders are required, in preparing their Volume 2 (Price), to utilise the electronic files provided as part of this RFQ and referenced in paragraph 3.5.2.

		3.5.3.2 This Excel file includes detailed instructions on each tab that will facilitate Bidders’ preparation of the bid pricing. These instructions are mandatory.

		3.5.3.3 All metrics (e.g. cost associated with labour) will be assumed to be standard or normalised to 7.6 hours/day, for a five-day workweek at NATO and national sites and Contractor facilities.

		3.5.3.4 Should the apparent successful bid be in currency other than EURO, the award of the contract will be made in the currency or currencies of the bid.

		3.5.3.5 Bidders are advised that formulae, designed to ease evaluation of their bid, have been inserted in the electronic copies of the Bidding Sheets. Notwithstanding this, the Bidder remains responsible for ensuring that their figures are correctly ...

		3.5.3.6 Bidders are responsible for the accuracy of their bid. The Volume 2 (Price) that has apparent computational errors may have such errors resolved in the Purchaser’s favour or, in the case of gross omissions, inconsistencies or errors, may be de...

		3.5.3.7 If the Bidder identifies an error in the spreadsheet, they should notify the Purchaser through the RFQ Question and Answer process described in section 2.6. The Purchaser will then make a correction and notify all the Bidders of the update.

		3.5.3.8 The structure of the Bidding Sheets shall not be changed (other than as indicated elsewhere) nor should any quantity or item description in the Bidding Sheets. The currency(ies) of each contract line item and sub-item shall be shown. The price...

		3.5.3.9 With the exception of any pre-populated not-to-exceed amounts, Bidders shall furnish Firm-Fixed-Price for all required items in accordance with the format set forth in the instructions for preparation of the Bidding Sheets. This includes Firm-...

		3.5.3.10 Offered prices shall not be conditional in nature. Any comments supplied in the Bidding Sheets which are conditional in nature, relative to the offered prices, may result in a determination that the bid is non-compliant.

		3.5.3.11 Bidders shall quote in their own national currency or in EURO. Bidders may also submit bids in multiple currencies including other NATO member states' currencies under the following condition:

		3.5.3.12 The currency is of a Participating Country in the project, as defined under section 2.1.

		3.5.3.13 The Purchaser, by virtue of its status under the terms of Article IX  and X of the Agreement on the status of the North Atlantic Treaty Organization, National Representatives and International Staff signed in Ottawa (Ottawa Agreement), is exe...

		3.5.3.13.1 Following contract award, the successful Bidder agrees to verify prior to issuance of any invoice and in consultation with the Purchaser, whether in the nation where the VAT would be due, the Purchaser is exempt from VAT at source or is ent...

		3.5.3.14 Unless otherwise specified in the instructions for the preparation of Bidding Sheets, all prices quoted in the bid shall be on the basis that all deliverable items shall be delivered “Delivery Duty Paid (DDP)” in accordance with the Internati...

		3.5.3.15 The Bidder’s attention is directed to the fact that the Volume 2 (Price) shall contain no document and/or information other than the priced copies of the Bidding Sheets. Any other document will not be considered for evaluation.



		3.6 Volume 3: Technical

		3.6.1 Quantity:

		3.6.1.1 One (1) merged PDF file containing all the documents specified in paragraph 3.7.1.3;

		3.6.2 No information disclosing or contributing to disclose the bid price shall be made part of Volume 3 (Technical). Failure to abide to this prescription shall result in the bid being declared non-compliant.

		3.6.3 It is of utmost importance that Bidders respond to all of the technical requirements contained in the RFQ Statement of Work (including all annexes) and all the Bidding Instructions, not only with an affirmation of compliance but also with an exp...

		3.6.4 Volume 3 (Technical) shall include:

		3.6.4.1 Table of Contents: which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organization of Volume 3 (Technical). This is not included as part of ...

		3.6.4.2 Additional materials such as brochures, sales literature, product endorsements and unrelated technical or descriptive narratives shall not be included in Volume 3 (Technical).



		3.7 Bidder’s Checklist

		3.7.1 The tables below provide an overview of all items to be delivered by the Bidder as part of this bid. Bidders are invited to use these tables to verify the completeness of their bid.

		3.7.1.1 Volume 1: Administration

		3.7.1.2 Volume 2: Price

		3.7.1.3 Volume 3: Technical





		section 4 Bid EVALUATION AND CONTRACT AWARD

		4.1 General

		4.1.1 The evaluation of bids and the determination as to the compliance or technical adequacy of the supplies and services offered will be based only on that information furnished by the Bidder and contained in its bid. The Purchaser shall not be resp...

		4.1.2 To ensure that sufficient information is available, the Bidder shall furnish with its bid all information appropriate to provide a complete description of the work which will be performed and/or the supplies to be delivered. The information prov...

		4.1.3 The Purchaser, at its own discretion, reserves the right to request clarification of the bid at any time during the evaluation and the Bidder shall provide sufficient detailed information in connection with such requests as to permit the Purchas...

		4.1.4 The Bidder’s prompt response to the Purchaser’s Clarification Requests is important and therefore failure to provide the requested clarifications within the time-limits set forth in the specific Clarification Requests (minimum 24 hours next work...

		4.1.5 The Purchaser reserves the right, during the evaluation and selection process, to verify any statements made concerning experience and facilities, by making a physical inspection of the Bidder's facilities and capital assets and by interviewing ...



		4.2 LPTC Evaluation Procedure

		4.2.1 The contract resulting from this RFQ will be awarded to the Bidder whose conforming offer provides the lowest price, technically compliant bid as evaluated by the Purchaser in compliance with the requirements of this RFQ and according to the eva...

		4.2.2 The evaluation will be done in a four-step process, as described below:

		4.2.2.1 Step 1: Administrative Compliance

		4.2.2.1.1 Volume 1 (Administration) will be reviewed for compliance with the mandatory administrative requirements specified in paragraph 4.3. Bids not meeting all of the mandatory administrative requirements may be determined to be non-compliant and ...

		4.2.2.2 Step 2: Price Evaluation

		4.2.2.2.1 Volume 2 (Price) will be opened and evaluated in accordance with paragraph 4.4.

		4.2.2.3 Step 3: Technical Evaluation

		4.2.2.4 Volume 3 (Technical) will be evaluated in accordance with paragraph 4.5.

		4.2.2.5 Step 4: Determination of Apparent Successful Bidder

		4.2.2.5.1 Upon completion of the administrative, price and technical evaluations, the lowest priced technically compliant bid will be determined.



		4.3 Evaluation Step 1: Administrative Compliance

		4.3.1 Bids will be reviewed for compliance with the formal requirements for bid submission as stated in this RFQ and the content of Volume 1 (Administration). The evaluation of Volume 1 (Administration) will be made on its completeness, conformity and...

		4.3.1.1 The bid was received by the Bid Closing Date and Time stated in paragraph 2.3.1;

		4.3.1.2 The bid is composed and marked properly as stated in paragraph 3.3;

		4.3.1.3 Volume 1 (Administration) contains the documentation listed in paragraph 3.8.1.1 and complies with the formal requirements established in paragraph 3.3;

		4.3.1.4 The Bidder has not taken exception to the terms and conditions of the prospective contract or has not qualified or otherwise conditioned its bid on a modification or alteration of the terms and conditions or the language of the SOW.

		4.3.2 Receipt of an unreadable electronic Bid

		4.3.2.1 If a bid received by email is unreadable to the degree that conformance to the essential requirements of the solicitation cannot be ascertained, the Point of Contact in paragraph 2.5.1 shall immediately notify the Bidder that the bid will be r...

		4.3.2.1.1 Of the content of the bid as originally submitted; and,

		4.3.2.1.2 That the unreadable condition of the bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.

		4.3.3 A bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.

		4.3.4 Bids that are determined to be administratively compliant will proceed to Evaluation Step 2, Price Evaluation.

		4.3.5 Notwithstanding paragraph 4.3.4, if it is later discovered during the administrative, price, or technical evaluation that the Bidder has taken exception to the terms and conditions of the prospective contract, or has qualified and/or otherwise c...



		4.4 Evaluation Step 2: Price Evaluation

		4.4.1 The Bidder’s Volume 2 (Price) will be assessed for compliance against the following standards, and to determine that the proposed price is fair and reasonable:

		4.4.1.1 The price meets the requirements for preparation and submission of Volume 2 (Price) set forth in the Bid Preparation Instructions (section 3).

		4.4.1.2 Detailed pricing information has been provided and is current, adequate, accurate, traceable, and complete.

		4.4.1.3 Volume 2 (Price) meets requirements for price realism as described below in paragraph 4.4.5.

		4.4.2 A bid which fails to meet the compliance standards defined in this section may be declared non-compliant and may not be evaluated further by the Purchaser.

		4.4.3 Basis of Price Comparison to Determine Lowest Priced Compliant Bid

		4.4.3.1 The Purchaser will convert all prices quoted into EURO for purposes of comparison and determination of the Lowest Price. The exchange rate to be utilised by the Purchaser will be the average of the official buying and selling rates of the Euro...

		4.4.3.2 The price comparison will be based on the offered Grand Total Firm-Fixed-Price of the following CLINs.

		4.4.3.3 The sum of the Firm-Fixed-Price Prices proposed for CLINs 1-4 as detailed below:

		4.4.4 Accuracy – Order of Precedence

		4.4.4.1 Bidders are responsible for the accuracy of their price bid. In case of inconsistencies between different parts of the bidding sheets and notwithstanding the possibility for the Purchaser, at its sole discretion, to resort to the Clarification...

		4.4.5 Price Realism

		4.4.5.1 In the event that the successful Bidder has submitted a Volume 2 (Price) that is less than two-thirds of the average of remaining compliant bids, the Purchaser must ensure that the successful Bidder has not artificially reduced the offered pri...

		4.4.5.1.1 An error was made in the preparation of Volume 2 (Price). The Bidder must document the nature of the error and show background documentation regarding the preparation of Volume 2 (Price) that convincingly demonstrates that an error was made ...

		4.4.5.1.2 The Bidder has a competitive advantage due to prior experience or internal business/technological processes that demonstrably reduce the costs of Bidder resulting in an offered price that is realistic. The Bidder’s explanation must support t...

		4.4.5.1.3 The Bidder understands that the submitted Volume 2 (Price) is unrealistically low in comparison with the level of effort required. In this case, the Bidder is required to estimate the potential loss and show that the financial resources of t...

		4.4.5.2 If a Bidder fails to submit a comprehensive and convincing explanation for one of the bases above, the Purchaser shall declare the bid non-compliant and the Bidder will be so notified.

		4.4.5.3 If the Purchaser accepts the Bidder’s explanation of mistake and allows the Bidder to accept the contract at the bid price or the explanation regarding competitive advantage is convincing, the Bidder shall agree that the supporting pricing dat...



		4.5 Evaluation Step 3: Technical Evaluation

		4.5.1 Upon the determination of the lowest priced bid as described above, Volume 3 (Technical) will be evaluated to confirm compliance with the following technical criteria associated with the respective sections of Volume 3 (Technical).

		4.5.2 Part 1: Technical Proposal

		4.5.2.1 The Purchaser will evaluate the Bidders’ Proposal based on:

		4.5.2.1.1 The Proposed Technical Solution shall meet the technical requirements of the Prospective Contract.

		4.5.2.1.2 The Bidder shall have provided sufficient details for the Purchaser to validate the functionality and performance of Proposed Technical Solution meet the technical requirements of the prospective contract.



		4.6 Evaluation Step 4: Determination of Apparent Successful Bidder

		4.6.1 Upon conclusion and approval of the administrative, price and technical evaluation results, the lowest priced technically compliant bid will be determined.

		4.6.2 The lowest priced technically compliant bid will be recommended as the apparent successful bid.

		4.6.3 Prior to confirmation of award, the Purchaser may invite the Bidder with the apparent successful bid to one or more rounds of pre-award discussions. These discussions shall aim at clarifying and confirming, within the boundaries of the RFQ docum...

		4.6.4 Upon the successful completion of these pre-award discussions, to the Purchaser’s full satisfaction, confirmation of final bid compliance will be noted.

		4.6.5 The Purchaser will deliver the final set of contractual documents to the Bidder for their signature.





		ANNEX A  Prescribed Administrative Forms and Certificates

		ANNEX B

		Questions and Answers Form






INSTRUCTIONS FOR BIDDERS 
BOOK I, ANNEX A – ADMINISTRATIVE CERTIFICATES 


For further assistance, please contact the Purchaser's Point of Contact indicated in Section 2.6.1 of Book I. 


STEP 1. If you see the blue fillable fields as in Figure 1, skip to 
Step 3. If not, follow the instructions in Step 2. 


STEP 2. Adjust your Adobe settings as follows (also see Figure 2): 


• Go to the “Edit” menu and select “Preferences”
• In the “Forms” tab, check the box “show border hover


color for fields”.
• Click “OK” to save your settings.


Figure 2 


STEP 3. Complete the certificates by filling out the fields. 


STEP 4. Click on the signature box to electronically sign each certificate. 
Important: once you sign a certificate, the fillable fields on that page will be locked and you will no longer be able to 
correct the information. 


STEP 5. In case there is not enough space in the fillable fields to complete the requested information, please refer to the last page 
“Continous Information” to continue. 


STEP 6. Before signing any of the certificates, please review your input for correctness and ensure you have not missed any fields 
or checkboxes. 


REMINDER: In accordance with Section 3.4 of Book I, no information disclosing or contributing to disclose the bid price shall 
be made part of Volume 1 (Administration). Failure to abide to this prescription shall result in the bid being declared non-compliant. 


Figure 1 







This bid is prepared and submitted on behalf of the legal corporate entity specified below: 


FULL NAME OF CORPORATION: 


DIVISION (IF APPLICABLE): 


SUB-DIVISION (IF APPLICABLE): 


OFFICIAL MAILING ADDRESS: 


EMAIL ADDRESS: 


POINT OF CONTACT (POC) FOR THIS BID: 


MAIN POC: 


NAME: _____________________________ 


POSITION: __________________________ 


TELEPHONE: ________________________ 


EMAIL:


 __________________________________ 


ALTERNATIVE POC: 


NAME: _____________________________ 


POSITION: __________________________ 


TELEPHONE: ________________________ 


EMAIL:


__________________________________ 


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE 


ANNEX        
       CERTIFICATE OF LEGAL NAME OF BIDDER 


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D







AMENDMENT NUMBER DATE OF ISSUE 
BY THE  PURCHASER 


DATE OF RECEIPT 
BY THE Bidder 


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


☐ I, the undersigned, as an authorized representative of the Bidder, confirm there were no 
amendments to         No.


☐ I, the undersigned, as an authorized representative of the Bidder, confirm to have 
received the following amendment(s) to         No.
and the bid, as submitted, reflects the content of such amendment(s):


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D


Book I – Bidding Instructions 
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ACKNOWLEDGEMENT OF RECEIPT OF SOLICITATION AMENDMENTS 
ANNEX 







CERTIFICATE OF INDEPENDENT DETERMINATION 


1. Each Bidder signing this bid shall, in connection with this  , certifies that:


a) It has read and understands all documentation issued as part of this  .


b) The bid submitted in response to the referred  is fully compliant with the provisions 
of the         and the prospective contract.


c) This bid was prepared independently, without consultation, communication or
agreement, for the purpose of restricting competition, with any other Bidder or
competitor;


d) The contents of this bid was not knowingly disclosed by the Bidder and will not
knowingly be disclosed by the Bidder prior to award, directly or indirectly, to any other
Bidder or competitor*, and;


e) No attempt has been made, or will be made, by the Bidder to induce any other person
or firm to submit, or not to submit, a bid for the purpose of restricting competition.


2. Each person signing this bid shall also certifies that:


☐ They are the person within the Bidder's organisation responsible for the contents of
this bid and confirms that they have not participated, and will not participate, in any
action contrary to paragraphs 1(a) through 1(e) above, or;


☐ They are not the person within the Bidder's organisation responsible for the contents
of this bid but that they have been authorized in writing to act as agent for the person(s)
responsible for the contents and certifies that:


(i) such person(s) has/have not participated, and will not participate, in any
action contrary to paragraphs 1(a) through 1(e) above, and;


(ii) they themselves have not participated, and will not participate, in any action
contrary to paragraphs 1(a) through 1(e) above.


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


ANNEX


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D


Note: if the Bidder deletes or modifies subparagraph (1d) of this ANNEX A.3, the Bidder 
must furnish a signed statement with its bid setting forth in detail the circumstances of 
such disclosure.


*







CERTIFICATE OF BID VALIDITY 


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


ANNEX


I, the undersigned, as an authorized representative of 


(Company Name), 
hereafter referred to as the “Bidder” submitting this bid, do hereby certify that the pricing 
and all other aspects of our bid will remain valid for a period of twelve (12) 
months from the Bid Closing Date of this         . 


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D







SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


CERTIFICATE OF ACKNOWLEDGEMENT OF PURCHASER EXEMPTION FROM TAXES,
DUTIES AND CHARGES 


I, the undersigned, as an authorized representative of the Bidder, for the purposes 
of this      , hereby acknowledge that the NCI Agency ("the Purchaser") is excluded from 
all taxes, duties and customs charges from which the Purchaser is exempt by the terms 
of Article IX and X of the Ottawa Agreement. 


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D


ANNEX







CERTIFICATE OF ORIGIN OF EQUIPMENT, SERVICES AND INTELLECTUAL PROPERTY 


I, the undersigned, as an authorized representative of the Bidder, hereby certify 
that, if awarded the contract pursuant to this     , the contract will be performed 
subject to the following conditions: 


a. None of the work, including project design, labour and services shall be performed
other than by firms from and within participating NATO member countries;


b. No material or items of equipment, down to and including identifiable sub-
assemblies, shall be manufactured or assembled by a firm other than from and within
a participating NATO member country. A sub-assembly is defined as a portion of an
assembly consisting of two or more parts that can be provisioned and replaced as an
entity; and


c. The intellectual property rights to all design documentation and related system
operating software shall reside in NATO member countries, and no license fees or
royalty charges shall be paid by the Bidder to firms, individuals or governments other
than within the NATO member countries.


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


ANNEX


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D







SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


COMPREHENSION AND ACCEPTANCE OF CONTRACT PROVISIONS 


I, the undersigned, as an authorized representative of the Bidder, hereby certify that I have 
reviewed the Contract Special Provisions and 


The Bidder hereby provides its confirmation that it fully comprehends the rights, obligations 
and responsibilities of the Contractor as set forth in the articles and clauses of the 
prospective contract. The Bidder additionally certifies that the bid submitted by 
the Bidder is without prejudice, qualification or exception to any of the Terms and 
Conditions and it will accept and abide by the stated Special Contract Provisions 
if awarded the prospective contract as a result of this        . 


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D


ANNEX



Kenya.Armbrister

Cross-Out







I, the undersigned, as an authorized representative of the Bidder, hereby certify that (check 
the applicable statement below): 


☐ the Bidder is fully compliant with the AQAP 2110 or ISO 9001:2015 Quality Assurance
Standards and Procedures and  is currently so certified for at least 6 months after the
Bid Closing Date of this       . A copy of the quality certification is attached
herewith. 


☐ the Bidder is fully compliant with the AQAP 2110 or ISO 9001:2015 Quality Assurance
Standards and Procedures and  is currently so certified but the expiry date will occur
within the next 6 months after the Bid Closing Date of this   . A copy of the quality 
certification is attached herewith, as well as the Company’s written intention to 
extend such certificate.


☐ the Bidder is currently not compliant with the AQAP 2110 or ISO 9001:2015 Quality
Assurance.


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


CERTIFICATE OF AQAP 2110 OR ISO 9001:2015 COMPLIANCE 


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D


ANNEX







N A T O  U N C L A S S I F I E D


N A T O  U N C L A S S I F I E D


ANNEX
LIST OF PROPOSED KEY PERSONNEL 


Position Full Name 


NATO SΞCRET 
Clearance 


Yes/
No 


If no, expected 
date of obtaining 


Clearance 


Personal Data Protection 


Although NATO, as an international organization, is not subject to GDPR and national data 
protection law, it is committed to protecting the personal data that it processes. All processing 
of personal data will be done in accordance with applicable NATO policies and regulations. 


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE 


Book I – Bidding Instructions 
Annex A – Administrative Certificates 







LIST OF PROSPECTIVE SUBCONTRACTORS/CONSORTIUM MEMBERS 


I, the undersigned, as an authorized representative of the Bidder, certify that (check the 
applicable statement below): 


☐ there are no subcontractors/consortium members involved to perform under the
prospective contract.


☐ the following subcontractors/consortium members will be involved to perform under
the prospective contract:


NAME AND ADDRESS 
OF SUBCONTRACTOR, 


INCL. COUNTRY OF 
ORIGIN/REGISTRATION 


PRIMARY 
LOCATION  OF 


WORK 
ITEMS/SERVICES TO               BE 


PROVIDED 


ESTIMATED 
VALUE  OF 


SUBCONTRACT 
(IN CURRENCY) 


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


ANNEX


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D







VENDOR SUPPLY CHAIN SECURITY SELF-ATTESTATION STATEMENT 


I, the undersigned, as an authorized representative of the Bidder, hereby affirm that the 
security of the supply chain for the following product(s) (list the product(s) below): 


has/have been assessed against the requirements laid down in directive AC/322- 
D(20170016 (INV, named “NATO SUPPLY CHAIN SECURITY REQUIREMENTS FOR 
COMMERCIAL OFF THE SHELF COMMUNICATION AND INFORMATION SYSTEMS 
SECURITY ENFORCING PRODUCTS”, available here in the terms and conditions section of 
the NCI Agency public website. 


I endorse this supply chain security statement for the product(s) listed in the first paragraph of 
this certificate, which covers the following items: 


- Supply Chain Security Program Governance


- Security in Manufacturing and Operations


- Security in Logistics


- NATO Information Protection


- Vendor Physical and Personnel Security


- Security in Service Management


- Security in Incident Management


- 3rd Party Supplier Management


I can supply supporting evidence if required. 


SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE


Book I – Bidding Instructions 
Annex A – Administrative Certificates 


ANNEX


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D



https://www.ncia.nato.int/business/do-business-with-us/terms-and-conditions.html





SIGNATURE DATE SIGNATURE OF AUTHORIZED REPRESENTATIVE 


PRINTED NAME 


TITLE 


3 System Security Plan describes the system components that are included within the system, the environment 
in which the system operates, how the security requirements are implemented, and the relationships with or 
connections to other systems. 


Book I – Bidding Instructions 
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ANNEX
COMPANY COMPLIANCE WITH SAFEGUARDING NATO INFORMATION CONTROLS SELF 


ATTESTATION STATEMENT 


The security requirements required by the contract’s Special Provision Clause, Basic 
Safeguarding of Contractor Communication and Information Systems (CIS), shall be 
implemented for NATO Information on all contractor Communication Information Systems 
(CIS) that support the performance of this contract. 


I, the undersigned, as an authorized representative of the Bidder, certify that by submission 
of this bid, we assure the Purchaser that we will comply and implement the mandatory 
security measures in accordance with the Book II Special Provisions, “Basic Safeguarding 
of Contractor Communication and Information         Systems” and their mandatory 
references not later than by contract award or as agreed by the Contracting Officer. 


I can supply supporting evidence, upon request by the Contracting Officer, by means of a 
completed Systems Security Plan3 (or extract thereof) and any associated plans of actions 
developed to describe the Contractor’s CIS where NATO Information associated with the 
execution and performance of this contract is processed, stored, developed, or transmitted. 


N A T O   U N C L A S S I F I E D


N A T O   U N C L A S S I F I E D





		section 1 INTRODUCTION

		1.1 Purpose

		1.1.1 The purpose of this Invitation for Bids (IFB) is to [include project specific info. A sentence is sufficient.].

		1.1.2 All of the technical details and requirements of the project are explained in Book II, Part IV, Statement of Work (SOW) and the SOW annexes.



		1.2 Scope of Work

		1.2.1 The scope of this project is to [include project specific info (e.g. procure X product/service or develop X software/system). Depending on the type of project, one or two paragraphs is sufficient.].

		1.2.2 Overview of the Prospective Contract

		1.2.2.1 The Prospective Contract (Book II) requires the successful Bidder to perform the requirements as described in this IFB. The successful Bidder shall perform all activities required per Book II, Part IV (SOW) and its annexes and shall deliver th...

		1.2.3 The contract resulting from this IFB shall be awarded on a Firm-Fixed-Price basis to the best valued Bidder.

		1.2.4 [optional paragraph if Agile is considered (to be detailed in the SOW). Delete if not applicable: The resulting contract will use elements of the Agile methodology, with multiple increments, each consisting of several sprints, and the opportunit...

		1.2.5 The Prospective Contract will be governed by Book II, Part II (Contract Special Provisions), and Part III (Contract General Provisions).



		1.3 Governing Rules, Eligibility, and Exclusion Provisions

		1.3.1 This IFB is issued in accordance with the procedures for International Competitive Bidding (ICB) set forth in NATO document AC/4-D/2261 (1996 Edition) and its Annex X, dated 24 July 2009.

		1.3.2 Pursuant to these procedures, bidding is restricted to companies from participating NATO member nations (see paragraph 2.1.1.7) for which a Declaration of Eligibility has been issued by their respective national authorities.



		1.4 Best Value Evaluation Method

		1.4.1 The evaluation method to be used in the selection of the successful Bidder under this IFB will follow the Best Value Procedures set forth in AC/4-D/2261, Annex X, dated 24 July 2009, and AC/4(2008)0002-REV2-ANNEX 1, dated 15 July 2015, or deviat...

		1.4.2 The Bid evaluation criteria and the detailed evaluation procedures are described in section 4Section 4 of these Bidding Instructions.

		1.4.3 The Bidder shall refer to the Purchaser all queries for resolution of any conflicts found in information contained in this document in accordance with the procedures set forth in paragraph 2.7 "Request for IFB Clarifications”.



		1.5 Security

		1.5.1 This IFB only contains NATO UNCLASSIFIED material. [add if NR/NS information is required to be shared: The relevant Choose an item. material was intentionally segregated from this IFB and shall only be provided to nominated Bidders by the Point ...

		1.5.2 [add if applicable: The proposed personnel will be required to possess a security clearance of Choose an item. for the performance of the Prospective Contract.]

		1.5.3 [add if applicable: The successful Bidder will be required to handle and store classified material to the level of Choose an item..]

		1.5.4 The successful Bidder shall have the appropriate facility and personnel clearances at the date of Contract Signature. Should the successful Bidder be unable to perform the Contract due to the fact that the facility/security clearances have not b...

		1.5.5 Bidders are advised that Contract signature will not be delayed in order to allow the processing of Choose an item. security clearances for personnel or facilities and, should the otherwise successful Bidder not be in a position to accept the of...



		1.6 [Add this Section 1.6 if applicable] Bidders Conference

		1.6.1 Prospective Bidders are invited to a Bidders Conference that will be held [at NCI Agency premises OR online] on [DATE, TIME].  The technical and logistical details of the Bidders Conference will be provided at a later date.

		1.6.2 The purpose of the Bidders Conference is to brief the prospective Bidders on the IFB. The Conference is planned to include a briefing on the bidding process and the bidding sheets, the Prospective Contract, and the technical aspects of the proje...

		1.6.3 Those companies that wish to participate in the Bidders Conference must indicate their intention to attend not later than 7 calendar days prior to the date of the Conference to the Point of Contact stated in paragraph 2.6.1.

		1.6.4 Bidders may submit questions in writing not later than 7 calendar days prior to the date of the Conference to the email address in paragraph 2.6.1. The Purchaser will endeavour to respond to these questions during the Bidders Conference.

		1.6.5 For any additional questions that are asked at the Conference, the Purchaser may attempt to answer them at that time, but any answer that may appear to change terms, conditions and/or specifications of the IFB shall be considered to be formally ...

		1.6.6 Answers to all questions will be issued in writing to all Bidders as soon as practicable after the Conference, whether or not the Bidders attended the Conference. The formal written answers will be the official response of the Purchaser, even if...

		1.6.7 Notwithstanding the written answers provided by the Purchaser after the Bidders Conference, the terms and conditions of the IFB remains unchanged unless a formal IFB amendment is issued by the Purchaser.



		1.7 Documentation

		1.7.1 All documentation – including the IFB itself, all applicable documents and any reference documents provided by the Purchaser – are solely to be used for the purpose of preparing a response to this IFB. They are to be safeguarded at the appropria...

		1.7.2 Statement of Work Applicable Documents

		1.7.2.1 Bidders neither require physical access to the documents listed in the “Applicable Documents” section of the SOW in order to make their offers compliant, nor shall the Purchaser make these documents available, as all pertinent information rele...

		END OF SECTION 1





		section 2 GENERAL BIDDING INFORMATION

		2.1 Definitions

		2.1.1 In addition to the definitions and acronyms set forth in Article 1 of Part II of the Prospective Contract and the definitions and acronyms set forth in Article 2 of the NCI Agency Contract General Provisions (Part III), the following terms and a...

		2.1.1.1 “Bid” or “Quotation”: a binding offer to perform the work specified in the Prospective Contract (Book II).

		2.1.1.2 “Bidder” or “Offeror”: a firm, consortium, or joint venture, which submits an offer in response to this IFB. Bidders/Offerors are at liberty to constitute themselves into any form of contractual arrangements or legal entity they desire, bearin...

		2.1.1.3 “Compliance”: strict conformity to the requirements and standards specified in this IFB.

		2.1.1.4 “Contractor”: the awardee(s) of this IFB, which shall be responsible for the fulfilment of the requirements established in the Contract.

		2.1.1.5 “Declaration of Eligibility”: is a document issued by the Bidders’ national authorities signifying that the firm is technically, financially and professionally capable of undertaking a project of the scope envisaged in the IFB.

		2.1.1.6 “Firm of a Participating Country”: a firm legally constituted or chartered under the laws of, and geographically located in, or falling under the jurisdiction of a Participating Country.

		2.1.1.7 “Participating Country”: any of the [30] NATO nations contributing to the project, namely, (in alphabetical order): [Albania, Belgium, Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, Greece, Hungary, Iceland, Ital...

		2.1.1.8 “Purchaser”: The Purchaser is defined as the NCI Agency or its legal successor.



		2.2 Eligibility and Origin of Equipment and Services

		2.2.1 As stated in paragraph 1.3.2, only firms from a Participating Country are eligible to engage in this competitive bidding process.

		2.2.2 In addition, all Contractors, subcontractors and manufacturers, at any tier, must be from Participating Countries.

		2.2.3 None of the work, including project design, labour and services shall be performed other than by firms from and within Participating Countries.

		2.2.4 No materials or items of equipment down to and including identifiable sub-assemblies shall be manufactured or assembled by a firm other than from and within a Participating Country.

		2.2.5 Unless otherwise authorized by the terms of the Prospective Contract, the Intellectual Property Rights to all design documentation and related system operating software shall reside in NATO member countries, and no license fees or royalty charge...



		2.3 Bid Delivery and Bid Closing

		2.3.1 The closing time for the electronic submission of Bids in response to this IFB is [DATE, 12:00] hours Central European Time (CET).

		2.3.2 Bids shall be submitted to the following email address: [IFB-CO-XXXX@ncia.nato.int (note: insert the functional mailbox address specifically created for the solicitation. Inserting CO email address should (as much as possible) be avoided.)]



		2.4 Late Bids

		2.4.1 Bids received at the Purchaser email address after the date and time indicated in paragraph 2.3.1 may not be eligible for award.

		2.4.2 Bids submitted electronically may be considered late unless the Bidder is able to show that it completed the entire transmission of the Bid before the closing date and time indicated in paragraph 2.3.1.

		2.4.3 Consideration of Late Bid

		2.4.3.1 The Purchaser considers that it is the responsibility of the Bidder to ensure that the Bid submission arrives by the specified closing date and time. A late Bid will only be considered for award under the following circumstances:

		(i) A contract has not already been awarded pursuant to this IFB;

		(ii) The Bid was sent to the correct email address specified in paragraph 2.3.2 above; and

		(iii) The delay was due solely to the fault of the Purchaser.



		2.4.4 Receipt of an Unreadable Electronic Bid

		2.4.4.1 If a Bid sent to the Purchaser is unreadable to the degree that conformance to the essential requirements of the IFB cannot be ascertained, or due to electronic files that are encrypted or which contain passwords (contrary to the instructions ...

		(i) of the content of the Bid as originally submitted; and

		(ii) that the unreadable condition of the Bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.



		2.4.4.2 A Bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.

		2.4.4.3 If it is discovered, during either the administrative, price or technical evaluation, that the Bidder has submitted an unreadable electronic Bid, the Bidder may be determined to have submitted a non-compliant Bid.



		2.5 Requests for Extension of Bid Closing Date

		2.5.1 The Bidder is informed that requests for extension to the Bid Closing Date for this IFB shall be submitted to the Point of Contact indicated in paragraph 2.6.1 below under the following condition:

		(i) only through the delegation of the country of origin of the firm which has been invited to Bid or by that country’s embassy, and

		(ii) no later than fourteen (14) calendar days prior to the established Bid Closing Date. Bidders are advised to submit their request in sufficient time as to allow their respective NATO delegation or embassy to deliver the formal request to the Purch...





		2.6 Purchaser’s Point of Contact

		2.6.1 The Purchaser Point of Contact for all information concerning this IFB is:

		2.6.2 All correspondence related to this IFB, including the actual Bid submission, shall be sent to the email address specified above.



		2.7 Request for IFB Clarifications

		2.7.1 Bidders, at the earliest stage possible during the course of the solicitation period, are encouraged to seek clarification of any matters of an administrative, contractual, price, or technical in nature pertaining to this IFB.

		2.7.2 All questions and requests for clarification shall be submitted via email (no phone calls) to the Point of Contact identified in paragraph 2.6.1 above, using the Clarification Request Form provided at ANNEX C of this Book I.

		2.7.3 Such questions and requests for clarification shall be submitted no later than twenty-eight (28) calendar days prior to the stated "Bid Closing Date". The Purchaser is under no obligation to answer questions submitted after this time.  Requests ...

		2.7.4 Additional requests for clarification are limited only to the information provided as answers by the Purchaser to Bidder’s requests for clarification.  Such additional requests shall arrive no later than fourteen (14) calendar days before the es...

		2.7.5 It is the responsibility of the Bidders to ensure that all clarification requests submitted bear no mark, logo or any other form or sign that may lead to reveal the Bidders’ identity in the language constituting the clarification itself. This pr...

		2.7.6 The Purchaser declines all responsibilities associated to any and all circumstances regardless of the nature or subject matter arising from the Bidders’ failure or inability to abide to the prescription in paragraph 2.7.5 above.

		2.7.7 Except as provided above, all questions will be answered by the Purchaser and the questions and answers (but not the identity of the questioner) will be issued in writing (via email) to all prospective Bidders. Bidders shall immediately inform t...

		2.7.8 Where the extent of the changes implied by the response to a clarification request is of such a magnitude that the Purchaser deems it necessary to issue revised documentation, the Purchaser will do so by the means of the issuance of a formal IFB...

		2.7.9 The Purchaser may provide for a re-wording of questions and requests for clarification where it considers the original language ambiguous, unclear, subject to different interpretation or revelatory of the Bidder’s identity.

		2.7.10 The Purchaser reserves the right to reject clarification requests clearly devised or submitted for the purpose of artificially obtaining an extension of the solicitation time (i.e. clarifications re-submitted using different wording where such ...

		2.7.11 The published responses issued by the Purchaser will be regarded as the authoritative interpretation of the IFB. Any amendment to the language of the IFB included in the answers will be issued as an IFB amendment and shall be incorporated by th...



		2.8 Requests for Waivers and Deviations

		2.8.1 Bidders are informed that requests for alteration to, waivers, or deviations from the terms and conditions of this IFB will not be considered after the request for clarification process. Requests for alterations to the other requirements, terms ...

		2.8.2 Requests for alterations to the specifications, terms and conditions of the Prospective Contract, which are included in a Bid as submitted, may be regarded by the Purchaser as a qualification or condition of the Bid and may be grounds for a dete...



		2.9 Amendment of the IFB

		2.9.1 The Purchaser may amend the IFB at any time prior to the Bid Closing Date. Any and all changes will be transmitted to all Bidders by an official amendment designated as such and signed by the Purchaser. This process may be part of the clarificat...

		2.9.2 The Purchaser will consider the potential impact of amendments on the ability of prospective Bidders to prepare a Bid within the allotted time. The Purchaser may extend the Bid Closing Date at its discretion and such extension will be set forth ...

		2.9.3 All such IFB amendments issued by the Purchaser shall be acknowledged by the Bidder in its Bid by completing the “Acknowledgement of Receipt of IFB Amendments” certificate at ANNEX B.2. Failure to acknowledge receipt of all amendments may be gro...



		2.10 Cancellation of IFB

		2.10.1 The Purchaser may cancel, suspend or withdraw for re-issue at a later date this IFB at any time prior to Contract award. No legal liability on the part of the Purchaser for payment of any sort shall arise and in no event will any Bidder have ca...



		2.11 Modification and Withdrawal of Bids

		2.11.1 Bids, once submitted, may be modified by Bidders, but only to the extent that the modifications are in writing, conform to the requirements of the IFB, and are received by the Purchaser prior to the exact time and date established for Bid Closi...

		2.11.2 Modifications to Bids that arrive after the Bid Closing Date will be considered as "Late Modifications" and will be processed in accordance with the procedure set forth in paragraph 2.4 concerning "Late Bids". Except that, unlike a "Late Bid", ...

		2.11.3 A Bidder may withdraw its Bid at any time prior to Bid opening without penalty.  In order to do so, an authorized agent or employee of the Bidder must provide a statement of the firm's decision to withdraw the Bid, submitted to the Purchaser Po...

		2.11.4 Except as provided in paragraph 2.12.4.2 below, a Bidder may withdraw its Bid after Bid opening only by forfeiture of the Bid Guarantee.



		2.12 Bid Validity

		2.12.1 Bidders shall be bound by the term of their Bids for a period of twelve (12) months starting from the Bid Closing Date specified in paragraph 2.3.1.

		2.12.2 In order to comply with this requirement, the Bidder shall complete the Certificate of Bid Validity set forth in ANNEX B.4. Bids offering less than this period of time, may be determined non-compliant.

		2.12.3 The Purchaser will endeavour to complete the evaluation and make an award within the Bid validity period. However, should that period of time prove insufficient to render an award, the Purchaser reserves the right to request an extension of the...

		2.12.4 Upon notification by the Purchaser of such a request for a time extension, the Bidders shall have the right to:

		2.12.4.1 accept this extension of time in which case Bidders shall be bound by the terms of their offer for the extended period of time and the [add if applicable: Bid Guarantee and] Certificate of Bid Validity will be extended accordingly; or

		2.12.4.2 refuse this extension of time and withdraw the Bid [add if applicable: in which case the Purchaser will return the Bid Guarantee to the Bidder in the full amount without penalty].

		2.12.5 Bidders shall not have the right to modify their Bids due to a Purchaser request for extension of the Bid validity unless expressly stated in such request.



		2.13 [Add Section 2.13 only if applicable] Bid Guarantee

		2.13.1 The Bid Guarantee shall be submitted by:

		(i) email: either directly by the banking institution or the Bidder to the email address specified in paragraph 3.4.1.2; and

		(ii) postal mail: the original copy to the address specified in paragraph 3.4.1.3.



		2.13.2 The Bidder shall furnish with its Bid, a guarantee in an amount equal to Three Hundred Thousand Euro (€300,000).

		2.13.3 The Bid Guarantee shall be substantially similar to ANNEX D as an irrevocable, unqualified and unconditional Standby Letter of Credit (SLC) issued by any of the banks (used interchangeably with “financial institution”) listed in ANNEX E or issu...

		2.13.4 "Standby Letter of Credit" or "SLC" as used herein, means a written commitment by a financial institution listed in ANNEX E either on its own behalf or as a confirmation of the SLC issued by a different bank not listed in ANNEX E to pay all or ...

		2.13.5 Bidders should note that, regardless of paragraph 12 of the Bid Guarantee-Standby Letter of Credit template in ANNEX D, it is possible to issue the SLC subject to a publication similar to the International Standby Practices-ISP98 (1998 Publicat...

		2.13.6 Alternatively, a Bidder may elect to electronically make a cash deposit of the required Guarantee directly to the account of the NCI Agency (no cheques). The NCI Agency’s bank account details will be provided separately upon request to the Poin...

		2.13.7 If the Bid Closing Date is extended after a Bidder's financial institution has issued a Bid Guarantee, it is the obligation of the Bidder to have such Bid Guarantee (and confirmation, as applicable) extended to reflect the revised Bid validity ...

		2.13.8 Failure to furnish the required Bid Guarantee in the proper amount, and/or in the proper form and/or for Bid the appropriate duration by the Bid Closing Date may be cause for the Bid to be determined non-compliant.

		2.13.9 The Purchaser will make withdrawals against the amount stipulated in the Bid Guarantee under any of the following conditions:

		2.13.9.1 The Bidder has submitted a Bid and, after Bid Closing Date (including extensions thereto) and prior to the selection of the successful Bid, withdraws its Bid, or states that it does not consider its Bid valid or agree to be bound by its Bid;

		2.13.9.2 The Bidder has submitted a successful Bid, but the Bidder declines to sign the Contract offered by the Purchaser, such Contract being consistent with the terms of the solicitation documents;

		2.13.9.3 The Purchaser has offered the Bidder the Contract for execution but the Bidder has been unable to demonstrate compliance with the security requirements within the period stated in paragraph 1.5.5.

		2.13.9.4 [add if applicable: The Purchaser has entered into the Contract with the Bidder but the Bidder has been unable or unwilling to provide the Performance Guarantee required under the terms of the Contract within the time frame required.]

		2.13.10 The Bid Guarantee will be returned to Bidders as follows:

		2.13.10.1 To non-compliant Bidders forty-five (45) calendar days after notification by the Purchaser of a non-compliant Bid (except where such determination is challenged by the Bidder; in which case the Bid Guarantee will be returned forty-five (45) ...

		2.13.10.2 To all other unsuccessful Bidders within thirty (30) calendar days following the award of the Contract to the successful Bidder;

		2.13.10.3 To the successful Bidder [add if performance guarantee is required: upon submission of the Performance Guarantee required by the Contract] [or add if no performance guarantee is required: upon Contract execution by both parties].

		2.13.10.4 To Bidders who withdrew their Bid pursuant to paragraph 2.12.4.2.



		2.14 Electronic Transmission of Information and Data

		2.14.1 The Purchaser will communicate answers to requests for clarification and amendments to this IFB to the prospective Bidders as soon as practicable.

		2.14.2 Bidders are advised that the Purchaser will rely exclusively on email communication to manage all correspondence related to this IFB, including IFB amendments and clarifications.

		2.14.3 Bidders are cautioned that electronic transmission of documentation which contains classified information (NATO RΞSTRICTED, NATO CONFIDΞNTIAL, NATO SΞCRET) not allowed.



		2.15 Supplemental Agreements and Export Controlled Information

		2.15.1 Bidders are required, in accordance with the certificate at ANNEX B.11 of this Book I, to disclose any prospective Supplemental Agreements that are required by national governments to be executed by NATO/NCI Agency as a condition of Contract pe...

		2.15.2 Supplemental Agreements are typically associated with, but not necessarily limited to, national export control regulations, technology transfer restrictions and end user agreements.

		2.15.3 Bidders are cautioned that failure to provide full disclosure of the anticipated requirements and the terms thereof, to the best of the Bidder’s knowledge and experience, may result in the Purchaser withholding award of the Contract or terminat...



		2.16 Notice of Limitations on Use of Intellectual Property Delivered to the Purchaser

		2.16.1 Bidders are instructed to review [verify and adjust if needed: Article 26] of the Contract Special Provisions and [verify and adjust if needed: Article 30] of the Contract General Provisions. These Articles set forth the definitions, terms and ...

		2.16.2 All Contract deliverables are governed by a distinct set of Intellectual Property Rights (IPR) and Title and Ownership provisions, detailed in Book II, Prospective Contract.

		2.16.3 Bidders are required to disclose, in accordance with ANNEX B.15 and ANNEX B.16 of these Bidding Instructions, the Intellectual Property (IP) proposed to be used by the Bidder that will be delivered with either Background IPR or Third Party IPR....

		2.16.4 The identification of Bidders’ Background and/or Third Party IP shall be limited to those IPs associated with products and/or documentation which is indispensable in order to deliver, install and operate, support, maintain the system and to pro...

		2.16.5 Bidders are further required to identify any restrictions on Purchaser use of the IP that is not in accordance with the definitions and rights set forth in the provisions of the Book II’s Prospective Contract concerning use or dissemination of ...

		2.16.6 Bidders are informed that any restriction on use or dissemination of IP conflicting with the terms and conditions of Book II or with the objectives and purposes of the Purchaser as stated in the Prospective Contract shall render the Bid non-com...



		2.17 Notice to Bidders of Contract Distribution and Disclosure of Information

		2.17.1 The resulting Contract may be subject to release to (i) NATO Resource Committees through the NATO Office of Resources for audit purposes (including audits carried out using third party companies (see Book II, Special Provisions Article entitled...

		END OF SECTION 2





		section 3 Bid PREPARATION INSTRUCTIONS

		3.1 General

		3.1.1 Bids shall be prepared in accordance with the instructions set forth herein. Failure to comply with these instructions may result in the Bid being declared non-compliant.

		3.1.2 Bidders shall prepare a complete Bid, which comprehensively addresses all requirements stated herein. The Bid shall demonstrate the Bidder's understanding of this IFB and its ability to provide all the deliverables and services listed in the Sch...

		3.1.3 The Bidder shall not restate the IFB requirements in confirmatory terms only. The Bidder must clearly describe what is being offered and how the Bidder will meet all IFB requirements. Statements in confirmatory terms only will be sufficient grou...

		3.1.4 Although the Purchaser may request clarification of the Bid, it is not required to do so and may make its determination on the content of the Bid as written.  Therefore, Bidders shall assume that inconsistencies, omissions, errors, lack of detai...

		3.1.5 [Delete when partial bidding is allowed: Partial Bids and] Bids containing conditional statements will be declared non-compliant, unless expressly allowed under this IFB.

		3.1.6 [Only include 3.1.6 and 3.1.6.1 when partial bidding is allowed: This IFB exceptionally allows partial Bids under the following circumstances:

		3.1.6.1 Sample language to be tailored to project specific circumstances: The requirements under this IFB are divided into [X] lots, which may result in multiple contract awards. Bidders may, at their own discretion, choose to bid on a single lot or m...

		3.1.7 Bids are advised that the Purchaser reserves the right to incorporate the successful Bid’s offer in whole or in part by reference in the resulting Contract.

		3.1.8 If no specific format has been established for electronic versions, then Bidders shall deliver this type of documentation in an electronic format which is best suited for review and maintenance by the Purchaser (e.g. Project Master Schedule in M...

		3.1.9 All documentation submitted as part of the Bid shall be classified at a level not higher than “NATO UNCLASSIFIED”.



		3.2 Language of Bid

		3.2.1 All notices and communications regarding this IFB shall be written and conducted in English.

		3.2.2 All Bids shall be submitted in English.



		3.3 Bid Package Content and Marking

		3.3.1 The complete electronic Bid shall consist of three distinct and separated volumes described in the following subparagraphs. Detailed requirements for the structure and content of each of these packages are contained in these Bidding Instructions.

		(i) Volume 1: Bid Administration Package (paragraph 3.4)

		(ii) Volume 2: Technical Proposal (paragraph 3.5)

		(iii) Volume 3: Price Quotation (paragraph 3.6)



		3.3.2 “Times New Roman” fonts in size 12 shall be used for normal text, and “Arial Narrow” fonts not smaller than size 10 for tables and graphics.

		3.3.3 File Size: Emails with a Bid attached to it, shall be less than 10 MB in size per email with no encryption or password protection to the file.

		3.3.4 Page Limit: The submitted Bid shall be in accordance with the page limit set in paragraph 3.7.

		3.3.5 The Bid shall be consolidated into as few emails as possible and sent to the email address stated in paragraph 2.6.1.

		3.3.6 The email shall have the following subject line: [IFB-CO-XXXX] Bid for {Insert Company Name}.

		3.3.7 In the event the Bid must be submitted in multiple emails to stay under the size limit stated in paragraph 3.3.3, the Bidder shall add “Email 1 of 2”, “Email 2 of 2” as necessary to the subject line of the email.

		3.3.8 “Company Name” – in the subject line of the email, and in the names of the individual files, the name of the Bidder shall be abbreviated to no more than 10 characters. For example, if a company’s name is “Computer and Technology Research Company...

		3.3.9 Acceptable File Formats

		3.3.9.1 Unless otherwise directed, files can be submitted in Adobe PDF format.

		3.3.9.2 The Purchaser does NOT accept hard copies of Bid, CDs, thumb drives or zip files.

		3.3.10 The individual electronic files sent by email shall have the naming convention listed in the table below. In the event the documents must be split into more than one file (to ensure the size of the email stays within the limit stated in paragra...



		3.4 Volume 1: Bid Administration Package

		3.4.1 Quantity:

		3.4.1.1 One (1) PDF file containing all the documents specified in paragraph 3.4.3;

		3.4.1.2 [Add if applicable: One electronic (1) PDF file of the Bid Guarantee (insert paragraph#) submitted to: NCIABankGuarantee@ncia.nato.int]

		3.4.1.3 [Add if applicable: In addition, an original (paper) copy of the Bid Guarantee shall be sent to the Purchaser. This original shall be received no later than seven (7) calendar days after the Bid Closing Date (in paragraph 2.3.1) at the followi...

		3.4.1.4 [Add if applicable: Failure to comply with paragraphs 3.4.1.2 and 3.4.1.3 may be cause for the Bid to be determined non-compliant.

		3.4.2 No information disclosing or contributing to disclose the Bid price shall be made part of the Bid Administration Package. Failure to abide to this prescription shall result in the Bid being declared non-compliant.

		3.4.3 The Bid Administration Package shall include the following Certificates, signed in the original or electronically by an authorized representative of the Bidder. No alternative versions of Certifications will be recognised and may lead to non-com...

		(i) ANNEX B.1 Certificate of Legal Name of Bidder

		(ii) ANNEX B.2: Acknowledgement of Receipt of IFB Amendments

		(iii) ANNEX B.3: Certificate of Independent Determination

		(iv) ANNEX B.4: Certificate of Bid Validity

		(v) ANNEX B.5: Certificate of Price Ceiling

		(vi) ANNEX B.6: Certificate of Exclusion of Taxes, Duties, and Charges

		(vii) ANNEX B.7: Certificate of Origin of Equipment, Services and Intellectual Property

		(viii) ANNEX B.8: Comprehension and Acceptance of Contract General and Special Provisions

		(ix) ANNEX B.9: Disclosure of Involvement of Former NCI Agency Employment

		(x) ANNEX B.10: Code of Conduct: Post Employment Measures. Please note this annex is for information only and does not need to be signed or submitted.

		[The following certificates are not mandatory and can be included on a case-by-case basis. The numbering must be adapted accordingly]

		(xi) ANNEX B.11: Disclosure of Requirements for NCI Agency Execution of Supplemental Agreements

		(xii) ANNEX B.12: Certificate of AQAP 2110 or ISO-9001:2015 Compliance. (The Bidder shall attach a copy of such certificate to Volume I).

		(xiii) ANNEX B.13: List of Proposed Key Personnel

		(xiv) ANNEX B.14: List of Prospective Subcontractors/Consortium Members

		(xv) ANNEX B.15: Bidder Background IPR

		(xvi) ANNEX B.16: List of Subcontractor and Third Party IPR

		(xvii) Only add for procurement of COTS Communication and Information Systems (CIS) security enforcing products (e.g. eFAST products, cyber security products, etc.): ANNEX B.17: Vendor Supply Chain Security Self-Attestation Statement.

		(xviii) Only add together with Vendor Supply Chain Security Self-Attestation Statement (ANNEX B.17): ANNEX B.18: Excerpt of the NATO Supply Chain Security Requirements. Please note this annex is for information only and does not need to be signed or s...

		(xix) ANNEX D: Bid Guarantee – Standby Letter of Credit; Bidders are reminded that the Bid Guarantee shall reflect any extensions to the Bid Validity Date due to extensions in the Bid Closing Date.

		(xx) ANNEX E: List of Acceptable Banks to Issue Bid Guarantee





		3.5 Volume 2: Technical Proposal

		3.5.1 Quantity:

		3.5.1.1 Part 1: Engineering Proposal, as described in paragraph 3.5.5.

		3.5.1.1.1 One PDF file for [Draft System Development Plan (SDP)]

		3.5.1.1.2 One PDF file for [Draft Requirements Implementation Schedule (RIS)]

		3.5.1.1.3 One PDF file for [Draft Usability Engineering Plan (UEP)]

		3.5.1.1.4 One PDF file for [Draft System Design Specification (SDS)]

		3.5.1.1.5 One PDF file for [Requirement Traceability Matrix (RTM)]

		3.5.1.1.6 One PDF file for [Draft Project Test Plan (PTP)]



		3.5.1.2 Part 2: Management Proposal, as described in paragraph 3.5.6.

		3.5.1.2.1 One PDF file for [Bidder Qualifications (BQ)]

		3.5.1.2.2 One PDF file for [Draft Project Management Plan (PMP)]

		3.5.1.2.3 One PDF file for [Project Product Breakdown Structure (PPBS)]

		3.5.1.2.4 One PDF file for [Project Work Breakdown Structure (PWBS)]

		3.5.1.2.5 One PDF file for [Project Management Schedule (PMS)]

		3.5.1.2.6 One PDF file for [Risk Management Plan (RMP)]



		3.5.1.3 Part 3: Supportability Proposal, as described in paragraph 3.5.7.

		3.5.1.3.1 One PDF file for [Supportability Integrated Logistic Support (ILS) Plan]

		3.5.1.3.2 One PDF file for [Configuration Management Plan (CMP)]

		3.5.1.3.3 One PDF file for [Draft In-Service Support Plan (ISSP)]

		3.5.1.3.4 One PDF file for [Draft Warranty/In-Service Support (ISS) Report]

		3.5.1.3.5 One PDF file for [Training (TRN)]



		3.5.2 No information disclosing or contributing to disclose the Bid Price shall be made part of the Technical Proposal. Failure to abide to this prescription shall result in the Bid being declared non-compliant.

		3.5.3 It is of utmost importance that Bidders respond to all of the technical requirements contained in the IFB Statement of Work (including all annexes) and all the Bidding Instructions, not only with an affirmation of compliance but also with an exp...

		3.5.4 Technical Proposal Content

		3.5.4.1 The technical proposal shall include:

		3.5.4.1.1 Table of Contents: which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of the Technical Proposal. This is not included as part...

		3.5.4.1.2 Executive summary: Bidders shall provide an overview of the salient features of their technical proposal in the form of an executive summary. An executive summary is not mandatory and shall not be evaluated. This summary (if included) shall ...

		[THE FOLLOWING SECTIONS 3.5.5-3.5.7 ARE SAMPLE TECHNICAL EVALUATION CRITERIA. PLEASE TAILOR AS SEEN FIT TO THE SPECIFIC IFB]



		3.5.5 Engineering Proposal

		3.5.5.1 All areas of the engineering proposal shall comprehensively demonstrate feasibility and reasonableness of the proposed solution.

		3.5.5.2 The engineering proposal shall include:

		3.5.5.2.1 Table of Contents: Bidders shall compile a detailed table of contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these Bidding Instructions or implicit in the organisat...

		3.5.5.2.2 Draft System Development Plan (SDP)

		3.5.5.2.2.1 The Bidder shall submit a draft SDP and shall use paragraphs 4.4.1-4.4.2.11 of SOW as the structure in submitting this draft SDP.

		3.5.5.2.2.2 [optional paragraph if Agile is considered. Delete if not applicable: The Bidder shall provide evidence that within the sprint delivery the development process and the test methodology are detailed and mature.]

		3.5.5.2.2.3 The Bidder shall describe the processes, the tools and the indicators that will be used for these activities.



		3.5.5.2.3 Draft Requirements Implementation Schedule (RIS)

		3.5.5.2.3.1 The Bidder shall submit a draft RIS and shall use paragraph 4.4.3 of the SOW as the structure in submitting this draft RIS.

		3.5.5.2.3.2 The draft RIS shall emphasize the sprint concept methodology in a way that the requirements are grouped in a prioritised, logical and achievable way that each baseline will deliver the foreseen scope.



		3.5.5.2.4 Draft Usability Engineering Plan (UEP)

		3.5.5.2.4.1 The Bidder shall submit a draft UEP and shall use paragraph 4.4.4 of the SOW as the structure in submitting this draft RIS.



		3.5.5.2.5 Draft System Design Specification (SDS)

		3.5.5.2.5.1 The Bidder shall submit a draft SDS and shall use paragraph 4.6.4 of the SOW as the structure in submitting this draft SDS.

		3.5.5.2.5.2 The draft SDS shall describe the performance characteristics of the proposed solution in terms of construction, component functions, operation, and maintenance.

		3.5.5.2.5.3 The draft SDS shall demonstrate that the proposed solution is comprehensive, feasible and logical.

		3.5.5.2.5.4 The draft SDS shall describe the architecture and composition of the proposed solution clearly indicating which parts already exist (re-use of existing components, provided as Purchaser Furnished Equipment) and which parts will be built un...



		3.5.5.2.6 Draft Requirement Traceability Matrix (RTM)

		3.5.5.2.6.1 The Bidder shall submit a draft RTM and shall use paragraph 4.6.4.13.1 of the SOW as the structure in submitting this draft RTM.



		3.5.5.2.7 Draft Project Test Plan (PTP)

		3.5.5.2.7.1 The Bidder shall submit a draft PTP and shall use paragraph 4.8.4 of the SOW as the structure in submitting this draft PTP.

		3.5.5.2.7.2 The Bidder shall provide evidence that the proposed solution will not degrade the existing components and that non-regression tests will cover the current scope of the system.

		3.5.5.2.7.3 The Bidder shall describe its understanding of its role during the all the testing phases of the project, in particular with Programme Verification Strategy (PVS) activities.





		3.5.6 Management Proposal

		3.5.6.1 All areas of the management proposal shall comprehensively demonstrate feasibility and reasonableness of the proposed approach.

		3.5.6.2 The Management Proposal shall include:

		3.5.6.2.1 Table of Contents: Bidders shall compile a detailed table of contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of t...

		3.5.6.2.2 Bidder Qualifications (BQ)

		3.5.6.2.2.1 The Bidder shall describe and demonstrate the relevant corporate experience in at least one (1) recent contract within the last five (5) years for which the Bidder has delivered the same as or substantially similar to the proposed solution...

		3.5.6.2.2.2 The Bidder shall provide a description of the necessary experiences to support the Project and System Lifecycle of the referenced project(s).

		3.5.6.2.2.3 For each referenced previous project(s) above, the Bidder shall provide a description of the solution deployed/delivered, highlighting similarities to the proposed solution; the purchaser(s) of these system(s); the user(s) of these system(...

		3.5.6.2.2.4 [optional paragraph if key personnel annex is include. Delete if not applicable: For each of the proposed key personnel, the Bidder shall provide the Curriculum Vitae (CV) of each individual, clearly demonstrating their education and exper...

		3.5.6.2.2.5 [optional paragraph if Agile is considered. Delete if not applicable:The Bidder shall provide evidence of previous use of the detailed sequence of activities which are expected to support the Agile methodology through the project life cycl...

		3.5.6.2.2.6 [optional paragraph if Agile is considered. Delete if not applicable: The Bidder shall provide samples of indicators and metrics from similar Agile project. Those shall cover at least the management, development and test activities.]

		3.5.6.2.2.7 The Bidder shall characterize its processes and shall provide the evidence that they are described in standards, procedures, tools, and methods.

		3.5.6.2.2.8 The Bidder shall provide a clear definition of each processes in terms of purpose, inputs, entry criteria, activities, roles, measures, verification steps, outputs, and exit criteria.

		3.5.6.2.2.9 The Bidder shall provide evidence that the standards, process descriptions, and procedures for a project are tailored from the organization’s set of standard processes to suit a particular project.



		3.5.6.2.3 Draft Project Management Plan (PMP)

		3.5.6.2.3.1 The Bidder shall submit a draft PMP and shall use paragraph 3.8 of the SOW as the structure in submitting this draft PMP. The draft PMP shall include all aspects of the project such as the Contractor's project management structure and proj...

		3.5.6.2.3.2 The Bidder shall detail the resources that will be allocated throughout the duration of the project, in particular with the period between the Final System Acceptance and the end of Warranty.

		3.5.6.2.3.3 The Bidder shall describe the mechanism it will put in place to maintain the development capacity throughout the project lifecycle, especially during the periods when a support is required for external activities (e.g. PVS activities).



		3.5.6.2.4 Draft Project Product Breakdown Structure (PPBS)

		3.5.6.2.4.1 The Bidder shall submit a draft PPSB and shall use paragraph 3.9 of the SOW as the structure in submitting this draft PPBS.

		3.5.6.2.4.2 The Bidder shall submit the Product Description to include the purpose and function of the product and the level of quality required of the product.

		3.5.6.2.4.3 The Bidder shall submit a Product Flow Diagram that clearly details the sequence of delivery of products and identifies dependencies between products (internal or external).



		3.5.6.2.5 Draft Project Work Breakdown Structure (PWBS)

		3.5.6.2.5.1 The Bidder shall submit a draft PWBS and shall use paragraph 3.10 of the SOW as the structure in submitting this draft PWBS.

		3.5.6.2.5.2 The draft PWBS shall describe the activities to a level that exposes all project risk factors and allows accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.

		3.5.6.2.5.3 The draft PWBS includes a Dictionary identifying for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support.



		3.5.6.2.6 Draft Project Management Schedule (PMS)

		3.5.6.2.6.1 The Bidder shall submit a draft PMS and shall use paragraph 3.11 of the SOW as the structure in submitting this draft PMS.

		3.5.6.2.6.2 The draft PMS shall describe the sequence, duration, and relationship among task orders, activities and work items.

		3.5.6.2.6.3 The Bidder shall provide evidence that the proposed schedule is realistic and takes into account the constraints from BMD Programme events and the implementation contract output.



		3.5.6.2.7 Draft Risk Management Plan (RMP)

		3.5.6.2.7.1 The Bidder shall submit a draft RMP and shall use paragraph 3.12 of the SOW as the structure in submitting this draft RMP. The draft RMP shall include initial risk register to include at least twenty (20) risks with all the required inform...





		3.5.7 Supportability Proposal

		3.5.7.1 All areas of the Supportability proposal shall comprehensively demonstrate feasibility and reasonableness of the proposed solution.

		3.5.7.2 The Supportability Proposal shall include:

		3.5.7.2.1 Table of Contents: Bidders shall compile a detailed table of contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of t...

		3.5.7.2.2 Draft Integrated Logistic Support (ILS) Plan

		3.5.7.2.2.1 The Bidder shall submit a draft ILS plan and shall use paragraph 5.2 of the SOW as the structure in submitting this draft ILS plan. The draft ILS plan shall demonstrate the Bidder’s capabilities to support the future capability.

		3.5.7.2.2.2 The draft ILS Plan shall also include a detailed Product Support Case using the  Logistic Support Analysis (LSA) and Reliability, Availability, Maintainability (RAM) paragraph 5.4 of the SOW as the structure. The draft ILS Plan shall inclu...



		3.5.7.2.3 Draft Configuration Management Plan (CMP)

		3.5.7.2.3.1 The Bidder shall submit a draft CMP with a Traceability Matrix (as an annex), and shall use paragraph 3.13 of the SOW as the structure in submitting this draft CMP. The draft CMP shall demonstrate the Bidder’s ability to manage all aspects...



		3.5.7.2.4 Draft In-Service Support Plan (ISSP)

		3.5.7.2.4.1 The Bidder shall submit a draft In-Service Support Plan (ISSP) with a Traceability Matrix (as an annex) and shall use paragraphs 5.9 and 5.12 of the SOW as the structure in submitting this draft plan.



		3.5.7.2.5 Draft Warranty/ In-Service Support (ISS) Report

		3.5.7.2.5.1 The Bidder shall submit a draft Warranty/In-Service Support (ISS) Report and shall use paragraphs 5.9 and 5.13 of the SOW as the structure in submitting this draft report.



		3.5.7.2.6 Draft Training Plan

		3.5.7.2.6.1 The Bidder shall submit a draft Training Plan (TP), and shall use paragraphs 5.8 and 6.6 of the SOW as the structure in submitting this draft Training Plan.







		3.6 Volume 3: Price Quotation

		3.6.1 Quantity

		3.6.1.1 One (1) completed MS Excel (native) file of the Bidding Sheet document. This MS Excel file shall be duly filled, can be manipulated (i.e. not an image), and be the full and complete Price Quotation.

		3.6.1.2 One (1) PDF file of the Offer Summary sheet (i.e. Tab 1) of the Bidding Sheet.

		3.6.2 General Rules

		3.6.2.1 The total price of the Bidder shall not exceed the financial ceiling stated below in paragraph 3.6.2.2. Bidders submitted in excess of this ceiling may be determined to be non-compliant and eliminated from further consideration.

		3.6.2.2 Bidders are advised that the total price shall not exceed a ceiling of €[AMOUNT] broken down as:

		3.6.2.2.1 [insert the breakdown]



		3.6.2.3 Bidders shall prepare their Price Volume by completing the Bidding Sheet in accordance with the instructions specified in ANNEX A.

		3.6.2.4 The structure of the Bidding Sheets shall not be changed (other than as indicated elsewhere) nor should any quantity or item description in the Bidding Sheets. The currency(ies) of each contract line item and sub-item shall be shown. The price...

		3.6.2.5 With the exception of any pre-populated not-to-exceed amounts, Bidders shall furnish Firm-Fixed-Prices for all required items in accordance with the format set forth in the Instructions for preparation of the Bidding Sheets. This includes Firm...

		3.6.2.6 Offered prices shall not be “conditional" in nature.  Any comments supplied in the Bidding Sheets which are conditional in nature, relative to the offered prices, may result in a determination that the Bid is non-compliant.

		3.6.2.7 Bidders are responsible for the accuracy of their Price Volume.  The Price Volume that have apparent computational errors may have such errors resolved in the Purchaser’s favour or, in the case of gross omissions, inconsistencies or errors, ma...

		3.6.2.8 Bidders shall quote in their own national currency or in EURO. Bidders may also submit Bids in multiple currencies including other NATO member states' currencies under the following conditions:

		3.6.2.8.1 The currency is of a Participating Country in the project, as defined in paragraph 2.1.1.7, and

		3.6.2.8.2 The Bidder can demonstrate, either through subcontract arrangements or in its proposed work methodology, that it will have equivalent expenses in that currency.  All major subcontracts and their approximate anticipated value shall be listed ...



		3.6.2.9 The Purchaser, by virtue of its status under the terms of Article IX and X of the Ottawa Agreement, is exempt from all direct and indirect taxes (incl. VAT) and all customs duties on merchandise imported or exported.

		3.6.2.10 As a result of paragraph 3.6.2.9 above, for the purposes of this IFB, Bidders shall exclude from their price quotation all taxes, duties and customs charges from which the Purchaser is exempted by international agreement and are required to c...

		3.6.2.10.1 Following contract award, the successful Bidder will agree to verify, in consultation with the Purchaser, whether in the nation where the VAT would be payable, the Purchaser is exempt from VAT at the source, or entitled to claim reimburseme...

		3.6.2.11 Unless otherwise specified in the instructions for the preparation of Bidding Sheets in ANNEX A, all prices quoted in the proposal shall be on the basis that all deliverable items shall be delivered “Delivery Duty Paid (DDP)” in accordance wi...

		3.6.2.12 The Bidder’s attention is directed to the fact that the price quotation shall contain no document and/or information other than the priced copies of the Bidding Sheets. Any other document will not be considered for evaluation.



		3.7 Bidder’s Check-List

		3.7.1 The tables below provide an overview of all items to be delivered by the Bidder as part of this Bid. Bidders are invited to use these tables to verify the completeness of their proposal.

		3.7.1.1 Volume 1: Bidder Administration Package

		3.7.1.2 Volume 2: Technical Proposal

		3.7.1.3 Volume 3: Price Quotation





		section 4 Bid EVALUATION AND CONTRACT AWARD

		4.1 General

		4.1.1 The evaluation of Bids will be made by the Purchaser solely on the basis of the requirements in this IFB.

		4.1.2 The evaluation of Bids and the determination as to the compliance or technical adequacy of the supplies and services offered will be based only on that information furnished by the Bidder and contained in its Bid. The Purchaser shall not be resp...

		4.1.3 To ensure that sufficient information is available, the Bidder shall furnish with its Bid all information appropriate to provide a complete description of the work which will be performed and/or the supplies to be delivered. The information prov...

		4.1.4 During the evaluation, the Purchaser may request clarification of the Bid from the Bidder and the Bidder shall provide sufficient detailed information in connection with such requests as to permit the Purchaser to make a final assessment of the ...

		4.1.5 The Bidder’s prompt response to the Purchaser’s clarification requests is important and therefore failure to provide the requested clarifications within the time-limits set forth in the specific clarification requests (minimum 24 hours next work...

		4.1.6 The Purchaser reserves the right, during the evaluation and selection process, to verify any statements made concerning experience and facilities, by making a physical inspection of the Bidder's facilities and capital assets and by interviewing ...

		4.1.7 The evaluation will be conducted in accordance with NATO Procedures for International Competitive Bidding as set forth in the document, and the Best Value evaluation procedures set forth in AC/4-D(2008)0002-REV2, “Procedures and Practices for Co...



		4.2 Best Value Award Approach and Bid Evaluation Factors

		4.2.1 The Contract resulting from this IFB will be awarded to the Bidder whose conforming offer provides the best value to NATO, as evaluated by the Purchaser in compliance with the requirements of this IFB and according to the evaluation method speci...

		4.2.2 The top level criteria are [50]% Technical and [50]% Price.

		4.2.3 Technical Scoring (TS)

		4.2.3.1 The 2nd level criteria for the technical evaluation are:

		4.2.3.1.1 Engineering (E): [35]% weight, based on the criteria listed in order of descending importance (that is, most important listed first) in paragraph 4.5.2.

		4.2.3.1.2 Management (M): [45]% weight, based on the criteria listed in order of descending importance in paragraph 4.5.3.

		4.2.3.1.3 Supportability (S): [20]% weight, based on the criteria listed in order of descending importance in paragraph 4.5.4.



		4.2.3.2 The Technical Score will be calculated using the following formula:

		4.2.3.2.1 TS = ([35]%*Engineering Score) + ([45]%*Management Score) + ([20]%*Supportability Score)



		4.2.4 Price Scoring (PS)

		4.2.4.1 The PS will be calculated using the following formula:

		4.2.4.1.1 PS = 100 * (1-(Bid Price / (2*Average Bid Price)))



		4.2.4.2 The “Bid Price” and the “Average Bid Price” will be calculated based on the sum of the proposed prices as defined in paragraph 4.6.3.2.

		4.2.4.3 Only those Bids evaluated as compliant in the administrative and technical evaluations will be used in the calculation of the price score. Therefore, the price scores cannot be calculated until after the technical evaluation is complete.

		4.2.4.4 Bidders shall note that any Bid in excess of the stated ceiling price set forth in paragraph 3.6.2.2 may not be scored as the Bid may be determined to be non-compliant.

		4.2.5 Best Value Final Scoring

		4.2.5.1 The Best Value Final Score (FS) will be the sum of the weighted Technical Score (TS) and weighted Price Score (PS), according to the following formula:

		4.2.5.1.1 FS = (TS*[50]%) + (PS*[50]%)



		4.2.5.2 The maximum possible Best Value FS is 100. The Bid with the highest FS will be recommended to be the apparent successful Bidder.

		4.2.6 A weighting scheme for sub-criteria values has been developed by Purchaser staff not associated with the technical evaluation. This weighting scheme has been password protected and is not known to any of the Purchaser staff beyond the originator...



		4.3 Evaluation Procedure

		4.3.1 The evaluation will be done in a four-step process, as described below:

		4.3.1.1 Step 1: Administrative Compliance

		4.3.1.1.1 Bids received will be reviewed for compliance with the mandatory administrative requirements specified in paragraph ‎4.4. Bids not meeting all of the mandatory administrative requirements may be determined to be non-compliant and not conside...



		4.3.1.2 Step 2: Technical Evaluation

		4.3.1.2.1 The technical volume will be evaluated against predetermined top-level criteria and identified sub-criteria (see paragraph 4.2.3 above), and scored accordingly. This evaluation will result in “raw” or unweighted technical scores against the ...

		4.3.1.2.2 Bidders are advised that any Bid of which the technical proposal scores less than 20% of the total unweighted raw score possible in any of the sub-criteria listed in paragraph 4.5 may be determined non-compliant by the Purchaser and not cons...



		4.3.1.3 Step 3: Price Evaluation

		4.3.1.3.1 The price quotations will be opened and evaluated in accordance with paragraph 4.6.



		4.3.1.4 Step 4: Determination of Apparent Successful Bidder

		4.3.1.4.1 Upon completion of the technical and price evaluations, the scores of the Bids considered to be technically compliant will be calculated. The apparent successful Bid will be determined in accordance with paragraph ‎4.7.





		4.4 Evaluation Step 1: Administrative Compliance

		4.4.1 Bids will be reviewed for compliance with the formal requirements for Bid submission as stated in this IFB and the content of Volume I, the Bid Administration Package. The evaluation of Volume I will be made on its completeness, conformity and c...

		4.4.1.1 The Bid was received by the Bid Closing Date and Time stated in paragraph 2.3.1;

		4.4.1.2 The Bid is composed and marked properly as stated in paragraph 3.3;

		4.4.1.3 The Bid Administration Package contains the documentation listed in paragraph 3.4 and complies with the formal requirements established in paragraph 3.3;

		4.4.1.4 The Bidder has not taken exception to the Terms and Conditions of the Prospective Contract or has not qualified or otherwise conditioned its Bid on a modification or alteration of the Terms and Conditions or the language of the Statement of Work.

		4.4.2 Receipt of an unreadable electronic Bid

		4.4.2.1 If a Bid received by email is unreadable to the degree that conformance to the essential requirements of the solicitation cannot be ascertained, the Point of Contract in paragraph 2.6.1 shall immediately notify the Bidder that the Bid will be ...

		(i) Of the content of the Bid as originally submitted; and,

		(ii) That the unreadable condition of the Bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.



		4.4.3 A Bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.

		4.4.4 Bids that are determined to be administratively compliant will proceed to Evaluation Step 2, Technical Evaluation.

		4.4.5 Notwithstanding paragraph 4.4.4, if it is later discovered during the administrative, technical or price evaluation that the Bidder has taken exception to the Terms and Conditions of the Prospective Contract, or has qualified and/or otherwise co...



		4.5 Evaluation Step 2: Technical Evaluation

		4.5.1 The Technical Proposal will be evaluated against the criteria set forth in this section. For some sub-criteria, there may be additional supporting factors at the next lower level.  These lower level factors are not published in this IFB but are ...

		4.5.2 Part 1: Engineering

		4.5.2.1 The criteria used to evaluate Part 1, Engineering are listed in descending order of importance.

		4.5.2.2 Within those criteria, all of the sub-criteria are also listed in order of descending importance.

		4.5.2.3 The criteria of high importance will have higher weighting factors than the criteria of lower importance.

		[THE FOLLOWING SECTIONS 4.5.2.4-4.5.4.8 ARE SAMPLE TECHNICAL EVALUATION CRITERIA. PLEASE TAILOR AS SEEN FIT TO THE SPECIFIC SOLICITATION]

		4.5.2.3.1 [Add project specific criteria: Draft System Development Plan (SDP)

		4.5.2.3.1.1 The Bidder submitted a draft SDP and used paragraphs 4.4.1-4.4.2.11 of Book II, Part IV, Statement of Work (SOW) as the structure in submitting this draft SDP.

		4.5.2.3.1.2 The Bidder provided evidence that within the sprint delivery the development process and the test methodology are detailed and mature.

		4.5.2.3.1.3 The Bidder described the processes, the tools and the indicators that will be used for these activities.

		4.5.2.3.1.4 The Bidder detailed the mechanism it will put in place to ensure there will not be any conflict between its development and the one from the existing Contractor.



		4.5.2.3.2 Draft Requirements Implementation Schedule (RIS)

		4.5.2.3.2.1 The Bidder submitted a draft RIS and used paragraph 4.4.3 of the SOW as the structure in submitting this draft RIS.

		4.5.2.3.2.2 The draft RIS emphasized the sprint concept methodology in a way that the requirements are grouped in a prioritised, logical and achievable way that each baseline will deliver the foreseen scope.



		4.5.2.3.3 Draft Usability Engineering Plan (UEP)

		4.5.2.3.3.1 The Bidder submitted a draft UEP and used paragraph 4.4.4 of the SOW as the structure in submitting this draft RIS.



		4.5.2.3.4 Draft System Design Specification (SDS)

		4.5.2.3.4.1 The Bidder submitted a draft SDS and used paragraph 4.6.4 of the SOW as the structure in submitting this draft SDS.

		4.5.2.3.4.2 The draft SDS described the performance characteristics of the proposed solution in terms of construction, component functions, operation, and maintenance.

		4.5.2.3.4.3 The draft SDS demonstrated that the proposed solution is comprehensive, feasible and logical.

		4.5.2.3.4.4 The draft SDS described the architecture and composition of the proposed solution clearly indicating which parts already exist (re-use of existing components, provided as Purchaser Furnished Equipment) and which parts will be built under i...



		4.5.2.3.5 Draft Requirement Traceability Matrix (RTM)

		4.5.2.3.5.1 The Bidder submitted a draft RTM and used paragraph 4.6.4.13.1 of the SOW as the structure in submitting this draft RTM.



		4.5.2.3.6 Draft Project Test Plan (PTP)

		4.5.2.3.6.1 The Bidder submitted a draft PTP and used paragraph 4.8.4 of the SOW as the structure in submitting this draft PTP.

		4.5.2.3.6.2 The Bidder provided evidence that the proposed solution will not degrade the existing components and that non-regression tests will cover the current scope of the system.

		4.5.2.3.6.3 The Bidder described its understanding of its role during the all the testing phases of the project, in particular with Programme Verification Strategy (PVS) activities.]





		4.5.3 Part 2: Management

		4.5.3.1 The criteria used to evaluate Part 2, Management are listed in descending order of importance.

		4.5.3.2 Within those criteria, all of the sub-criteria are also listed in order of descending importance.

		4.5.3.3 The criteria of high importance will have higher weighting factors than the criteria of lower importance.

		4.5.3.4 Bidder Qualifications

		4.5.3.4.1 The Bidder described and demonstrated the relevant corporate experience in at least one (1) recent contract within the last five (5) years for which the Bidder had delivered the same as or substantially similar to the proposed solution, with...

		4.5.3.4.2 The Bidder provided a description of the necessary experiences to support the Project and System Lifecycle of the referenced project(s).

		4.5.3.4.3 For each referenced previous project(s) above, the Bidder provided a description of the solution deployed/delivered, highlighting similarities to the proposed solution; the purchaser(s) of these system(s); the user(s) of these system(s); the...

		4.5.3.4.4 For each of the proposed key personnel, the Bidder provided the Curriculum Vitae (CV) of each individual, clearly demonstrating their education and experience as required in paragraph 6 of the SOW.

		4.5.3.4.5 The Bidder provided evidence of previous use of the detailed sequence of activities which are expected to support the AGILE methodology through the project life cycle.

		4.5.3.4.6 The Bidder provided samples of indicators and metrics from similar AGILE project. Those covered at least the management, development and test activities.

		4.5.3.4.7 The Bidder characterized its processes and provided the evidence that they are described in standards, procedures, tools, and methods.

		4.5.3.4.8 The Bidder provided a clear definition of each processes in terms of purpose, inputs, entry criteria, activities, roles, measures, verification steps, outputs, and exit criteria.

		4.5.3.4.9 The Bidder provided evidence that the standards, process descriptions, and procedures for a project are tailored from the organization’s set of standard processes to suit a particular project.



		4.5.3.5 Draft Project Management Plan (PMP)

		4.5.3.5.1 The Bidder submitted a draft PMP and used paragraph 3.7 of the SOW as the structure in submitting this draft PMP. The draft PMP included all aspects of the project such as the Contractor's project management structure and project management ...

		4.5.3.5.2 The Bidder detailed the resources that will be allocated throughout the duration of the project, in particular with the period between the Final System Acceptance and the end of Warranty.

		4.5.3.5.3 The Bidder described the mechanism it will put in place to maintain the development capacity throughout the project lifecycle, especially during the periods when a support is required for external activities (e.g. PVS activities).



		4.5.3.6 Draft Project Product Breakdown Structure (PPBS)

		4.5.3.6.1 The Bidder submitted a draft PPSB and used paragraph 3.9 of the SOW as the structure in submitting this draft PPBS.

		4.5.3.6.2 The Bidder submitted the Product Description to include the purpose and function of the product and the level of quality required of the product.

		4.5.3.6.3 The Bidder submitted a Product Flow Diagram that clearly detailed the sequence of delivery of products and identifies dependencies between products (internal or external).



		4.5.3.7 Draft Project Work Breakdown Structure (PWBS)

		4.5.3.7.1 The Bidder submitted a draft PWBS and used paragraph 3.10 of the SOW as the structure in submitting this draft PWBS.

		4.5.3.7.2 The draft PWBS described the activities to a level that exposed all project risk factors and allowed accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.

		4.5.3.7.3 The draft PWBS included a Dictionary identifying for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support.



		4.5.3.8 Draft Project Management Schedule (PMS)

		4.5.3.8.1 The Bidder submitted a draft PMS and used paragraph 3.11 of the SOW as the structure in submitting this draft PMS.

		4.5.3.8.2 The draft PMS described the sequence, duration, and relationship among task orders, activities and work items.

		4.5.3.8.3 The Bidder provided evidence that the proposed schedule is realistic and took into account the constraints from BMD Programme events and the implementation contract output.



		4.5.3.9 Draft Risk Management Plan (RMP)

		4.5.3.9.1 The Bidder submitted a draft RMP and used paragraph 3.12 of the SOW as the structure in submitting this draft RMP. The draft RMP included initial risk register to include at least twenty (20) risks with all the required information filled to...



		4.5.4 Part 3: Supportability

		4.5.4.1 The criteria used to evaluate Part 3, Supportability are listed in descending order of importance.

		4.5.4.2 Within those criteria, all of the sub-criteria are also listed in order of descending importance.

		4.5.4.3 The criteria of high importance will have higher weighting factors than the criteria of lower importance.

		4.5.4.4 Draft Integrated Logistic Support (ILS) Plan

		4.5.4.4.1 The Bidder submitted a draft ILS Plan and used paragraph 5.2 of the SOW as the structure in submitting this draft ILS Plan. The draft ILS Plan demonstrated the Bidder’s capabilities to support the future capability.

		4.5.4.4.2 The draft ILS Plan also included a detailed Product Support Case using the Logistic Support Analysis (LSA) and Reliability, Availability, Maintainability (RAM) paragraph 5.4 of the SOW as the structure. The draft ILS Plan included the detail...



		4.5.4.5 Draft Configuration Management Plan (CMP)

		4.5.4.5.1 The Bidder submitted a draft CMP with a Traceability Matrix (as an annex) and used paragraph 3.13 of the SOW as the structure in submitting this draft CMP. The draft CMP demonstrated the Bidder’s ability to manage all aspects of the configur...



		4.5.4.6 Draft In-Service Support Plan (ISSP)

		4.5.4.6.1 The Bidder submitted a draft In-Service Support Plan (ISSP) with a Traceability Matrix (as an annex) and used paragraphs 5.9 and 5.12 of the SOW as the structure in submitting this draft plan.



		4.5.4.7 Draft Warranty/ In-Service Support (ISS) Report

		4.5.4.7.1 The Bidder submitted a draft Warranty/In-Service Support (ISS) Report and used paragraphs 5.9 and 5.13 of the SOW as the structure in submitting this draft report.



		4.5.4.8 Draft Training Plan

		4.5.4.8.1 The Bidder submitted a draft Training Plan (TP), and used paragraphs 5.8 and 6.6 of the SOW as the structure in submitting this draft Training Plan.]





		4.6 Evaluation Step 3: Price Evaluation

		4.6.1 The Bidder’s price offer will be assessed for compliance against the following standards, and to determine that the proposed price is fair and reasonable:

		4.6.1.1 The total amount of the Bid (inclusive of all work packages for the basic contract and all option years) shall not exceed the ceiling in paragraph 3.6.2.2.

		4.6.1.2 The price Bid meets the requirements for preparation and submission of the Price Quotation set forth in the Bid Preparation Section and the Instructions for Preparation of the Bidding Sheets in ANNEX A.

		4.6.1.3 Detailed pricing information has been provided and is current, adequate, accurate, traceable, and complete.

		4.6.1.4 The price Bid meets requirements for price realism and balance as described below in paragraph 4.6.4.

		4.6.2 A Bid which fails to meet the compliance standards defined in this section may be declared non-compliant and may not be evaluated further by the Purchaser.

		4.6.3 Basis of Price Comparison

		4.6.3.1 The Purchaser will convert all prices quoted into EURO for purposes of comparison and computation of price scores. The exchange rate to be utilised by the Purchaser will be the average of the official buying and selling rates of the European C...

		4.6.3.2 The evaluated Bid price to be inserted into the formula specified at paragraph 4.2.4.1 will be derived as follows:

		4.6.3.2.1 [Add project specific details: The sum of the Firm Fixed Prices proposed for CLINs 1-7 as detailed below:



		4.6.4 Price Balance and Realism

		4.6.4.1 In those cases in which the prices quoted in relation with this IFB appear to be unreasonably low in relation to the performance required under the Prospective Contract and/or the level of effort associated with the tasks, the Purchaser will r...

		4.6.4.2 Indicators of an unrealistically low Bid may be the following, amongst others:

		4.6.4.2.1 Labour costs that, when amortised over the expected or proposed direct labour hours, indicate average labour rates far below those prevailing in the Bidder’s locality for the types of labour proposed.

		4.6.4.2.2 Direct material costs that are considered to be too low for the amounts and types of material proposed, based on prevailing market prices for such material.

		4.6.4.2.3 Numerous line item prices for supplies and services that are provided at no cost or at nominal prices.



		4.6.4.3 If the Purchaser has reason to suspect that a Bidder has artificially debased its prices in order to secure Contract award, the Purchaser will request clarification of the Bid in this regard and the Bidder shall provide explanation on one of t...

		4.6.4.3.1 An error was made in the preparation of the price quotation. In such a case, the Bidder must document the nature of the error and show background documentation regarding the preparation of the price quotation that convincingly demonstrates t...



		4.6.4.4 If a Bidder fails to submit a comprehensive and convincing explanation for one of the bases above, the Purchaser shall declare the Bid non-compliant and the Bidder will be so notified.

		4.6.4.5 If the Bidder determines that it is unable or unwilling to provide a comprehensive and convincing explanation for one of the bases above, it can request to withdraw from the competition. The Purchaser will allow the Bidder to withdraw from the...

		4.6.4.6 If the Purchaser accepts the Bidder’s explanation of mistake and allows the Bidder to accept the Contract at the bid price or the explanation regarding competitive advantage is convincing, the Bidder shall agree that the supporting pricing dat...

		4.6.4.7 The NCI Agency reserves the right to request prime contractors or the subcontractors to separately identify each of the direct/indirect costs, advise why each is required, and provide supporting documentation to substantiate each charge, such ...

		4.6.5 Once the offered prices as described in paragraph 4.6.3.2 have been calculated and checked, the formula set forth in paragraph 4.2.4.1 will be applied to derive the Price Score of each Bid.



		4.7 Evaluation Step 4: Calculation of Best Value Scores

		4.7.1 Upon conclusion and approval of the technical evaluation and price evaluation results, the pre-determined weighting scheme for the technical evaluation will be unsealed and the scores for the engineering, management and supportability factors wi...

		4.7.2 The highest scored Bid will be recommended as the apparent successful Bid.

		4.7.3 A statistical tie is deemed to exist when the final scores of the highest scoring Bids are within one point (1.0) of each other. For example, final scores of 67.30 and 68.30 are within one point of each other and would therefore be considered a ...

		4.7.4 Prior to confirmation of award, the Purchaser may invite the Bidder with the apparent successful Bid to one or more rounds of pre-award discussions.  These discussions shall aim at clarifying and confirming, within the boundaries of the IFB docu...

		4.7.5 Upon the successful completion of these pre-award discussions, to the Purchaser’s full satisfaction, confirmation of final Bid compliance will be noted.

		4.7.6 The Purchaser will deliver the final set of contractual documents to the Bidder for their signature.





		ANNEX A  Bidding Sheets

		ANNEX A.1. Introduction

		A.1.1. Bid pricing requirements as addressed in this Annex are mandatory. Failure to abide to the Bid pricing requirements included in this section may lead to the Bid being declared non-compliant and not being taken into consideration for award.

		A.1.2. No alteration of the Bidding Sheet - including, but not limited to quantity indications, descriptions, titles or pre-populated not-to-exceed amounts - are allowed with the sole exception of those explicitly indicated as allowed in this document...

		A.1.3. Additional price columns may be added if multiple currencies are used, including extra provisions for all totals.



		ANNEX A.2. General Requirements

		A.2.1. Bidders are required, in preparing their Price Volume to utilise the electronic files provided as part of this IFB and referenced in paragraph 3.6.1.

		A.2.2. This Excel file includes detailed instructions on each tab that will facilitate Bidders’ preparation of the Bid pricing. These instructions are mandatory.

		A.2.3. The prices and quantities entered on the document shall reflect the total items required to meet the contractual requirements. The total price shall be indicated in the appropriate columns.

		A.2.4. In preparing the Bidding Sheets, Bidders shall ensure that the prices of the sub-items total the price of the major item of which they constitute a part.

		A.2.5. All metrics (e.g. cost associated with labour) will be assumed to be standard or normalised to 7.6 hours/day, for a five-day workweek at NATO and national sites and Contractor facilities.

		A.2.6. Should the apparent successful Bid be in currency other than Euro, the award of the Contract will be made in the currency or currencies of the Bid.

		A.2.7. Bidders are advised that formulae are designed to ease evaluation of the Bidders’ proposal have been inserted in the electronic copies of the Bidding Sheets. Notwithstanding this, the Bidder remains responsible for ensuring that their figures a...

		A.2.8. If the Bidder identifies an error in the spreadsheet, it should notify the Purchaser through process described paragraph 2.7. The Purchaser will then make a correction and notify all the Bidders of the update.

		A.2.9. Prices shall not include any provision for taxes or duties for which the Purchaser is exempt.





		ANNEX B  Prescribed Administrative Forms and Certificates

		ANNEX B.1.  Certificate of Legal Name of Bidder

		ANNEX B.2.  Acknowledgement of Receipt of IFB Amendments

		ANNEX B.3.  Certificate of Independent Determination

		ANNEX B.4.  Certificate of Bid Validity

		ANNEX B.5.  Certificate of Price Ceiling

		ANNEX B.6.  Certificate of Exclusion of Taxes, Duties and Charges

		ANNEX B.7.  Certificate of Origin of Equipment, Services and Intellectual Property

		ANNEX B.8.  Comprehension and Acceptance of Contract General and Special Provisions

		ANNEX B.9.  Disclosure of Involvement of Former NCI Agency Employment

		ANNEX B.10.  Excerpt of NCI Agency AD. 05.00, Code of Conduct dated May 2017

		ANNEX B.11.  Disclosure of Requirements for NCI Agency Execution of Supplemental Agreements

		ANNEX B.12.  Certificate of AQAP 2110 or ISO 9001:2015 Compliance

		ANNEX B.13.  List of Proposed Key Personnel

		ANNEX B.14.  List of Prospective Subcontractors/Consortium Members

		ANNEX B.15.  Bidder Background IPR

		ANNEX B.16.  Subcontractor and Third Party IPR

		ANNEX B.17.  Vendor Supply Chain Security Self-Attestation Statement

		ANNEX B.18.  Excerpt of the NATO Supply Chain Security Requirements, dated 30 March 2017

		Appendix 2 - Vendor Specific Requirements for Supply Chain Security

		This annex is providing the expectations and associated taxonomy for supply chain security for a vendor of CIS Security Enforcing Products to NATO.

		1. This section describes the practices applicable to the portions of such vendors’ Value Chains as identified in the Scope Section.

		2. These practices provide a framework regarding supply chain security areas and steps to be deployed, as applicable, by all suppliers and vendors of CIS products to NATO. Through the procurement process the final vendor will establish a supply chain ...

		3. These practices address the following key security areas applicable to the supply chains of vendors of CIS to NATO:



		ANNEX C Clarification Request Form

		ANNEX D Bid Guarantee – Standby Letter of Credit

		ANNEX E List of Acceptable Banks to Issue Bid Guarantees

		Bidder

		Blank Page

		Admin Certs Instructions.pdf

		REMINDER: In accordance with Section 3.4 of Book I, no information disclosing or contributing to disclose the Bid price shall be made part of Volume 1 (Administration). Failure to abide to this prescription shall result in the Bid being declared non-c...



		Annex A.12.pdf

		section 1 INTRODUCTION

		1.1 Purpose

		1.1.1 The purpose of this Invitation for Bids (IFB) is to [include project specific info. A sentence is sufficient.].

		1.1.2 All of the technical details and requirements of the project are explained in Book II, Part IV, Statement of Work (SOW) and the SOW annexes.



		1.2 Scope of Work

		1.2.1 The scope of this project is to [include project specific info (e.g. procure X product/service or develop X software/system). Depending on the type of project, one or two paragraphs is sufficient.].

		1.2.2 Overview of the Prospective Contract

		1.2.2.1 The Prospective Contract (Book II) requires the successful Bidder to perform the requirements as described in this IFB. The successful Bidder shall perform all activities required per Book II, Part IV (SOW) and its annexes and shall deliver th...

		1.2.3 The contract resulting from this IFB shall be awarded on a Firm-Fixed-Price basis to the best valued Bidder.

		1.2.4 [optional paragraph if Agile is considered (to be detailed in the SOW). Delete if not applicable: The resulting contract will use elements of the Agile methodology, with multiple increments, each consisting of several sprints, and the opportunit...

		1.2.5 The Prospective Contract will be governed by Book II, Part II (Contract Special Provisions), and Part III (Contract General Provisions).



		1.3 Governing Rules, Eligibility, and Exclusion Provisions

		1.3.1 This IFB is issued in accordance with the procedures for International Competitive Bidding (ICB) set forth in NATO document AC/4-D/2261 (1996 Edition) and its Annex X, dated 24 July 2009.

		1.3.2 Pursuant to these procedures, bidding is restricted to companies from participating NATO member nations (see paragraph 2.1.1.82.1.1.7) for which a Declaration of Eligibility has been issued by their respective national authorities.



		1.4 Best Value Evaluation Method

		1.4.1 The evaluation method to be used in the selection of the successful Bidder under this IFB will follow the Best Value Procedures set forth in AC/4-D/2261, Annex X, dated 24 July 2009, and AC/4(2008)0002-REV2-ANNEX 1, dated 15 July 2015, or deviat...

		1.4.2 The Bid evaluation criteria and the detailed evaluation procedures are described in section 4 of these Bidding Instructions.

		1.4.3 The Bidder shall refer to the Purchaser all queries for resolution of any conflicts found in information contained in this document in accordance with the procedures set forth in paragraph 2.7 "IFB Clarification Requests”.



		1.5 Security

		1.5.1 This IFB only contains NATO UNCLASSIFIED material. [add if NR/NS information is required to be shared: The relevant Choose an item. material was intentionally segregated from this IFB and shall only be provided to nominated Bidders by the Point ...

		1.5.2 [add if applicable: The proposed personnel will be required to possess a security clearance of Choose an item. for the performance of the Prospective Contract.]

		1.5.3 [add if applicable: The successful Bidder will be required to handle and store classified material to the level of Choose an item..]

		1.5.4 The successful Bidder shall have the appropriate facility and personnel clearances at the date of Contract Signature. Should the successful Bidder be unable to perform the Contract due to the fact that the facility/security clearances have not b...

		1.5.5 Bidders are advised that Contract signature will not be delayed in order to allow the processing of Choose an item. security clearances for personnel or facilities and, should the otherwise successful Bidder not be in a position to accept the of...

		1.5.6 [Add if Bidders require to hold or generate NR information: Some NATO Nations, as identified in the table below and as mandated by their national laws and regulations, require a Facility Security Clearance (FSC) and Personnel Security Clearance ...

		1.5.7 [Add if Bidders require to hold or generate NR information: This IFB requires Bidders to hold or generate NATO RΞSTRICTED information. Bidders shall read Appendix 4 to the NATO Directive on Classified Project and Industrial Security, provided on...



		1.6 [Add this Section 1.6 if applicable] Bidders Conference

		1.6.1 Prospective Bidders are invited to a Bidders Conference that will be held [at NCI Agency premises OR online] on [DATE, TIME]. The technical and logistical details of the Bidders Conference will be provided at a later date.

		1.6.2 The purpose of the Bidders Conference is to brief the prospective Bidders on the IFB. The Conference will include a briefing on the bidding process, the Prospective Contract, and the technical aspects of the project. The agenda will be sent to a...

		1.6.3 Those companies that wish to participate in the Bidders Conference must indicate their intention to attend not later than 7 calendar days prior to the date of the Conference to the Point of Contact stated in paragraph 2.6.1.

		1.6.4 Bidders may submit questions in writing not later than 7 calendar days prior to the date of the Conference to the email address in paragraph 2.6.1. The Purchaser will endeavour to respond to these questions during the Bidders Conference.

		1.6.5 For any additional questions that are asked at the Conference, the Purchaser may attempt to answer them at that time, but any answer that may appear to change terms, conditions and/or specifications of the IFB shall be considered to be formally ...

		1.6.6 Answers to all questions will be issued in writing to all Bidders as soon as practicable after the Conference, whether or not the Bidders attended the Conference. The formal written answers will be the official response of the Purchaser, even if...

		1.6.7 Notwithstanding the written answers provided by the Purchaser after the Bidders Conference, the terms and conditions of the IFB remains unchanged unless a formal IFB amendment is issued by the Purchaser.



		1.7 Documentation

		1.7.1 All documentation – including the IFB itself, all applicable documents and any reference documents provided by the Purchaser – are solely to be used for the purpose of preparing a response to this IFB. They are to be safeguarded at the appropria...

		1.7.2 Statement of Work Applicable Documents

		1.7.2.1 Bidders neither require physical access to the documents listed in the “Applicable Documents” section of the SOW in order to make their offers compliant, nor shall the Purchaser make these documents available, as all pertinent information rele...

		END OF SECTION 1
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		section 2 GENERAL BIDDING INFORMATION

		2.1 Definitions

		2.1.1 In addition to the definitions and acronyms set forth in Article 1 of Part II of the Prospective Contract and the definitions and acronyms set forth in Article 2 of the NCI Agency Contract General Provisions (Part III), the following terms and a...

		2.1.1.1 “Bid” or “Quotation”: a binding offer to perform the work specified in the Prospective Contract (Book II).

		2.1.1.2 “Bidder” or “Offeror”: a firm, consortium, or joint venture, which submits an offer in response to this IFB. Bidders/Offerors are at liberty to constitute themselves into any form of contractual arrangements or legal entity they desire, bearin...

		2.1.1.3 “Compliance”: strict conformity to the requirements and standards specified in this IFB.

		2.1.1.4 “Contractor”: the awardee(s) of this IFB, which shall be responsible for the fulfilment of the requirements established in the Contract.

		2.1.1.5 “Clarification Request”: a documented process to provide given information in a more detailed way to allow better understanding and resolve any ambiguity. Bidders may submit Clarification Requests to the Purchaser during the bidding process in...

		2.1.1.6 “Declaration of Eligibility”: is a document issued by the Bidders’ national authorities signifying that the firm is technically, financially and professionally capable of undertaking a project of the scope envisaged in the IFB.

		2.1.1.7 “Firm of a Participating Country”: a firm legally constituted or chartered under the laws of, and geographically located in, or falling under the jurisdiction of a Participating Country.

		2.1.1.8 “Participating Country”: any of the [30] NATO nations contributing to the project, namely, (in alphabetical order): [Albania, Belgium, Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, Greece, Hungary, Iceland, Ital...

		2.1.1.9 “Purchaser”: The Purchaser is defined as the NCI Agency or its legal successor.



		2.2 Eligibility and Origin of Equipment and Services

		2.2.1 As stated in paragraph 1.3.2, only firms from a Participating Country are eligible to engage in this competitive bidding process.

		2.2.2 In addition, all Contractors, subcontractors and manufacturers, at any tier, must be from Participating Countries.

		2.2.3 None of the work, including project design, labour and services shall be performed other than by firms from and within Participating Countries.

		2.2.4 No materials or items of equipment down to and including identifiable sub-assemblies shall be manufactured or assembled by a firm other than from and within a Participating Country.

		2.2.5 Unless otherwise authorized by the terms of the Prospective Contract, the Intellectual Property Rights to all design documentation and related system operating software shall reside in NATO member countries, and no license fees or royalty charge...



		2.3 Bid Delivery and Bid Closing

		2.3.1 The closing time for the electronic submission of Bids in response to this IFB is Click or tap to enter a date., 12:00 hours Central European Time (CET).

		2.3.2 Bids shall be submitted to the following email address: [IFB-XXXX-XXX@ncia.nato.int (note: insert the functional mailbox address specifically created for the solicitation. Only use the IFB reference and leave out other additions (e.g. “bids”). I...



		2.4 Late Bids

		2.4.1 Any Bid received at the Purchaser email address after the exact date and time indicated in paragraph 2.3.1 is “late” and may not be eligible for award.

		2.4.2 Bids submitted electronically may be considered late unless the Bidder is able to show that it completed the entire transmission of the Bid before the closing date and time indicated in paragraph 2.3.1.

		2.4.3 Consideration of Late Bid

		2.4.3.1 The Purchaser considers that it is the responsibility of the Bidder to ensure that the Bid submission arrives by the specified closing date and time. A late Bid will only be considered for award under the following circumstances:

		(i) A contract has not already been awarded pursuant to this IFB;

		(ii) The Bid was sent to the correct email address specified in paragraph 2.3.2 above; and

		(iii) The delay was due solely to the fault of the Purchaser.



		2.4.4 Receipt of an Unreadable Electronic Bid

		2.4.4.1 If a Bid sent to the Purchaser is unreadable to the degree that conformance to the essential requirements of the IFB cannot be ascertained, or due to electronic files that are encrypted or which contain passwords (contrary to the instructions ...

		(i) of the content of the Bid as originally submitted; and

		(ii) that the unreadable condition of the Bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.



		2.4.4.2 A Bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.

		2.4.4.3 If it is discovered, during either the administrative, price or technical evaluation, that the Bidder has submitted an unreadable electronic Bid, the Bidder may be determined to have submitted a non-compliant Bid.



		2.5 Requests for Extension of Bid Closing Date

		2.5.1 The Bidder is informed that requests for extension to the Bid Closing Date for this IFB shall be submitted to the Point of Contact indicated in paragraph 2.6.1 below under the following condition:

		(i) only through the delegation of the country of origin of the firm which has been invited to Bid or by that country’s embassy, and

		(ii) no later than fourteen (14) calendar days prior to the established Bid Closing Date. Bidders are advised to submit their request in sufficient time as to allow their respective NATO delegation or embassy to deliver the formal request to the Purch...





		2.6 Purchaser’s Point of Contact

		2.6.1 The Purchaser Point of Contact for all information concerning this IFB is:

		2.6.2 All correspondence related to this IFB, including the actual Bid submission, shall be sent to the email address specified above.



		2.7 IFB Clarification Requests

		2.7.1 Bidders, at the earliest stage possible during the course of the solicitation period, are encouraged to seek clarification of any matters of an administrative, contractual, price, or technical in nature pertaining to this IFB.

		2.7.2 All questions and Clarification Requests shall be submitted via email (no phone calls) to the Point of Contact identified in paragraph 2.6.1 above, using the Clarification Request Form provided at ANNEX B of this Book I.

		2.7.3 Such questions and Clarification Requests shall be submitted no later than twenty-eight (28) calendar days prior to the stated "Bid Closing Date". The Purchaser is under no obligation to answer questions submitted after this time. Clarification ...

		2.7.4 Additional requests for clarification are limited only to the information provided as answers by the Purchaser to Bidder’s Clarification Requests. Such additional requests shall arrive no later than fourteen (14) calendar days before the establi...

		2.7.5 It is the responsibility of the Bidders to ensure that all Clarification Requests submitted bear no mark, logo or any other form or sign that may lead to reveal the Bidders’ identity in the language constituting the clarification itself. This pr...

		2.7.6 The Purchaser declines all responsibilities associated to any and all circumstances regardless of the nature or subject matter arising from the Bidders’ failure or inability to abide to the prescription in paragraph 2.7.5 above.

		2.7.7 Except as provided above, all questions will be answered by the Purchaser and the questions and answers (but not the identity of the questioner) will be issued in writing (via email) to all prospective Bidders. Bidders shall immediately inform t...

		2.7.8 Where the extent of the changes implied by the response to a Clarification Request is of such a magnitude that the Purchaser deems it necessary to issue revised documentation, the Purchaser will do so by the means of the issuance of a formal IFB...

		2.7.9 The Purchaser may provide for a re-wording of questions and Clarification Requests where it considers the original language ambiguous, unclear, subject to different interpretation or revelatory of the Bidder’s identity.

		2.7.10 The Purchaser reserves the right to reject Clarification Requests clearly devised or submitted for the purpose of artificially obtaining an extension of the solicitation time (i.e. Clarification Requests re-submitted using different wording whe...

		2.7.11 The published responses issued by the Purchaser will be regarded as the authoritative interpretation of the IFB. Any amendment to the language of the IFB included in the answers will be issued as an IFB amendment and shall be incorporated by th...



		2.8 Requests for Waivers and Deviations

		2.8.1 Bidders are informed that requests for alteration to, waivers, or deviations from the terms and conditions of this IFB will not be considered after the Clarification Request process. Requests for alterations to the other requirements, terms or c...

		2.8.2 Requests for alterations to the specifications, terms and conditions of the Prospective Contract, which are included in a Bid as submitted, may be regarded by the Purchaser as a qualification or condition of the Bid and may be grounds for a dete...



		2.9 Amendment of the IFB

		2.9.1 The Purchaser may amend the IFB at any time prior to the Bid Closing Date. Any and all changes will be transmitted to all Bidders by an official amendment designated as such and signed by the Purchaser. This process may be part of the IFB Clarif...

		2.9.2 The Purchaser will consider the potential impact of amendments on the ability of prospective Bidders to prepare a Bid within the allotted time. The Purchaser may extend the Bid Closing Date at its discretion and such extension will be set forth ...

		2.9.3 All such IFB amendments issued by the Purchaser shall be acknowledged by the Bidder in its Bid by completing the “Acknowledgement of Receipt of IFB Amendments” certificate at ANNEX A.2. Failure to acknowledge receipt of all amendments may be gro...



		2.10 Cancellation of IFB

		2.10.1 The Purchaser may cancel, suspend or withdraw for re-issue at a later date this IFB at any time prior to Contract award. No legal liability on the part of the Purchaser for payment of any sort shall arise and in no event will any Bidder have ca...



		2.11 Modification and Withdrawal of Bids

		2.11.1 Bids, once submitted, may be modified by Bidders, but only to the extent that the modifications are in writing, conform to the requirements of the IFB, and are received by the Purchaser prior to the exact time and date established for Bid Closi...

		2.11.2 Modifications to Bids that arrive after the Bid Closing Date will be considered as "Late Modifications" and will be processed in accordance with the procedure set forth in paragraph 2.4 concerning "Late Bids". Except that, unlike a "Late Bid", ...

		2.11.3 A Bidder may withdraw its Bid at any time prior to Bid opening without penalty. In order to do so, an authorized agent or employee of the Bidder must provide a statement of the firm's decision to withdraw the Bid, submitted to the Purchaser Poi...

		2.11.4 Except as provided in paragraph 2.12.4.2 below, a Bidder may withdraw its Bid after Bid opening only by forfeiture of the Bid Guarantee.



		2.12 Bid Validity

		2.12.1 Bidders shall be bound by the term of their Bids for a period of twelve (12) months starting from the Bid Closing Date specified in paragraph 2.3.1.

		2.12.2 In order to comply with this requirement, the Bidder shall complete the Certificate of Bid Validity set forth in ANNEX A.4. Bids offering less than this period of time, may be determined non-compliant.

		2.12.3 The Purchaser will endeavour to complete the evaluation and make an award within the Bid validity period. However, should that period of time prove insufficient to render an award, the Purchaser reserves the right to request an extension of the...

		2.12.4 Upon notification by the Purchaser of such a request for a time extension, the Bidders shall have the right to:

		2.12.4.1 accept this extension of time in which case Bidders shall be bound by the terms of their offer for the extended period of time and the [add if applicable: Bid Guarantee and] Certificate of Bid Validity will be extended accordingly; or

		2.12.4.2 refuse this extension of time and withdraw the Bid [add if applicable: in which case the Purchaser will return the Bid Guarantee to the Bidder in the full amount without penalty].

		2.12.5 Bidders shall not have the right to modify their Bids due to a Purchaser request for extension of the Bid validity unless expressly stated in such request.



		2.13 [Add Section 2.13 only if applicable] Bid Guarantee

		2.13.1 The Bid Guarantee shall be submitted by:

		(i) email: either directly by the banking institution or the Bidder to the email address specified in paragraph 3.4.1.2; and

		(ii) postal mail: the original copy to the address specified in paragraph 3.4.1.3.



		2.13.2 The Bidder shall furnish with its Bid, a guarantee in an amount equal to Three Hundred Thousand Euro (€300,000).

		2.13.3 The Bid Guarantee shall be an irrevocable, unqualified and unconditional Standby Letter of Credit (SLC) issued by any of the banks (used interchangeably with “financial institution”) listed on the Bank Guarantee section of the NCI Agency public...

		2.13.4 "Standby Letter of Credit" or "SLC" as used herein, means a written commitment by a financial institution included in the list of Acceptable Banks, either on its own behalf or as a confirmation of the SLC issued by a different bank not on the l...

		2.13.5 Bidders should note that, regardless of paragraph Error! Reference source not found.12 of the Bid Guarantee-Standby Letter of Credit template provided on the Bank Guarantee section of the NCI Agency public website, it is possible to issue the S...

		2.13.6 Alternatively, a Bidder may elect to electronically make a cash deposit of the required Guarantee directly to the account of the NCI Agency (no cheques). The NCI Agency’s bank account details will be provided separately upon request to the Poin...

		2.13.7 If the Bid Closing Date is extended after a Bidder's financial institution has issued a Bid Guarantee, it is the obligation of the Bidder to have such Bid Guarantee (and confirmation, as applicable) extended to reflect the revised Bid validity ...

		2.13.8 Failure to furnish the required Bid Guarantee in the proper amount, and/or in the proper form and/or for Bid the appropriate duration by the Bid Closing Date may be cause for the Bid to be determined non-compliant.

		2.13.9 The Purchaser will make withdrawals against the amount stipulated in the Bid Guarantee under any of the following conditions:

		2.13.9.1 The Bidder has submitted a successful Bid, but the Bidder declines to sign the Contract [add if a Performance Guarantee is applicable: or is unable or unwilling to provide the Performance Guarantee required under the terms of the Contract wit...

		2.13.9.2 The Purchaser has offered the Bidder the Contract for execution but the Bidder has been unable to demonstrate compliance with the security requirements within the period stated in paragraph 1.5.5.

		2.13.10 The Bid Guarantee will be returned to Bidders as follows:

		2.13.10.1 To non-compliant Bidders forty-five (45) calendar days after notification by the Purchaser of a non-compliant Bid (except where such determination is challenged by the Bidder; in which case the Bid Guarantee will be returned forty-five (45) ...

		2.13.10.2 To all other unsuccessful Bidders within thirty (30) calendar days following the award of the Contract to the successful Bidder;

		2.13.10.3 To the successful Bidder [add if performance guarantee is required: upon submission of the Performance Guarantee prior to Contract signature] [or add if no performance guarantee is required: upon Contract signature by both parties].

		2.13.10.4 To Bidders who withdrew their Bid pursuant to paragraph 2.12.4.2.



		2.14 Electronic Transmission of Information and Data

		2.14.1 The Purchaser will communicate answers to Clarification Requests and amendments to this IFB to the prospective Bidders as soon as practicable.

		2.14.2 Bidders are advised that the Purchaser will rely exclusively on email communication to manage all correspondence related to this IFB, including IFB amendments and clarifications.

		2.14.3 Bidders are cautioned that electronic transmission of documentation which contains classified information (NATO RΞSTRICTED, NATO CONFIDΞNTIAL, NATO SΞCRET) not allowed.



		2.15 [Add if applicable: Supplemental Agreements and Export Controlled Information

		2.15.1 Bidders are required, in accordance with the certificate at ANNEX A.10 of this Book I, to disclose any prospective Supplemental Agreements that are required by national governments to be executed by NATO/NCI Agency as a condition of Contract pe...

		2.15.2 Supplemental Agreements are typically associated with, but not necessarily limited to, national export control regulations, technology transfer restrictions and end user agreements.

		2.15.3 Bidders are cautioned that failure to provide full disclosure of the anticipated requirements and the terms thereof, to the best of the Bidder’s knowledge and experience, may result in the Purchaser withholding award of the Contract or terminat...



		2.16 [Add if applicable: Notice of Limitations on Use of Intellectual Property Delivered to the Purchaser

		2.16.1 Bidders are instructed to review [verify and adjust if needed: Article 26] of the Contract Special Provisions and [verify and adjust if needed: Article 30] of the Contract General Provisions. These Articles set forth the definitions, terms and ...

		2.16.2 All Contract deliverables are governed by a distinct set of Intellectual Property Rights (IPR) and Title and Ownership provisions, detailed in Book II, Prospective Contract.

		2.16.3 Bidders are required to disclose, in accordance with ANNEX A.14 and ANNEX A.15 of these Bidding Instructions, the Intellectual Property (IP) proposed to be used by the Bidder that will be delivered with either Background IPR or Third Party IPR....

		2.16.4 The identification of Bidders’ Background and/or Third Party IP shall be limited to those IPs associated with products and/or documentation which is indispensable in order to deliver, install and operate, support, maintain the system and to pro...

		2.16.5 Bidders are further required to identify any restrictions on Purchaser use of the IP that is not in accordance with the definitions and rights set forth in the provisions of the Book II’s Prospective Contract concerning use or dissemination of ...

		2.16.6 Bidders are informed that any restriction on use or dissemination of IP conflicting with the terms and conditions of Book II or with the objectives and purposes of the Purchaser as stated in the Prospective Contract shall render the Bid non-com...



		2.17 Notice to Bidders of Contract Distribution and Disclosure of Information

		2.17.1 The resulting Contract may be subject to release to (i) NATO Resource Committees through the NATO Office of Resources for audit purposes (including audits carried out using third party companies (see Book II, Special Provisions Article entitled...

		END OF SECTION 2





		section 3 Bid PREPARATION INSTRUCTIONS

		3.1 General

		3.1.1 Bids shall be prepared in accordance with the instructions set forth herein. Failure to comply with these instructions may result in the Bid being declared non-compliant.

		3.1.2 Bidders shall prepare a complete Bid, which comprehensively addresses all requirements stated herein. The Bid shall demonstrate the Bidder's understanding of this IFB and its ability to provide all the deliverables and services listed in the Sch...

		3.1.3 The Bidder shall not restate the IFB requirements in confirmatory terms only. The Bidder must clearly describe what is being offered and how the Bidder will meet all IFB requirements. Statements in confirmatory terms only will be sufficient grou...

		3.1.4 Although the Purchaser may request clarification of the Bid, it is not required to do so and may make its determination on the content of the Bid as written. Therefore, Bidders shall assume that inconsistencies, omissions, errors, lack of detail...

		3.1.5 [Delete when partial bidding is allowed: Partial Bids and] Bids containing conditional statements will be declared non-compliant, unless expressly allowed under this IFB.

		3.1.6 [Only include 3.1.6 and 3.1.6.1 when partial bidding is allowed: This IFB exceptionally allows partial Bids under the following circumstances:

		3.1.6.1 Sample language to be tailored to project specific circumstances: The requirements under this IFB are divided into [X] lots, which may result in multiple contract awards. Bidders may, at their own discretion, choose to bid on a single lot or m...

		3.1.7 Bidders are advised that the Purchaser reserves the right to incorporate the successful Bid’s offer in whole or in part by reference in the resulting Contract.

		3.1.8 All documentation submitted as part of the Bid shall be classified at a level not higher than “NATO UNCLASSIFIED”.



		3.2 Language of Bid

		3.2.1 All notices and communications regarding this IFB shall be written and conducted in English.

		3.2.2 All Bids shall be submitted in English.



		3.3 Bid Volume Content and Marking

		3.3.1 The complete electronic Bid shall consist of three distinct and separate volumes described in the following subparagraphs. Detailed requirements for the structure and content of each of these volumes are contained in these Bidding Instructions.

		(i) Volume 1: Administration (paragraph 3.4)

		(ii) Volume 2: Technical (paragraph 3.5)

		(iii) Volume 3: Price (paragraph 3.6)



		3.3.2 “Arial” fonts in size 11 shall be used for normal text, and “Arial Narrow” fonts not smaller than size 10 for tables and graphics.

		3.3.3 File Size: Emails submitted in response to this IFB shall be less than 10 MB in size per email with no encryption or password protection to the file.

		3.3.4 Page Limit: The submitted Bid shall be in accordance with the page limit set out in the Bidder’s Checklist in paragraph 3.7.

		3.3.5 The Bid shall be consolidated into as few emails as possible and sent to the email address stated in paragraph 2.6.1.

		3.3.6 The email shall have the following subject line: [IFB-XXXX-XXX] Bid for {Insert Company Name}.

		3.3.7 In the event the Bid must be submitted in multiple emails to stay under the size limit stated in paragraph 3.3.3, the Bidder shall add “Email 1 of 2”, “Email 2 of 2” as necessary to the subject line of the email.

		3.3.8 “Company Name” – in the subject line of the email, and in the names of the individual files, the name of the Bidder shall be abbreviated to no more than 10 characters. For example, if a company’s name is “Computer and Technology Research Company...

		3.3.9 Acceptable File Formats

		3.3.9.1 Unless otherwise directed, files shall be submitted in Adobe PDF format.

		3.3.9.2 The Purchaser will NOT accept hard copies of Bid, CDs, thumb drives or zip files.

		3.3.10 The individual electronic files sent by email shall have the naming convention listed in the table below. In the event the documents must be split into more than one file (to ensure the size of the email stays within the limit stated in paragra...



		3.4 Volume 1: Administration

		3.4.1 Quantity:

		3.4.1.1 One (1) merged PDF file containing all of the Certificates specified in paragraph 3.7.1.1, signed in the original or electronically by an authorized representative of the Bidder. No alternative versions of certificates will be recognised and m...

		3.4.1.2 [Add if applicable: One electronic (1) PDF file of the Bid Guarantee (insert paragraph#) submitted to: NCIABankGuarantee@ncia.nato.int.

		3.4.1.3 In addition, an original (paper) copy of the Bid Guarantee shall be sent to the Purchaser. This original shall be received no later than seven (7) calendar days after the Bid Closing Date (in paragraph 2.3.1) at the following address:

		3.4.1.4 Failure to comply with paragraphs 3.4.1.2 and 3.4.1.3 may be cause for the Bid to be determined non-compliant.]

		3.4.2 No information disclosing or contributing to disclose the Bid price shall be made part of Volume 1 (Administration). Failure to abide to this prescription shall result in the Bid being declared non-compliant.



		3.5 Volume 2: Technical

		3.5.1 Quantity:

		3.5.1.1 [Delete as applicable or tailor to project specific needs: One (1) merged PDF file containing all the documents / One (1) PDF file per requested line item as] specified in paragraph 3.7.1.2;

		3.5.2 No information disclosing or contributing to disclose the Bid Price shall be made part of Volume 2 (Technical). Failure to abide to this prescription shall result in the Bid being declared non-compliant.

		3.5.3 It is of utmost importance that Bidders respond to all of the technical requirements contained in the IFB Statement of Work (including all annexes) and all the Bidding Instructions, not only with an affirmation of compliance but also with an exp...

		3.5.4 Volume 2 (Technical) shall include:

		3.5.4.1 Table of Contents: which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of Volume 2 (Technical). This is not included as part of ...

		3.5.4.2 Executive Summary: Bidders shall provide an overview of the salient features of their Volume 2 (Technical) in the form of an executive summary. An executive summary is not mandatory and shall not be evaluated. This summary (if included) shall ...

		3.5.5 Part 1: Engineering

		3.5.5.1 All areas of Part 1 (Engineering) shall comprehensively demonstrate feasibility and reasonableness of the proposed solution.

		3.5.5.2 Part 1 (Engineering) shall include:

		3.5.5.2.1 Table of Contents: Bidders shall compile a detailed table of contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these Bidding Instructions or implicit in the organisat...

		3.5.5.2.2 Requested Documentation: One (1) PDF file for each of the requested documents as specified in paragraph 3.7.1.2 Part 1 and in accordance with the Statement of Work.



		3.5.6 Part 2: Management

		3.5.6.1 All areas of Part 2 (Management) shall comprehensively demonstrate feasibility and reasonableness of the proposed approach.

		3.5.6.2 Part 2 (Management) shall include:

		3.5.6.2.1 Table of Contents: Bidders shall compile a detailed table of contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of P...

		3.5.6.2.2 Requested Documentation: One (1) PDF file for each of the requested documents as specified in paragraph 3.7.1.2 Part 2 and in accordance with the Statement of Work.



		3.5.7 Part 3: Supportability

		3.5.7.1 All areas of Part 3 (Supportability) shall comprehensively demonstrate feasibility and reasonableness of the proposed solution.

		3.5.7.2 Part 3 (Supportability) shall include:

		3.5.7.2.1 Table of Contents: Bidders shall compile a detailed table of contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of P...

		3.5.7.2.2 Requested Documentation: One (1) PDF file for each of the requested documents as specified in paragraph 3.7.1.2 Part 3 and in accordance with the Statement of Work.





		3.6 Volume 3: Price

		3.6.1 Introduction

		3.6.1.1 Bid pricing requirements as addressed in this section 3.6 are mandatory. Failure to abide to these Bid pricing requirements may lead to the Bid being declared non-compliant and not being taken into consideration for award.

		3.6.1.2 No alteration of the Bidding Sheet - including, but not limited to quantity indications, descriptions, titles or pre-populated not-to-exceed amounts - are allowed with the sole exception of those explicitly indicated as allowed in this documen...

		3.6.1.3 Additional price columns may be added if multiple currencies are used, including extra provisions for all totals.

		3.6.2 Quantity

		3.6.2.1 One (1) completed MS Excel (native) file of the Bidding Sheet document. This MS Excel file shall be duly completed, shall be able to be manipulated (i.e. not an image), and shall be the full and complete Volume 3 (Price).

		3.6.2.2 One (1) PDF file of the Offer Summary sheet (i.e. Tab 1) of the Bidding Sheet.

		3.6.3 General Rules

		3.6.3.1 Bidders are required, in preparing their Volume 3 (Price), to utilise the electronic files provided as part of this IFB and referenced in paragraph 3.6.2.

		3.6.3.2 This Excel file includes detailed instructions on each tab that will facilitate Bidders’ preparation of the Bid pricing. These instructions are mandatory.

		3.6.3.3 All metrics (e.g. cost associated with labour) will be assumed to be standard or normalised to 7.6 hours/day, for a five-day workweek at NATO and national sites and Contractor facilities.

		3.6.3.4 Should the apparent successful Bid be in currency other than Euro, the award of the Contract will be made in the currency or currencies of the Bid.

		3.6.3.5 Bidders are advised to insert formulae, designed to ease evaluation of their Bid, have been inserted in the electronic copies of the Bidding Sheets. Notwithstanding this, the Bidder remains responsible for ensuring that their figures are corre...

		3.6.3.6 Bidders are responsible for the accuracy of their price. The Volume 3 (Price) that has apparent computational errors, may have such errors resolved in the Purchaser’s favour or, in the case of gross omissions, inconsistencies or errors, may be...

		3.6.3.7 If the Bidder identifies an error in the spreadsheet, it should notify the Purchaser through the IFB Clarification Request process described in section 2.7. The Purchaser will then make a correction and notify all the Bidders of the update.

		3.6.3.8 The total price of the Bidder shall not exceed the financial ceiling stated below in paragraph 3.6.3.9. Bidders submitted in excess of this ceiling may be determined to be non-compliant and eliminated from further consideration.

		3.6.3.9 Bidders are advised that the total price shall not exceed a ceiling of €[AMOUNT] broken down as:

		3.6.3.9.1 [insert the breakdown]



		3.6.3.10 The structure of the Bidding Sheets shall not be changed (other than as indicated elsewhere) nor should any quantity or item description in the Bidding Sheets. The currency(ies) of each contract line item and sub-item shall be shown. The pric...

		3.6.3.11 With the exception of any pre-populated not-to-exceed amounts, Bidders shall furnish Firm-Fixed Price for all required items in accordance with the format set forth in the instructions for preparation of the Bidding Sheets. This includes Firm...

		3.6.3.12 Offered prices shall not be “conditional" in nature. Any comments supplied in the Bidding Sheets which are conditional in nature, relative to the offered prices, may result in a determination that the Bid is non-compliant.

		3.6.3.13 Bidders shall quote in their own national currency or in EURO. Bidders may also submit Bids in multiple currencies including other NATO member states' currencies under the following conditions:

		3.6.3.13.1 The currency is of a Participating Country in the project, as defined in paragraph 2.1.1.82.1.1.7, and

		3.6.3.13.2 [Add if applicable: The Bidder can demonstrate, either through subcontract arrangements or in its proposed work methodology, that it will have equivalent expenses in that currency. All major subcontracts and their approximate anticipated va...



		3.6.3.14 The Purchaser, by virtue of its status under the terms of Article IX and X of the Ottawa Agreement, is exempt from all direct taxes (incl. VAT) and all customs duties on merchandise imported or exported. Bidders shall acknowledge such exempti...

		3.6.3.14.1 Following contract award, the successful Bidder agrees to verify prior to issuance of any invoice and in consultation with the Purchaser, whether in the nation where the VAT would be due, the Purchaser is exempt from VAT at source or is ent...

		3.6.3.15 Unless otherwise specified in the instructions for the preparation of Bidding Sheets, all prices quoted in the Bid shall be on the basis that all deliverable items shall be delivered “Delivery Duty Paid (DDP)” in accordance with the Internati...

		3.6.3.16 The Bidder’s attention is directed to the fact that the Volume 3 (Price) shall contain no document and/or information other than the priced copies of the Bidding Sheets. Any other document will not be considered for evaluation.



		3.7 Bidder’s Checklist

		3.7.1 The tables below provide an overview of all items to be delivered by the Bidder as part of this Bid. Bidders are invited to use these tables to verify the completeness of their Bid.

		3.7.1.1 Volume 1: Administration

		3.7.1.2 Volume 2: Technical

		3.7.1.3 Volume 3: Price





		section 4 Bid EVALUATION AND CONTRACT AWARD

		4.1 General

		4.1.1 The evaluation of Bids will be made by the Purchaser solely on the basis of the requirements in this IFB.

		4.1.2 The evaluation of Bids and the determination as to the compliance or technical adequacy of the supplies and services offered will be based only on that information furnished by the Bidder and contained in its Bid. The Purchaser shall not be resp...

		4.1.3 To ensure that sufficient information is available, the Bidder shall furnish with its Bid all information appropriate to provide a complete description of the work which will be performed and/or the supplies to be delivered. The information prov...

		4.1.4 The Purchaser, at its own discretion, reserves the right to request clarifications of the Bid at any time during the evaluation and the Bidder, shall provide sufficient detailed information in connection with such requests as to permit the Purch...

		4.1.5 The Bidder’s prompt response to the Purchaser’s Clarification Requests is important and therefore failure to provide the requested clarifications within the time-limits set forth in the specific Clarification Requests (minimum 24 hours next work...

		4.1.6 The Purchaser reserves the right, during the evaluation and selection process, to verify any statements made concerning experience and facilities, by making a physical inspection of the Bidder's facilities and capital assets and by interviewing ...

		4.1.7 The evaluation will be conducted in accordance with NATO Procedures for International Competitive Bidding as set forth in the document, and the Best Value evaluation procedures set forth in AC/4-D(2008)0002-REV2, “Procedures and Practices for Co...



		4.2 Best Value Award Approach and Bid Evaluation Factors

		4.2.1 The Contract resulting from this IFB will be awarded to the Bidder whose conforming offer provides the best value to NATO, as evaluated by the Purchaser in compliance with the requirements of this IFB and according to the evaluation method speci...

		4.2.2 The top level criteria are [50]% Technical and [50]% Price.

		4.2.3 Technical Scoring (TS)

		4.2.3.1 The 2nd level criteria for the technical evaluation are:

		4.2.3.1.1 Engineering (E): [35]% weight, based on the criteria listed in order of descending importance (that is, most important listed first) in paragraph 4.5.2.

		4.2.3.1.2 Management (M): [45]% weight, based on the criteria listed in order of descending importance in paragraph 4.5.3.

		4.2.3.1.3 Supportability (S): [20]% weight, based on the criteria listed in order of descending importance in paragraph 4.5.4.



		4.2.3.2 The Technical Score will be calculated using the following formula:

		4.2.3.2.1 TS = ([35]%*Engineering Score) + ([45]%*Management Score) + ([20]%*Supportability Score)



		4.2.4 Price Scoring (PS)

		4.2.4.1 The PS will be calculated using the following formula:

		4.2.4.1.1 PS = 100 * (1-(Bid Price / (2*Average Bid Price)))



		4.2.4.2 The “Bid Price” and the “Average Bid Price” will be calculated based on the sum of the proposed prices as defined in paragraph 4.6.3.2.

		4.2.4.3 Only those Bids evaluated as compliant in the administrative and technical evaluations will be used in the calculation of the price score. Therefore, the price scores cannot be calculated until after the technical evaluation is complete.

		4.2.4.4 Bidders shall note that any Bid in excess of the stated ceiling price set forth in paragraph 3.6.3.9 may not be scored as the Bid may be determined to be non-compliant.

		4.2.5 Best Value Final Scoring

		4.2.5.1 The Best Value Final Score (FS) will be the sum of the weighted Technical Score (TS) and weighted Price Score (PS), according to the following formula:

		4.2.5.1.1 FS = (TS*[50]%) + (PS*[50]%)



		4.2.5.2 The maximum possible Best Value FS is 100. The Bid with the highest FS will be recommended to be the apparent successful Bidder.

		4.2.6 A weighting scheme for sub-criteria values has been developed by Purchaser staff not associated with the technical evaluation. This weighting scheme has been password protected and is not known to any of the Purchaser staff beyond the originator...



		4.3 Evaluation Procedure

		4.3.1 The evaluation will be done in a four-step process, as described below:

		4.3.1.1 Step 1: Administrative Compliance

		4.3.1.1.1 Bids received will be reviewed for compliance with the mandatory administrative requirements specified in paragraph ‎4.4. Bids not meeting all of the mandatory administrative requirements may be determined to be non-compliant and not conside...



		4.3.1.2 Step 2: Technical Evaluation

		4.3.1.2.1 Volume 2 (Technical) will be evaluated against predetermined top-level criteria and identified sub-criteria (see paragraph 4.2.3 above), and scored accordingly. This evaluation will result in “raw” or unweighted technical scores against the ...

		4.3.1.2.2 Bidders are advised that any Bid of which Volume 2 (Technical) scores less than 20% of the total unweighted raw score possible in any of the sub-criteria listed in paragraph 4.5 may be determined non-compliant by the Purchaser and not consid...



		4.3.1.3 Step 3: Price Evaluation

		4.3.1.3.1 Volume 3 (Price) will be opened and evaluated in accordance with paragraph 4.6.



		4.3.1.4 Step 4: Determination of Apparent Successful Bidder

		4.3.1.4.1 Upon completion of the technical and price evaluations, the scores of the Bids considered to be technically compliant will be calculated. The apparent successful Bid will be determined in accordance with paragraph ‎4.7.





		4.4 Evaluation Step 1: Administrative Compliance

		4.4.1 Bids will be reviewed for compliance with the formal requirements for Bid submission as stated in this IFB and the content of Volume 1 (Administration). The evaluation of Volume 1 (Administration) will be made on its completeness, conformity and...

		4.4.1.1 The Bid was received by the Bid Closing Date and Time stated in paragraph 2.3.1;

		4.4.1.2 The Bid is composed and marked properly as stated in paragraph 3.3;

		4.4.1.3 Volume 1 (Administration) contains the documentation listed in paragraph 3.7.1.1 and complies with the formal requirements established in paragraph 3.3;

		4.4.1.4 The Bidder has not taken exception to the Terms and Conditions of the Prospective Contract or has not qualified or otherwise conditioned its Bid on a modification or alteration of the Terms and Conditions or the language of the Statement of Work.

		4.4.2 Receipt of an unreadable electronic Bid

		4.4.2.1 If a Bid received by email is unreadable to the degree that conformance to the essential requirements of the solicitation cannot be ascertained, the Point of Contract in paragraph 2.6.1 shall immediately notify the Bidder that the Bid will be ...

		(i) Of the content of the Bid as originally submitted; and,

		(ii) That the unreadable condition of the Bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.



		4.4.3 A Bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.

		4.4.4 Bids that are determined to be administratively compliant will proceed to Evaluation Step 2, Technical Evaluation.

		4.4.5 Notwithstanding paragraph 4.4.4, if it is later discovered during the administrative, technical or price evaluation that the Bidder has taken exception to the Terms and Conditions of the Prospective Contract, or has qualified and/or otherwise co...



		4.5 Evaluation Step 2: Technical Evaluation

		4.5.1 Volume 2 (Technical) will be evaluated against the criteria set forth in this section. For some sub-criteria, there may be additional supporting factors at the next lower level. These lower level factors are not published in this IFB but are pre...

		4.5.2 Part 1: Engineering

		4.5.2.1 The criteria used to evaluate Part 1, Engineering are listed in descending order of importance.

		4.5.2.2 Within those criteria, all of the sub-criteria are also listed in order of descending importance.

		4.5.2.3 The criteria of high importance will have higher weighting factors than the criteria of lower importance.

		[THE FOLLOWING SECTIONS 4.5.2.4-4.5.4.8 ARE SAMPLE TECHNICAL EVALUATION CRITERIA. PLEASE TAILOR AS SEEN FIT TO THE SPECIFIC SOLICITATION]

		4.5.2.4 [Add project specific criteria: Draft System Development Plan (SDP)

		4.5.2.4.1 The Bidder submitted a draft SDP and used paragraphs 4.4.1-4.4.2.11 of Book II, Part IV, Statement of Work (SOW) as the structure in submitting this draft SDP.

		4.5.2.4.2 [optional paragraph if Agile is considered. Delete if not applicable: The Bidder provided evidence that within the sprint delivery the development process and the test methodology are detailed and mature.]

		4.5.2.4.3 The Bidder described the processes, the tools and the indicators that will be used for these activities.

		4.5.2.4.4 The Bidder detailed the mechanism it will put in place to ensure there will not be any conflict between its development and the one from the existing Contractor.



		4.5.2.5 Draft Requirements Implementation Schedule (RIS)

		4.5.2.5.1 The Bidder submitted a draft RIS and used paragraph 4.4.3 of the SOW as the structure in submitting this draft RIS.

		4.5.2.5.2 The draft RIS emphasized the sprint concept methodology in a way that the requirements are grouped in a prioritised, logical and achievable way that each baseline will deliver the foreseen scope.



		4.5.2.6 Draft Usability Engineering Plan (UEP)

		4.5.2.6.1 The Bidder submitted a draft UEP and used paragraph 4.4.4 of the SOW as the structure in submitting this draft RIS.



		4.5.2.7 Draft System Design Specification (SDS)

		4.5.2.7.1 The Bidder submitted a draft SDS and used paragraph 4.6.4 of the SOW as the structure in submitting this draft SDS.

		4.5.2.7.2 The draft SDS described the performance characteristics of the proposed solution in terms of construction, component functions, operation, and maintenance.

		4.5.2.7.3 The draft SDS demonstrated that the proposed solution is comprehensive, feasible and logical.

		4.5.2.7.4 The draft SDS described the architecture and composition of the proposed solution clearly indicating which parts already exist (re-use of existing components, provided as Purchaser Furnished Equipment) and which parts will be built under its...



		4.5.2.8 Draft Requirement Traceability Matrix (RTM)

		4.5.2.8.1 The Bidder submitted a draft RTM and used paragraph 4.6.4.13.1 of the SOW as the structure in submitting this draft RTM.



		4.5.2.9 Draft Project Test Plan (PTP)

		4.5.2.9.1 The Bidder submitted a draft PTP and used paragraph 4.8.4 of the SOW as the structure in submitting this draft PTP.

		4.5.2.9.2 The Bidder provided evidence that the proposed solution will not degrade the existing components and that non-regression tests will cover the current scope of the system.

		4.5.2.9.3 The Bidder described its understanding of its role during the all the testing phases of the project, in particular with Programme Verification Strategy (PVS) activities.]



		4.5.3 Part 2: Management

		4.5.3.1 The criteria used to evaluate Part 2, Management are listed in descending order of importance.

		4.5.3.2 Within those criteria, all of the sub-criteria are also listed in order of descending importance.

		4.5.3.3 The criteria of high importance will have higher weighting factors than the criteria of lower importance.

		4.5.3.4 Bidder Qualifications

		4.5.3.4.1 The Bidder described and demonstrated the relevant corporate experience in at least one (1) recent contract within the last five (5) years for which the Bidder had delivered the same as or substantially similar to the proposed solution, with...

		4.5.3.4.2 The Bidder provided a description of the necessary experiences to support the Project and System Lifecycle of the referenced project(s).

		4.5.3.4.3 For each referenced previous project(s) above, the Bidder provided a description of the solution deployed/delivered, highlighting similarities to the proposed solution; the purchaser(s) of these system(s); the user(s) of these system(s); the...

		4.5.3.4.4 For each of the proposed key personnel, the Bidder provided the Curriculum Vitae (CV) of each individual, clearly demonstrating their education and experience as required in paragraph 6 of the SOW.

		4.5.3.4.5 The Bidder provided evidence of previous use of the detailed sequence of activities which are expected to support the AGILE methodology through the project life cycle.

		4.5.3.4.6 The Bidder provided samples of indicators and metrics from similar AGILE project. Those covered at least the management, development and test activities.

		4.5.3.4.7 The Bidder characterized its processes and provided the evidence that they are described in standards, procedures, tools, and methods.

		4.5.3.4.8 The Bidder provided a clear definition of each processes in terms of purpose, inputs, entry criteria, activities, roles, measures, verification steps, outputs, and exit criteria.

		4.5.3.4.9 The Bidder provided evidence that the standards, process descriptions, and procedures for a project are tailored from the organization’s set of standard processes to suit a particular project.



		4.5.3.5 Draft Project Management Plan (PMP)

		4.5.3.5.1 The Bidder submitted a draft PMP and used paragraph 3.7 of the SOW as the structure in submitting this draft PMP. The draft PMP included all aspects of the project such as the Contractor's project management structure and project management ...

		4.5.3.5.2 The Bidder detailed the resources that will be allocated throughout the duration of the project, in particular with the period between the Final System Acceptance and the end of Warranty.

		4.5.3.5.3 The Bidder described the mechanism it will put in place to maintain the development capacity throughout the project lifecycle, especially during the periods when a support is required for external activities (e.g. PVS activities).



		4.5.3.6 Draft Project Product Breakdown Structure (PPBS)

		4.5.3.6.1 The Bidder submitted a draft PPSB and used paragraph 3.9 of the SOW as the structure in submitting this draft PPBS.

		4.5.3.6.2 The Bidder submitted the Product Description to include the purpose and function of the product and the level of quality required of the product.

		4.5.3.6.3 The Bidder submitted a Product Flow Diagram that clearly detailed the sequence of delivery of products and identifies dependencies between products (internal or external).



		4.5.3.7 Draft Project Work Breakdown Structure (PWBS)

		4.5.3.7.1 The Bidder submitted a draft PWBS and used paragraph 3.10 of the SOW as the structure in submitting this draft PWBS.

		4.5.3.7.2 The draft PWBS described the activities to a level that exposed all project risk factors and allowed accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.

		4.5.3.7.3 The draft PWBS included a Dictionary identifying for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support.



		4.5.3.8 Draft Project Management Schedule (PMS)

		4.5.3.8.1 The Bidder submitted a draft PMS and used paragraph 3.11 of the SOW as the structure in submitting this draft PMS.

		4.5.3.8.2 The draft PMS described the sequence, duration, and relationship among task orders, activities and work items.

		4.5.3.8.3 The Bidder provided evidence that the proposed schedule is realistic and took into account the constraints from BMD Programme events and the implementation contract output.



		4.5.3.9 Draft Risk Management Plan (RMP)

		4.5.3.9.1 The Bidder submitted a draft RMP and used paragraph 3.12 of the SOW as the structure in submitting this draft RMP. The draft RMP included initial risk register to include at least twenty (20) risks with all the required information filled to...



		4.5.4 Part 3: Supportability

		4.5.4.1 The criteria used to evaluate Part 3, Supportability are listed in descending order of importance.

		4.5.4.2 Within those criteria, all of the sub-criteria are also listed in order of descending importance.

		4.5.4.3 The criteria of high importance will have higher weighting factors than the criteria of lower importance.

		4.5.4.4 Draft Integrated Logistic Support (ILS) Plan

		4.5.4.4.1 The Bidder submitted a draft ILS Plan and used paragraph 5.2 of the SOW as the structure in submitting this draft ILS Plan. The draft ILS Plan demonstrated the Bidder’s capabilities to support the future capability.

		4.5.4.4.2 The draft ILS Plan also included a detailed Product Support Case using the Logistic Support Analysis (LSA) and Reliability, Availability, Maintainability (RAM) paragraph 5.4 of the SOW as the structure. The draft ILS Plan included the detail...



		4.5.4.5 Draft Configuration Management Plan (CMP)

		4.5.4.5.1 The Bidder submitted a draft CMP with a Traceability Matrix (as an annex) and used paragraph 3.13 of the SOW as the structure in submitting this draft CMP. The draft CMP demonstrated the Bidder’s ability to manage all aspects of the configur...



		4.5.4.6 Draft In-Service Support Plan (ISSP)

		4.5.4.6.1 The Bidder submitted a draft In-Service Support Plan (ISSP) with a Traceability Matrix (as an annex) and used paragraphs 5.9 and 5.12 of the SOW as the structure in submitting this draft plan.



		4.5.4.7 Draft Warranty/ In-Service Support (ISS) Report

		4.5.4.7.1 The Bidder submitted a draft Warranty/In-Service Support (ISS) Report and used paragraphs 5.9 and 5.13 of the SOW as the structure in submitting this draft report.



		4.5.4.8 Draft Training Plan

		4.5.4.8.1 The Bidder submitted a draft Training Plan (TP), and used paragraphs 5.8 and 6.6 of the SOW as the structure in submitting this draft Training Plan.]





		4.6 Evaluation Step 3: Price Evaluation

		4.6.1 The Bidder’s Volume 3 (Price) will be assessed for compliance against the following standards, and to determine that the proposed price is fair and reasonable:

		4.6.1.1 The total amount of the Bid [add if applicable: (inclusive of all work packages for the basic contract and all option years)] shall not exceed the ceiling in paragraph 3.6.3.9.

		4.6.1.2 The price meets the requirements for preparation and submission of Volume 3 (Price) set forth in the Bid Preparation Instructions (section 3).

		4.6.1.3 Detailed pricing information has been provided and is current, adequate, accurate, traceable, and complete.

		4.6.1.4 Volume 3 (Price) meets requirements for price realism as described below in paragraph 4.6.54.6.4.

		4.6.2 A Bid which fails to meet the compliance standards defined in this section may be declared non-compliant and may not be evaluated further by the Purchaser.

		4.6.3 Basis of Price Comparison

		4.6.3.1 The Purchaser will convert all prices quoted into EURO for purposes of comparison and computation of price scores. The exchange rate to be utilised by the Purchaser will be the average of the official buying and selling rates of the European C...

		4.6.3.2 The evaluated Bid price to be inserted into the formula specified at paragraph 4.2.4.1 will be derived as follows:

		4.6.3.2.1 [Add project specific details: The sum of the Firm Fixed Prices proposed for CLINs 1-7 as detailed below:



		4.6.3.3 Present Value

		4.6.3.3.1 For computation of price scores, the Purchaser will use a Present Value analysis of the evaluated prices. This calculation will convert the annual value, per the payment schedule, to a total Present Value. The rate to be utilised by the Purc...

		4.6.3.3.2 The evaluated bid price to be inserted into the formula specified at paragraph 4.2.4 will be the total Present Value of the annual values of contract [CLIN x to CLIN x]. See example Present Value conversion:

		4.6.4 Accuracy – Order of Precedence

		4.6.4.1 Bidders are responsible for the accuracy of their price bid. In case of inconsistencies between different parts of the bidding sheets and notwithstanding the possibility for the Purchaser, at its sole discretion, to resort to the Clarification...

		4.6.5 Price Realism

		4.6.5.1 In the event that the successful Bidder has submitted a Price Volume that is less than two thirds of the average of remaining compliant Bids, the Purchaser must ensure that the successful Bidder has not artificially reduced the offered price t...

		4.6.5.2 If a Bidder fails to submit a comprehensive and convincing explanation for one of the bases above, the Purchaser shall declare the Bid non-compliant and the Bidder will be so notified.

		4.6.5.3 If the Purchaser accepts the Bidder’s explanation of mistake and allows the Bidder to accept the Contract at the bid price or the explanation regarding competitive advantage is convincing, the Bidder shall agree that the supporting pricing dat...

		4.6.6 Once the offered prices as described in paragraph 4.6.3.2 have been calculated and checked, the formula set forth in paragraph 4.2.4.1 will be applied to derive the Price Score of each Bid.



		4.7 Evaluation Step 4: Calculation of Best Value Scores

		4.7.1 Upon conclusion and approval of the technical evaluation and price evaluation results, the pre-determined weighting scheme for the technical evaluation will be unsealed and the scores for the engineering, management and supportability factors wi...

		4.7.2 The highest scored Bid will be recommended as the apparent successful Bid.

		4.7.3 A statistical tie is deemed to exist when the final scores of the highest scoring Bids are within one point (1.0) of each other. For example, final scores of 67.30 and 68.30 are within one point of each other and would therefore be considered a ...

		4.7.4 Prior to confirmation of award, the Purchaser may invite the Bidder with the apparent successful Bid to one or more rounds of pre-award discussions. These discussions shall aim at clarifying and confirming, within the boundaries of the IFB docum...

		4.7.5 Upon the successful completion of these pre-award discussions, to the Purchaser’s full satisfaction, confirmation of final Bid compliance will be noted.

		4.7.6 The Purchaser will deliver the final set of contractual documents to the Bidder for their signature.





		ANNEX A  Prescribed Administrative Forms and Certificates

		ANNEX A.1.  Certificate of Legal Name of Bidder

		ANNEX A.2.  Acknowledgement of Receipt of IFB Amendments

		ANNEX A.3.  Certificate of Independent Determination

		ANNEX A.4.  Certificate of Bid Validity

		ANNEX A.5.  Certificate of Price Ceiling

		ANNEX A.6.  Certificate of Acknowledgement of Purchaser Exemption from Taxes, Duties and Charges

		ANNEX A.7.  Certificate of Origin of Equipment, Services and Intellectual Property

		ANNEX A.8.  Comprehension and Acceptance of Contract General and Special Provisions

		ANNEX A.9.  Disclosure of Involvement of Former NCI Agency Employment

		ANNEX A.9a Excerpt of NCI Agency AD. 05.00, Code of Conduct dated May 2017

		ANNEX A.10.  Disclosure of Requirements for NCI Agency Execution of Supplemental Agreements

		ANNEX A.11.  Certificate of AQAP 2110 or ISO 9001:2015 Compliance

		ANNEX A.12.  List of Proposed Key Personnel

		ANNEX A.13.  List of Prospective Subcontractors/Consortium Members

		ANNEX A.14.  Bidder Background IPR

		ANNEX A.15.  Subcontractor and Third Party IPR

		ANNEX A.16.  Vendor Supply Chain Security Self-Attestation Statement

		ANNEX A.16a Excerpt of the NATO Supply Chain Security Requirements, dated 30 March 2017

		Appendix 2 - Vendor Specific Requirements for Supply Chain Security

		This annex is providing the expectations and associated taxonomy for supply chain security for a vendor of CIS Security Enforcing Products to NATO.

		1. This section describes the practices applicable to the portions of such vendors’ Value Chains as identified in the Scope Section.

		2. These practices provide a framework regarding supply chain security areas and steps to be deployed, as applicable, by all suppliers and vendors of CIS products to NATO. Through the procurement process the final vendor will establish a supply chain ...

		3. These practices address the following key security areas applicable to the supply chains of vendors of CIS to NATO:



		ANNEX B  Clarification Request Form





		CO Ref#: RFQ_CO-424265-Tanium 

		Ref#: RFQ-CO-424265-Tanium

		Validity: twelve (12)

		AnnexA1: A.1.

		AnnexA2: A.2.

		A1-Division: 

		A1-SubDivision: 

		A1-AddressLine1: 

		A1-AddressLine2: 

		A1-AddressLine3: 

		A1-AddressLine4: 

		A1-POC1: 

		A1-Email: 

		A1-POC2: 

		A1-Position1: 

		A1-Position2: 

		A1-Tel1: 

		A1-Tel2: 

		A1-POCemail1: 

		A1-POCemail2: 

		A1-Date_af_date: 

		A1-Name: 

		A1-Title: 

		A2-CheckBox1: Off

		A2-CheckBox2: Off

		A2-Amdt1: 

		A2-Date1_af_date: 

		A2-Date10_af_date: 

		A2-Amdt2: 

		A2-Date2_af_date: 

		A2-Date11_af_date: 

		A2-Amdt3: 

		A2-Date3_af_date: 

		A2-Date12_af_date: 

		A2-Amdt4: 

		A2-Date4_af_date: 

		A2-Date13_af_date: 

		A2-Amdt5: 

		A2-Date5_af_date: 

		A2-Date14_af_date: 

		A2-Amdt6: 

		A2-Date6_af_date: 

		A2-Date15_af_date: 

		A2-Amdt7: 

		A2-Date7_af_date: 

		A2-Date16_af_date: 

		A2-Amdt8: 

		A2-Date8_af_date: 

		A2-Date17_af_date: 

		A2-Amdt9: 

		A2-Date9_af_date: 

		A2-Date18_af_date: 

		A2-Date_af_date: 

		A2-Title: 

		A2-Name: 

		AnnexA16: A.11.

		AnnexA3: A.3.

		AnnexA4: A.4.

		AnnexA6: A.5.

		AnnexA7: A.6.

		AnnexA8: A.7.

		A3-CheckBox1: Off

		A3-CheckBox2: Off

		A3-Date_af_date: 

		A3-Name: 

		A3-Title: 

		A4-Date_af_date: 

		A4-Name: 

		A4-Title: 

		A6-Date_af_date: 

		A6-Name: 

		A6-Title: 

		A7-Date_af_date: 

		A7-Name: 

		A7-Title: 

		A8-Date_af_date: 

		A8-Name: 

		A8-Title: 

		A11-Date_af_date: 

		AnnexA13: A.10.

		A13-CheckBox1: Off

		A13-CheckBox2: Off

		A13-Subcon1: 

		A13-Loc1: 

		A13-Item1: 

		A13-Value1: 

		A13-Subcon2: 

		A13-Loc2: 

		A13-Item2: 

		A13-Value2: 

		A13-Subcon3: 

		A13-Loc3: 

		A13-Item3: 

		A13-Value3: 

		A13-Subcon4: 

		A13-Loc4: 

		A13-Item4: 

		A13-Value4: 

		A13-Date_af_date: 

		A13-Name: 

		A13-Title: 

		A16-ProductsPart1: 

		A16-ProductsPart2: 

		A16-ProductsPart3: 

		A16-Name: 

		A16-Title: 

		A1-Company: 

		A16-Date_af_date: 

		Lock/Unlock: Off

		Button1: 

		AnnexA11: A.8.

		A11-CheckBox1: Off

		A11-CheckBox2: Off

		A11-CheckBox3: Off

		A11-Name: 

		A11-Title: 

		IFB/RFQ/RFP: []

		A4-CompanyPart2: 

		A4-CompanyPart1: 

		Contract (General) Provisions: []

		ICB/BOA: [Basic Ordering Agreement signed with the NCI Agency.]

		A17-Date_af_date: 

		A17-Name: 

		A17-Title: 

		AnnexA17: A.12.

		A17-Description2: 

		A17-Description3: 

		AnnexA12: A.9.

		A12-Position1: 

		A12-FullName1: 

		A12-Clearance1: []

		A12-Date1_af_date: 

		A12-Position2: 

		A12-FullName2: 

		A12-Clearance2: []

		A12-Date2_af_date: 

		A12-Position3: 

		A12-FullName3: 

		A12-Clearance3: []

		A12-Date3_af_date: 

		A12-Position4: 

		A12-FullName4: 

		A12-Clearance4: []

		A12-Date4_af_date: 

		A12-Position5: 

		A12-FullName5: 

		A12-Clearance5: []

		A12-Date5_af_date: 

		A12-Date6_af_date: 

		A12-Position6: 

		A12-FullName6: 

		A12-Clearance6: []

		A12-Position7: 

		A12-FullName7: 

		A12-Clearance7: []

		A12-Date7_af_date: 

		A12-Date_af_date: 

		A12-Name: 

		A12-Title: 

		A12-Position8: 

		A12-Position9: 

		A12-Position10: 

		A12-Position11: 

		A12-FullName8: 

		A12-Clearance8: []

		A12-Date8_af_date: 

		A12-FullName9: 

		A12-Clearance9: []

		A12-FullName10: 

		A12-Clearance10: []

		A12-Date9_af_date: 

		A12-Date10_af_date: 

		A12-FullName11: 

		A12-Clearance11: []

		A12-Date11_af_date: 

		A12-Position12: 

		A12-FullName12: 

		A12-Clearance12: []

		A12-Date12_af_date: 

		A12-Date13_af_date: 

		A12-Position13: 

		A12-FullName13: 

		A12-Clearance13: []

		A12-Position14: 

		A12-FullName14: 

		A12-Clearance14: []

		A12-Date14_af_date: 

		A12-Position15: 

		A12-FullName15: 

		A12-Clearance15: []

		A12-Date15_af_date: 

		A12-Position16: 

		A12-FullName16: 

		A12-Clearance16: []

		A12-Date16_af_date: 

		A12-Position17: 

		A12-FullName17: 

		A12-Clearance17: []

		A12-Date17_af_date: 
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Instructions

				Bidding Sheets Instructions

				NATO UNCLASSIFIED 

				INTRODUCTION & IMPORTANT NOTES

						All bidders are required to submit pricing details to demonstrate the Purchaser's Pricing Principles are being applied as part of their bids. All data submitted in these sheets shall be complete, verifiable and factual and include the required details. Any exclusions may render the bid as non compliant thus removing the bidder from the bidding process.

Bidders are REQUIRED to complete the following tabs:
- "Offer Summary",
- "CLIN Summary",
- "Labour",
- "Material",
- "Travel",
- "ODC",
- "Rates".
Note that input cells  in the "Offer Summary" and the "CLIN Summary" tabs are colour coded YELLOW.

The instructions for the detailed tabs can be found below, as well as in the green boxes within each detailed tab. G&A, Overhead, material handling and other indirect rates do not need to be separately calculated in the detail sheets but must be included in the totals for each category (Labour/Material/Travel/ODC) as appropriate. A list of the direct and indirect rates applied in the bid must also be provided in the "Rates" tab, although they do not need to be linked to any and the detailed calculations. The list of these rates will be requested in pre-contract award from the winning bidder.

						Note: any information found within GREEN boxes throughout the entire document is provided as an instruction and/or example only.

Any formulas provided in these bidding sheets are intended only to assist the bidder. Any changes in formula can be made at the bidder's discretions, as long as the detailed costs are clear, traceable and accurate as required. Ultimately the bidder is responsible for ALL values, formulas and calculations within the bidding sheets that are submitted to the Agency.

Bids in MULTIPLE CURRENCIES should follow the following instructions: 
- For the "Offer Summary" tab bidders must add "Firm Fixed Price" column to the right of the current table for each additional currency.
- For the "CLIN Summary" tab, Bidders have 2 options: A) Two columns "Unit Price" and "Total Firm Fixed Price" may be added to the right of the current table for each additional currency of the bid; B) Bidders may duplicate the CLIN Summary tab for each currency bid.
- For the Detailed tabs Bidders have 2 options: A) Provide all the detailed data for all currencies in the table provided, selecting the individual currencies from the dropdown lists and summing only common currencies together in CLIN Summary/Offer Summary Sheets B) Duplicate the CLIN Summary tab for each currency bid.




				DETAILED TABs		DESCRIPTION

				MATERIAL 
LABOUR
TRAVEL
ODCs		The detailed tables are to be completed by the bidder with all columns populated, and shall be expanded to include as many rows as necessary to provide the detail requested. The bidder is required to identify for each item the CLIN it is associated with from the drop down menu. Each column should then be populated using the column- specific instructions in the first row. Bidder may not delete columns within tables, or omit information from columns, but may add columns if necessary, although it's not anticipated this will be needed. 

Note CLINs with no costs associated with that item should also be selected within the table, and noted that there is no cost within that table for the CLIN. For example, if there is no labour associated with CLIN X.1, Select CLIN X.1 in the first column and then in the second column note "No Labour is associated with this CLIN". This will help to ensure that all the proper detail has been accounted for and properly allocated.  

Important Note: The Total sum of the "fully burdened" cost column should equal the grand total cost for each category (Labour, Material, etc.) to include profit as well as all indirect rates (G&A/Overhead/Material handling/etc.) associated with that category. These indirect rates must be included in the total firm fixed price on the appropriate detailed tab but are no longer required to be shown as separate calculations at the bidding stage. However, the bidder is required to include  the associated indirect costs in the totals of the detailed tab in the base unit costs. Alternatively, the bidder may choose to show these as separate calculations by expanding the table columns to show the additional costs due to these indirect rates (similar to the way profit is calculated). Note again although the detailed indirect rate calculations are not required at the bidding stage, this information will be requested from the winning bidder during pre-contract award discussions.

				RATES		As discussed previously in these instructions, the detailed indirect rate calculations are not required to be included in the bidding sheets, although the bidders may chose to do so. However, ALL bidders are required to state the G&A/OH/Material handling and any other indirect rates that they have applied to the bid.





NATO UNCLASSIFIED	


NATO UNCALSSIFIED	




Automated Checks





				A) COMPLETENESS CHECK for CURRENCY - "OFFER SUMMARY" TAB

				Currency has been entered for offer summary tab		Missing Currency



				B) ACCURACY CHECK #1- OFFER SUMMARY TOTALS MATCH CLIN SUMMARY				Delta

				Total Fixed Price Base Contract		ERROR:#REF!		ERROR:#REF!

				Total Fixed Price Evaluated Options		ERROR:#REF!		ERROR:#REF!

				Total Fixed Price Non-Evaluated Options		ERROR:#REF!		ERROR:#REF!



				C) ACCURACY CHECK #2- OFFER SUMMARY TOTALS MATCH DETAIL TABS

				Grand Total Offer summary (All CLINS) matches detail		ERROR:#REF!



				D) COMPLETENESS CHECK FOR CLIN DETAILS TAB

				Labour		ERROR:#REF!

				Material		ERROR:#REF!

				Travel		ERROR:#REF!

				ODCs		ERROR:#REF!



NATO UNCLASSIFIED	CO-14252-NNMS


NATO UNCLASSIFIED	CO-14252-NNMS


Automated Checks:
  
This tab is provided only as a tool for the bidders to assist in verifying that they have provided the bid currency as required and that the grand totals are accurate and traceable. 

Checks do not guarantee that the bid is accurate or traceable and ultimately the bidder is responsible to meet the requirements outlined in the bidding instructions to ensure completeness, accuracy, and traceability. 

Bidder is not required to use this automated checks tab, and is not required to ensure all items are "green" but it's highly recommended by the purchaser that this is used as a tool to ensure accuracy and minimize required corrections to the bid.



Offer Summary

				NATO UNCLASSIFIED 

												For multiple currencies, duplicate the "Firm Fixed Price" column for each currency

				CLIN Number 		CLIN DESCRIPTION		Firm Fixed Price

						Declare Currency => 



				Grand Total Firm Fixed Price - Base Contract				- 0



				CLIN 1 		CLIN 1 (BASE-EVALUATED) - HLO1 - Validate, Hardening, Configuration and Deployment		- 0

				CLIN 2 		CLIN 2 (BASE-EVALUATED) - HLO2- Roll out of TANIUM Agents across Mission environment.		- 0

				CLIN 3 		CLIN 3 (BASE-EVALUATED) - HLO3 - Training		- 0

				CLIN 4 		CLIN 4 (BASE-EVALUATED) - HLO4 - Acceptance		- 0

				Total Firm Fixed Price Base Contract				- 0



NATO UNCLASSIFIED	CO-14252-NNMS
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Offer Summary Instructions: 
Bidders are to populate all yellow cells. Firm fixed prices need to be provided for every CLIN, with no omissions.

Note that any formulas existing in the cells are provided only to assist the bidder, and ultimately all calculations are the bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The Total sum firm fixed price column in this "Offer Summary" sheet should equal the grand total from the "CLIN Summary" tab. These totals are also required to be traceable to the totals from the details tabs (Labour+Material+Travel+ODCs)= Grand Total= CLIN Summary Tab.

Example for multiple currencies: 






CLIN Summary

								NATO UNCLASSIFIED

				RFQ-CO-424266-TANIUM WP7 CLIN Summary

				BASE CONTRACT

				CLIN

Green Sarah: To be completed by NCIA		Description

Green Sarah: To be completed by NCIA		SOW Reference

Green Sarah: To be completed by NCIA		Required Completion Date

Green Sarah: To be completed by NCIA		Delivery Destination

Green Sarah: To be completed by NCIA		Delivery Form

Green Sarah: To be completed by NCIA		Unit of measure		Quantity		Unit Price		Total Firm Fixed Price		Optional Comments
 (Mandatory for zero costs lines)

Pachocki Jacek: If Bidder decides to keep any CLIN at zero costs the reason for it has to be explained in the corresponding Comments field.


																				Declare Currency => 

				1		CLIN 1 (BASE-EVALUATED) - HLO1 - Validate, Hardening, Configuration and Deployment																 

				1.1		Validate, Hardening, Configuration and Deployment		HLO1, Section 1		CAW + 13 weeks		NCIA 		----		Lot		1		- 0		- 0

				TOTAL PRICE CLIN 1																		- 0

				2		CLIN 2 (BASE-EVALUATED) - HLO2- Roll out of TANIUM Agents across Mission environment.																 

				2.1		Enterprise Services – Resources 		HLO 2,  Annex C		CAW + 24 weeks		NCIA 				Lot		1		- 0		- 0

				2.2		Tanium for End User Devices (all mission domains)		HLO 2, Section 1		CAW + 17 weeks		NCIA 		----		Units		1200		- 0		- 0

				2.3		Tanium for infrastructure at HQ		HLO 2, Section 1		CAW + 12 weeks		NCIA 		----		Units		150		- 0		- 0

				2.4		Tanium for infrastructure at MAF		HLO 2, Section 1		CAW + 12 weeks		NCIA 		----		Units		150		- 0		- 0

				2.5		Tanium Screen Sharing		HLO 2, Section 1		CAW + 12 weeks		NCIA 		----		Units		5		- 0		- 0

				TOTAL PRICE CLIN 2																		- 0

				3		CLIN 3 (BASE-EVALUATED) - HLO3 - Training																 

				3.1		TAN-PREM-ESR-1W (Enterprise Services Resource - 1 week)		HLO 3, Annex C		CAW + 24 weeks		NCIA 				Lot		2		- 0		- 0

				TOTAL PRICE CLIN 3																		- 0

				4		CLIN 4 (BASE-EVALUATED) - HLO4 - Acceptance																 

				4.1		PSA		Annex A		CAW+17 weeks		NCIA 				Lot		1		- 0		- 0

				4.2		FSA		HLO4, Annex A		CAW+25 weeks		NCIA 				Lot		1		- 0		- 0

				TOTAL PRICE CLIN 4																		- 0

				Total Firm Fixed Price- Base Contract										----								- 0
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CLIN Summary Instruction: 
Bidders are to populate all yellow cells. Firm fixed prices need to be provided for every CLIN, with no omissions.
If Bidder decides to keep any CLIN at zero costs the reason for it has to be explained in the corresponding Comments field.

For the CLIN Summary Tab Bidders have 2 options:
A) Columns may be added to the right of the current table; two columns "Unit Price" and "Total Firm Fixed Price" would be added for each additional currency of the bid;
B) Bidders may duplicate the CLIN Summary tab for each currency bid.

Note: Any formulas existing in the cells are provided only to assist the bidder and ultimately all calculations are the bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The total sum of the "Firm Fixed Price" column in this CLIN Summary sheet should equal the grand total from the "Offer Summary" tab. These totals are also required to be traceable to the totals from the details tabs (Labour+Material+Travel+ODC)= Grand Total= CLIN Summary Tab.

CLIN Summary Instruction: 
Bidders are to populate all yellow cells. Firm fixed prices need to be provided for every CLIN, with no omissions.
If Bidder decides to keep any CLIN at zero costs the reason for it has to be explained in the corresponding Comments field.

For the CLIN Summary Tab Bidders have 2 options:
A) Columns may be added to the right of the current table; two columns "Unit Price" and "Total Firm Fixed Price" would be added for each additional currency of the bid;
B) Bidders may duplicate the CLIN Summary tab for each currency bid.

Note: Any formulas existing in the cells are provided only to assist the bidder and ultimately all calculations are the bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The total sum of the "Firm Fixed Price" column in this CLIN Summary sheet should equal the grand total from the "Offer Summary" tab. These totals are also required to be traceable to the totals from the details tabs (Labour+Material+Travel+ODC)= Grand Total= CLIN Summary Tab.



Labour

				Populate each line of the table that contains labour with the appropriate CLIN from the drop down menu. Note that all CLINS should be accounted for and if there is no labour associated please include a line for that CLIN and indicate "No labour associated" in column C.		Identify specific labour categories used. For example:
Senior Systems Engineer,
Technician,
Junior program analyst, etc.		Identify the applicable currency. Bidder may choose to enter multiple currencies in one sheet or duplicate the sheet for multiple currencies.		Nr of PD's
Year 1 		Nr of PD's
Year 2		Nr of PD's
Year 3		Nr of PD's
Year 4		Nr of PD's
Year 5		Nr of PD's
Year 6		Nr of PD's
Year 7		Nr of PD's
Year 8		Nr of PD's
Year 9		Nr of PD's
Year 10		Unit Cost
per PD
Year 1		Unit Cost
per PD
Year 2		Unit Cost
per PD
Year 3		Unit Cost
per PD
Year 4		Unit Cost
per PD
Year 5		Unit Cost
per PD
Year 6		Unit Cost
per PD
Year 7		Unit Cost
per PD
Year 8		Unit Cost
per PD
Year 9		Unit Cost
per PD
Year 10		Use formula only, which is the total of the previous columns: "quantity x cost" for all years.				Profit calculation. Note the formula given in this column is an example only and the Bidder should enter the appropriate formula.
If the contractor did not apply profit, any or all of these cells can be 0. 		"Fully burdened" cost calculation for each labour category, which means the cost of all units including all profit and indirect rates associated  with material (G/A, overhead, etc.).		If the line of effort is performed by the bidder indicate "No" in each line that is not subcontracted.
If the line of effort is subcontracted indicate the company name in each line associated with its effort.				Enter profit percentage for labour in yellow cell below:

				CLIN		Labour Category		Currency		Person-Days
2025		Person-Days
2026		Person-Days
2027		Person-Days
2028		Person-Days
2029		Person-Days
2030		Person-Days
2031		Person-Days
2032		Person-Days
2033		Person-Days
2034		Lab-rate
2025		Lab-rate
2026		Lab-rate
2027		Lab-rate
2028		Lab-rate
2029		Lab-rate
2030		Lab-rate
2031		Lab-rate
2032		Lab-rate
2033		Lab-rate
2034		Extended cost		Expat Allowance (ONLY if applicable)		Profit 		Fully burdened cost		Subcontracted/ Name of Subcontractor				Profit =>		0%

				Example. CLIN 1.1.1

Pachocki Jacek: IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
		Systems Engineer		Euro (EUR)		25		20		15		10		5		10		15		20		25		30		50.00		51.00		52.00		53.00		54.00		55.00		56.00		57.00		58.00		59.00		9,600.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 				960.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		10,560.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		No				IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID

				CLIN 1.1		Insert Labour category name here																																												- 0		- 0		0.00		0.00

				CLIN 2.1		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 2.2		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 2.3		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 2.4		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 2.5		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 3.1		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 4.1		Insert Labour category name here																																												- 0				0.00		0.00

				CLIN 4.2		Insert Labour category name here																																												- 0				0.00		0.00

				Total																																																				0.00

				Please add as Persony rows as needed in the table above.
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Labour table Instructions: 
This detailed labour table is to be completed by Bidder with all columns populated and shall be expanded to include as many rows as necessary to provide the detail requested. Any unnecessary rows should be deleted (no blank entries).  Bidder is required to identify for each item the CLIN it is associated with from the drop down menu. Each column should then be populated using the column- specific instructions in the first row. Bidder may not delete columns or omit information from columns, but may add columns if necessary although it's not anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only to help Bidder and ultimately all calculations are the Bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The total sum of the "Fully burdened cost" column should equal the grand total labour cost to include profit as well as all indirect rates (G&A/Overhead/etc.) associated with labour. These indirect cost rates must be included in the total firm fixed price on the appropriate detailed tab but are no longer required to be broken out separately in the calculations at the bidding stage. However, Bidder is required to include  the associated indirect costs in the totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to show the additional costs due to these indirect rates (similar to the way profit is calculated). Option B is not required at the bidding stage but this detail will be requested from the winning bidder during pre-contract award discussions.

Note: Please see also the Rates tab where any and all rates included in this bid need to be listed.



Material

				Populate each line of the table that contains material with the appropriate CLIN from the drop down menu. Note that all CLINS should be accounted for and if there is no material associated please include a line for that CLIN and indicate "No material associated" in column C.		Identify specific material that is to be procured as a part of the proposed solution. This includes specific hardware items, software licenses, etc.		Provide a description of each item;
this can be a model number, hardware configuration description, etc.		Identify the applicable currency. Bidder may choose to enter multiple currencies in one sheet or duplicate the sheet for multiple currencies.		Nr of Units to be purchased
Year 1		Nr of Units to be purchased
Year 2		Nr of Units to be purchased
Year 3		Nr of Units to be purchased
Year 4		Nr of Units to be purchased
Year 5		Nr of Units to be purchased
Year 6		Nr of Units to be purchased
Year 7		Nr of Units to be purchased
Year 8		Nr of Units to be purchased
Year 9		Nr of Units to be purchased
Year 10		Unit Cost
Year 1		Unit Cost
Year 2		Unit Cost
Year 3		Unit Cost
Year 4		Unit Cost
Year 5		Unit Cost
Year 6		Unit Cost
Year 7		Unit Cost
Year 8		Unit Cost
Year 9		Unit Cost
Year 10		Use formula only, which is the total of the previous columns: "quantity x costs" for all years.		Profit calculation. Note the formula given in this column is an example only and the Bidder should enter the appropriate formula.
If the contractor did not apply profit, any or all of these cells can be 0. 		"Fully burdened" cost calculation for each labour category, which means the cost of all units including all profit and indirect rates associated  with material (G/A, overhead, etc.).		If the line of effort is performed by the bidder indicate "No" in each line that is not subcontracted.
If the line of effort is subcontracted indicate the company name in each line associated with its effort.				Enter profit percentage for material in yellow cell below:

				CLIN		Equipment Name 		Item Description		Currency 		Quantity
2025		Quantity
2026		Quantity
2027		Quantity
2028		Quantity
2029		Quantity
2030		Quantity
2031		Quantity
2032		Quantity
2033		Quantity
2034		Unit cost
2025		Unit cost
2026		Unit cost
2027		Unit cost
2028		Unit cost
2029		Unit cost
2030		Unit cost
2031		Unit cost
2032		Unit cost
2033		Unit cost
2034		Extended cost		Profit		Fully burdened cost		Subcontracted/ Name of Subcontractor				Profit =>		0%

				Example. CLIN 1.1.1

Pachocki Jacek: IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
		EXAMPLE: BrandX Server: TS1593		Example: HT800003 (model number)		Euro (EUR)		10		20		25		5		5		10		15		20		10		5		150.00		155.00		160.00		165.00		170.00		175.00		180.00		185.00		190.00		195.00		21,300.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		2,130.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		24,430.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		No				IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID

				CLIN 1.1		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 2.1		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 2.2		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 2.3		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 2.4		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 2.5		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 3.1		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 4.1		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				CLIN 4.2		Insert Purchased Equipment name		Insert Item Description/Model number																																												0.00		0.00		0.00

				Total																																																				0.00

				Please add as many rows as needed in the table above.



NATO UNCLASSIFIED	CO-14252-NNMS


NATO UNCLASSIFIED	CO-14252-NNMS


Material tab Instruction: 
This detailed material tab is to be completed by Bidder with all columns populated and shall be expanded to include as many rows as necessary to provide the detail requested. Any unnecessary rows should be deleted (no blank entries).  Bidder is required to identify for each item the CLIN it is associated with from the drop down menu. Each column should then be populated using the column- specific instructions in the first row. Bidder may not delete columns or omit information from columns, but may add columns if necessary although it's not anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only to help Bidder and ultimately all calculations are the Bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The total sum of the "Fully burdened cost" column should equal the grand total Material cost to include profit as well as all indirect rates (G&A/Overhead/Material handling/etc.) associated with material. These indirect cost rates must be included in the total firm fixed price on the appropriate detailed tab but are no longer required to be broken out separately in the calculations at the bidding stage. However, Bidder is required to include  the associated indirect costs in the totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to show the additional costs due to these indirect rates (similar to the way profit is calculated). Option B is not required at the bidding stage but this detail will be requested from the winning bidder during pre-contract award discussions.



Travel

				Populate each line of the table that contains travel with the appropriate CLIN from the drop down menu. Note that all CLINS should be accounted for and if there is no travel associated please include a line for that CLIN and indicate "No travel associated" in column C.		Identify the origin and the destination of each travel.		Year of expected Travel cost.		Identify the applicable currency. Bidder may choose to enter multiple currencies in one sheet or duplicate the sheet for multiple currencies.		Number of trips.		Number of people for each trip.		Number of days per trip.		Cost per roundtrip transportation
(Flight, train, etc.).		Per diem rate.		This column should only be expressed as a formula.		Profit calculation. Note the formula given in this column is an example only and the Bidder should enter the appropriate formula.
If the contractor did not apply profit, any or all of these cells can be 0. 		Calculated the Total Travel Cost.				Enter profit percentage for travel in yellow cell below:

				CLIN		Origin/Destination		Year		Currency		Nr of
trips		Nr of
people		Nr of Days
per trip		Cost per roundtrip		Per Diem		Extended cost		Profit		Total Cost				Profit =>		0%

				Example. CLIN 1.1.1

Pachocki Jacek: IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
		Rome/The Hague		2025		Euro (EUR)		4		3		5		600.00		150.00		16,200.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		810.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 		17,010.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 				IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID

				CLIN 1.1		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 2.1		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 2.2		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 2.3		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 2.4		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 2.5		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 3.1		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 4.1		Insert Origin/destination 																- 0		0.00		0.00

				CLIN 4.2		Insert Origin/destination 																- 0		0.00		0.00

				Total																						0.00

				Please add as many rows as needed in the table above.
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Travel table Instructions: 
This detailed Travel table is to be completed by Bidder with all columns populated and shall be expanded to include as many rows as necessary to provide the detail requested. Any unnecessary rows should be deleted (no blank entries).  Bidder is required to identify for each item the CLIN it is associated with from the drop down menu. Each column should then be populated using the column- specific instructions in the first row. Bidder may not delete columns or omit information from columns, but may add columns if necessary although it's not anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only to help Bidder and ultimately all calculations are the Bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The sum of the "Total cost" column on this tab should equal the grand total Travel cost to include any profit as well as all indirect rates (G&A/Overhead/etc.) associated with travel. These indirect cost rates must be included in the total firm fixed price on the appropriate detailed tab but are no longer required to be broken out separately in the calculations at the bidding stage. However, Bidder is required to include  the associated indirect costs in the totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to show the additional costs due to these indirect rates as separate columns. Option B is not required at the bidding stage but this detail will be requested from the winning bidder during pre-contract award discussions.



ODC

				Populate each line of the table that contains ODC with the appropriate CLIN from the drop down menu. Note that all CLINS should be accounted for and if there is no ODC associated please include a line for that CLIN and indicate "No ODC associated" in column C.		Name of the ODC item.		Description of the ODC item.		Year of expected ODC cost.		Identify the applicable currency. Bidder may choose to enter multiple currencies in one sheet or duplicate the sheet for multiple currencies.		Unit type,
(MD's, lot, etc.)		Number of units.		Unit cost.		This column should only be expressed as a formula.		Profit calculation (if applicable).
Note: The formula given in this column is an example only and the bidder should enter the appropriate formula.
If the contractor did not apply profit, any or all of these cells can be 0. 		Total ODC cost calculation.				Enter profit percentage for ODC in yellow cell below:

				CLIN		Item Name		Item Description		Year		Currency		Unit Type		Quantity		Unit cost 		Extended cost		Profit		Total Cost				Profit =>		0%

				Example. CLIN 1.1.1

Pachocki Jacek: IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
		Shipping		Shipping USA to BRU		2025		Euro (EUR)		Lot		2		3,000.00		6,000.00		300.00		6,300.00

Green Sarah: Per instructions, this column needs to be expressed as a formula. Example is formatted as text so that it is not accidently calculated into the grand totals. 				IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID

				CLIN 1.1		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 2.1		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 2.2		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 2.3		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 2.4		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 2.5		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 3.1		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 4.1		Insert Other Direct Cost item														0.00		0.00		0.00

				CLIN 4.2		Insert Other Direct Cost item														0.00		0.00		0.00

				Total																				0.00

				Please add as many rows as needed in the table above.
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ODC table Instructions: 
This detailed ODC table is to be completed by Bidder with all columns populated and shall be expanded to include as many rows as necessary to provide the detail requested. Any unnecessary rows should be deleted (no blank entries).  Bidder is required to identify for each item the CLIN it is associated with from the drop down menu. Each column should then be populated using the column- specific instructions in the first row. Bidder may not delete columns, or omit information from columns, but may add columns if necessary although it's not anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only to help Bidder and ultimately all calculations are the Bidder's responsibility. As such, the contractor may alter any formulas necessary to provide an accurate, clear and traceable bid as required. 

Important Note: The sum of the "Total cost" column on this tab should equal the grand total ODC cost to include any profit as well as all indirect rates (G&A/Overhead/etc.) associated with ODCs. These indirect cost rates must be included in the total firm fixed price on the appropriate detailed tab but are no longer required to be broken out separately in the calculations at the bidding stage. However, Bidder is required to include  the associated indirect costs in the totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to show the additional costs due to these indirect rates as separate columns. Option B is not required at the bidding stage but this detail will be requested from the winning bidder during pre-contract award discussions.



Rates

				Enter the name of the Rate here (G&A, Overhead, etc.)		Enter a rate description for non-standard rate categories		Enter the rate percentage				EXAMPLE ONLY: 

				Rate Name		Rate description*		Percentage				Name of Rate		Rate description

				[Insert Rate Name]				0%				Fringe				2%

				[Insert Rate Name]				0%				Overhead				2%

				[Insert Rate Name]				0%				G&A				2%

												ABC rate (company specific)		In the case of non-standard rates include a description		x%









				*Note: rate description only needed if this is a rate not included in the list below:

				Overhead

				Fringe

				General & Administrative

				Material Handling

				Profit- Labour

				Profit- Material
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Instructions: 

Although the rates in this tab do not need to be linked to calculations for purposes of the bid, it is required that Bidders list any and all rates included in their bid to include (but not limited to):
Overhead, Labour Fringe, Material handling, General &Administrative, Profit, etc. 



Settings

		NATO Member States Currencies

		Euro (EUR)

		Albanian Lek (ALL)

		Bulgarian Lev (BGN)

		Canadian Dollar (CAD)

		Croatian Kuna (HRK)

		Czech Koruna (CZK)

		Danish Krone (DKK)

		Estonian Kroon (EEK)

		Hungarian Forint (HUF)

		Icelandic Króna (ISK)

		Lithuanian Litas (LTL)

		North Macedonia Denar (MKD)

		Norwegian Krone (NOK)

		Polish Złoty (PLN)

		Romanian Leu (RON)

		Slovak Koruna (SKK)

		Turkish Lira (TRY)

		UK Pound sterling (GBP)

		US Dollar (USD)
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For multiple currencies, duplicate the "firm fixed price” colum for each currency

CLIN DESCRIPTION Firm Fixed Price  Firm Fixed Price  Firm Fixed Price
Currency Euro (EUR) US Dollar (USD) UK Pound sterling (GBP)
CLN1 Insert Base Contract CLIN Description here
CLIN2 Insert Base Contract CLIN Description here
CLIN3 Insert Base Contract CLIN Description here
CLIN4 Insert Base Contract CLIN Description here
CLINS Insert Base Contract CLIN Description here
CLING Insert Base Contract CLIN Description here
CLIN7 Insert Base Contract CLIN Description here
P S
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1. ALTERATIONS, MODIFICATIONS AND DELETIONS OF THE BASIC 
ORDERING AGREEMENT 


 
1.1. Article 11 “Invoices and Payment” of the Contract Special Provisions modifies 


Clause 11 “Invoices and Payment” of NCIA Basic Ordering Agreement. 
1.2. Article 15 “Intellectual Property” of the Contract Special Provisions modifies 


Clause 22 “Intellectual Property” of the NCI Basic Ordering Agreement. 


1.3. Article 21 “Force Majeure” of the Contract Special Provisions modifies Clause 30 
“Force Majeure” of NCIA Basic Ordering Agreement 


2. ORDER OF PRECEDENCE 
2.1. In the event of any inconsistency in this Contract, the inconsistency shall be 


resolved by giving precedence in the following order: 
 
a. Signature Sheet 
b. Part I - The Schedule of Supplies and Services (SSS) 
c. Part II - The Contract Special Provisions (SP)  
d. Part III - The Contract Basic Ordering Agreement (BOA) 
e. Part IV - The Statement of Work (SOW) and SOW Annexes  


3. SCOPE OF WORK  
 
3.1. The NATO Integrated Mobile Service Center (NIMSC)’s mission as part of NCIA 


is to provide NATO Alliance and its Partners with 24/7 scalable, protected, 
secure, reliable, and integrated Wireless Communication-based Services with 
focus on NATO Operations, Crisis Response, Missions, Exercises and Business 
Continuity. 


3.2. This scope covers a fully integrated system for asset discovery, vulnerability 
identification and remediation, application deployment, and security compliance 
auditing in constrained, deployable to NATO environments.  


3.3. The Contractor is required to deliver a converged endpoint management platform 
for robust endpoint cyber security in order to create endpoint detection and 
response solutions. The Contractor is also required to deliver multiple end-to-
end installations of the TANIUM cybersecurity platform across several classified 
information domains within NATO’s Mission Communications and Information 
Systems (CIS) environment: 
- Discovery of Assets connected to the CIS; 
- Vulnerabilities Identification and Remediation for endpoints; 
- Application Deployment and patching; 
- Security compliance auditing; 
- Endpoint Detect and Response (EDR); 
- Online Computer Forensics (OCF); 
- Threat Hunting and Impact Analysis; 
- Sensitive Data Detection for Data Leak Detection. 
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4. COMPREHENSION OF CONTRACT AND SPECIFICATIONS 
 
4.1. The Contractor warrants that he has read, understood and agreed to each and 


all terms, clauses, specifications and conditions specified in the Contract and 
that this signature of the Contract is an acceptance, without reservations, of the 
said Contract terms within their normal and common meaning. 


4.2. The specifications set forth the performance requirements for the Contractor’s 
proposed work as called for under this Contract. Accordingly, notwithstanding 
any conflict or inconsistency which hereafter may be found between 
achievement of the aforesaid performance requirements and adherence to the 
Contractor’s proposed design for the work, the Contractor hereby warrants that 
the work to be delivered will meet or exceed the performance requirements of 
the said specifications. 


4.3. The Contractor hereby acknowledges that he has no right to assert against the 
Purchaser, its officers, agents or employees, any claims or demands with respect 
to the aforesaid specifications as are in effect on the date of award of this 
Contract.  
4.3.1. Based upon impossibility of performance, defective, inaccurate, 


impracticable, insufficient or invalid specifications, implied warranties of 
suitability of such specifications, or 


4.3.2. Otherwise derived from the aforesaid specifications, and hereby waives 
any claims or demands so based or derived as might otherwise arise. 


4.4. Notwithstanding the “Changes” clause or any other clause of the Contract, the 
Contractor hereby agrees that no changes to the aforesaid specifications which 
may be necessary to permit achievement of the performance requirements 
specified herein for the Contractor’s proposed work shall entitle the Contractor 
either to any increase in the firm fixed price as set forth in this Contract or to any 
extension of the delivery times for the work beyond the period of performance in 
the Schedule of Supplies and Services. 
 


5. CONTRACT TYPE 
 
5.1. This is a Firm Fixed Price Contract for the supplies and services defined in Part 


I - Schedule of Supplies and Services and Part IV – Statement of Work. 
5.2. The Purchaser assumes no liability for costs incurred by the Contractor in excess 


of the stated Firm Fixed Price except as provided under other provisions of this 
Contract. 


5.3. The SSS of this Contract, organized into Contract Line Items (CLINs), lists all 
services and/or deliverables, and their fixed price.  


5.4. The Total Contract price is inclusive of all expenses related to the performance 
of the present contract. 


5.5. During the period described in Article 7 of these Special Provisions, the 
Contractor shall refrain from invoking hardship, significant economic changes or 
similar concepts for any alleged or proven increase in costs on Contractor side, 
even for reasons beyond its control, during the entire term of the Contract. This 
includes the pricing in the Schedule of Supplies and Services. 
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6. PLACE AND TERMS OF DELIVERY 
 
6.1. Deliverables under this Contract shall be delivered DDP (Delivery Duty Paid) in 


accordance with the International Chamber of Commerce INCOTERMS 2020 to 
the destination(s) and at such times as set forth in the Schedule of Supplies and 
Services. 


 
7. CONTRACT TERM 
 
7.1. The Contract Terms shall have a Base Performance Period of one (1) year: The 


Effective Date of the Contract (EDC). The work under the Contract shall 
commence on the effective date of the Contract and shall be completed in 
accordance with the Statement of Work and Schedule of Suppers and Services. 


7.2. It is the Purchaser’s intention that the present Contract covers the totality of the 
requirements as described in the Schedule of Supplies and Services. 


7.3. Firm Fixed Prices are established for the Supplies and Services defined in the 
Schedule of Supplies and Services. 


7.4. The Purchaser assumes no liability for costs incurred by the Contractor in excess 
of the stated Firm Fixed Prices except as provided under other provisions of this 
Contract. The total Contract price is inclusive of all expenses related to the 
performance of the present contract. 


8. PARTICIPATING COUNTRIES  
 
8.1. None of the services performed under this Contract, including project design, 


labour and services shall be performed by individuals or firms other than from 
and within NATO Participating Countries. 


8.2. Eligible Contractors, subcontractors and manufacturers, at any tier must be from 
a NATO Participating Country, which includes ALBANIA, BELGIUM, BULGARIA, 
CANADA, CROATIA, CZECHIA, DENMARK, ESTONIA, FINLAND, FRANCE, 
GERMANY, GREECE, ICELAND, ITALY, LATVIA, LITHUANIA, 
LUXEMBOURG, MONTENEGRO, THE NETHERLANDS, NORTH 
MACEDONIA, NORWAY, POLAND, PORTUGAL, REPUBLIC OF TÜRKIYE, 
ROMANIA, SLOVAKIA, SLOVENIA, SPAIN, SWEDEN, THE UNITED 
KINGDOM and THE UNITED STATES.  
 


8.3. No materials or items of equipment down to and including identifiable sub-
assembles, shall be manufactured or assembled by a firm other than by 
individuals or firms from within Participating Countries.  


8.4. The Contractor warrants that, to the best of the Contractor’s knowledge and 
belief, any exceptions to the origin of supplies have been disclosed as part of the 
Contractor’s proposal as incorporated in this Contract. 


8.5. The Contractor agrees that if any deviations from the origin of supplies specified 
in this clause or in the Contractor’s proposal is discovered after award, the 
Contractor will make a full disclosure in writing to the Agency. This disclosure 
shall include a description of the actions which the Contractor has taken or 
proposes to take, after consultation with the Agency, to avoid the deviation and 
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any cost and price data that may be reasonably required by the Agency in order 
to assess any price reductions that the Agency may be entitled to in accordance 
with the terms of this clause. 


8.6. Any deviation from the origin of supplies specified in this clause or in the 
Contractor’s proposal must be approved in writing by the Agency. If such a 
deviation results in a reduction of the costs originally foreseen by the Contractor 
for the performance of the Contract, the Agency will be entitled to an equitable 
reduction of the contract price and the Contract will be modified accordingly. In 
no case a deviation from the origin of supplies specified in this clause or in the 
Contractor’s proposal will result in an increase of contract prices. 


8.7. If the Contractor was aware of a potential deviation prior to award or discovered 
an actual or potential deviation after award and did not disclose or 
misrepresented relevant information to the Agency, the Agency may terminate 
the Contract for default, in whole or in part, and pursue such other remedies as 
may be permitted by law or this Contract. 


8.8. Unless otherwise authorized by the terms of the prospective contract, the 
Intellectual Property Rights to all design documentation and related system 
operating software shall reside in NATO member countries, and no license fees, 
and no license fees or royalty charges shall be paid by the Contractor to firms, 
individuals or governments other than within the NATO member community. 


9. CONTRACT ADMINISTRATION 
 
9.1. The Purchaser is the NATO Communications and Information Agency (NCI 


Agency). The Purchaser is the Point of Contact for all contractual and technical 
issues. The Contractor shall accept Contract modifications only in writing from 
the Purchaser’s Contracting Authority.  


9.2. All notices and communications between the Contractor and the Purchaser shall 
be written and conducted in English.  


9.3. Formal letters and communications shall be personally delivered or sent by mail, 
registered mail, courier or other delivery service, to the official points of contact 
quoted in this Contract.  


9.4. Informal notices and informal communications may be exchanged by any other 
communications means including telephone and e-mail. All informal 
communication must be confirmed by a formal letter or other formal 
communication to be contractually binding. 


9.5. All notices and communications shall be effective upon receipt. 


9.6. Official points of contact are: 


Purchaser Contractor 
NCI Agency 
NATO Headquarters 
Boulevard Leopold III 
1110 Brussels, Belgium 
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For Contractual & Technical Matters: 
Attn:  
Tel:  
E-mail:  
For Technical/Delivery Matters: 
Attn:  
Tel:  
E-mail:  


 


10. TRANSPORTATION OF EQUIPMENT 
 
10.1. All equipment covered under this Contract, including Purchaser Furnished 


Equipment (PFE), once handed over to the Contractor, and items shipped under 
warranty for repair or otherwise, shall be transported to and from all destinations 
at the cost and responsibility of the Contractor. The Purchaser shall not be liable 
for any storage, damage, accessorial or any other charges involved in such 
transporting of supplies. 


11. INVOICES AND PAYMENTS 
 
11.1. This This Clause modifies Clause 11 of the NCIA Basic Ordering Agreements. 


11.2. Following Purchaser acceptance, in writing, payment for supplies and services 
furnished shall be made in the currency specified for the relevant portion of the 
Contract. 


11.3. The term of the Contract may not be exceeded without approval of the 
Purchaser. In no case will the Purchaser make payment above the total of the 
corresponding CLINs. 


11.4. No payment shall be made if CLIN items agreed for delivery before milestones 
are not complete as described in the SSS and SOW. 


11.5. No payment shall be made with respect to undelivered supplies; work not 
performed, services not rendered and/or incorrectly submitted invoices. 


11.6. No payment will be made for additional items delivered that are not specified in 
the contractual document. 


11.7.  CLINs will be paid as below and based on Purchaser milestone approval in 
writing. 


11.8. Invoices in respect of any service and/or deliverable shall be prepared and 
submitted as specified hereafter and shall contain: 


a) Contract number CO-424265-Tanium  


b) Contract Amendment number (if any) 


c) Purchase Order number  


d) The identification of the performance rendered in terms of Contract 
Line Item Number (CLIN) 
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e) Bank account details for international wire transfers (SWIFT, BIC, 
IBAN) 


11.9. Payments for services and deliverables shall be made in the currency stated 
by the Contractor for the relevant Contract Line Item. 


11.10. The Purchaser is released from paying any interest resulting from any reason 
whatsoever. 


11.11. The invoice shall contain the following certificate: 
“I certify that the above invoice is true and correct, that the delivery of the above 
described items has been duly effected and/or that the above mentioned 
services have been rendered and the payment therefore has not been 
received.”  


 The certificate shall be signed by a duly authorised company official on the 
designated original. 


11.12. All invoices shall be submitted electronically through NCIA’s NEO iSupplier 
portal (link). All suppliers without access to the portal, are required to first 
register here.  


11.13. No paper invoices will be accepted. 


12. TAXES AND DUTIES  
 
12.1 The Purchaser, by virtue of its status under the terms of Article IX and X of the 


Ottawa Agreement is exempt from all direct taxes (including VAT) and all 
customs duties on merchandise imported or exported. 


 
12.2 The Contractor agrees to verify prior to issuance of any invoice and in 


consultation with the Purchaser, whether in the nation where the VAT would be 
due, the Purchaser is exempt from VAT at source or is entitled to claim 
reimbursement of VAT. 


 
12.3  Where the Purchaser is exempt from VAT at source, the Contractor shall 


exclude VAT from the invoice. In addition, the Contractor shall include on the 
invoice the statement at Clause 12.3.1 and the appropriate country reference 
at 12.3.2 below: 


 
12.3.1 'It is certified that the Hardware, Services and/or Software listed are 


being purchased for official use by the North Atlantic Treaty 
Organisation and shall be supplied free of VAT in accordance with'; 
and; 


 
12.3.2   The appropriate country reference: 
 
12.3.2.1 for contractors from Belgium: 'Article 42 §3, 3º du code de la TVA 


et/ou exemption des droits d'accises/accises spéciaux DL 1/76.979 
du 4/10/83'; 


 
12.3.2.2  for contractors from other European Union (EU) countries: Article 


151 from the EU Council Directive 2006/112/EC and Article 13 from 
the EU Council Directive 2008/118/EC'; 


 



https://nciatransitvpc-userpooldomain-neo.auth.eu-central-1.amazoncognito.com/login?client_id=23tltsk7d142n08nuke9qq28fc&redirect_uri=https://neo.ncia.nato.int/oauth2/idpresponse&response_type=code&scope=openid&state=QkUbfcv9ZjFWr9H7d7EHOL4ld7Q/ByOPZhlfbkQos/IvaaoFWvVWB1x%2B%2Bc/LHA/eEKa6YYxAvqzO7zWwgVQA2IgXQvIK5EAgdYLP0/eKJbLz9YRLs5/2hPx6UNdtYTTmq8sFhmayWvBPvhj86JJsllk9AvgizoUuKcYNNr9Y2P4cp0uke4bvxjgVXXX8ymzRmUcnc9UXhkA2c%2BgCFnx1QIZT4zX%2BW30jfailhNrmZpG69lOxb4lN%2BQ%3D%3D

https://www.ncia.nato.int/business/neo-eprocurement/registration.html
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12.3.2.3 for contractors from non-EU countries: 'Article IX and X of the Ottawa 
Agreement, dated 20 September 1951'. 


 
12.3.5      for contractors from the United Kingdom:  
 
12.3.5.1 The purchase order must also include the following statement 


according to which entity the purchase is for: 
 


   'I hereby certify that the goods and services listed are being purchased 
for official use by the North Atlantic Treaty Organisation and should be 
supplied free of VAT in accordance with the agreement with HMRC 
(reference PRIV 59/16)'; or 


 
'I hereby certify that the goods and services listed are being purchased 
on behalf of the HQ Allied Maritime Command for official use by the 
North Atlantic Treaty Organisation and should be supplied free of VAT 
in accordance with the agreement with HMRC (reference PRIV 
59/16)'. 


 
 12.4 Outside of clause 12.3 above, the Contractor will cooperate with the Purchaser 


to provide all necessary documentation to ensure Purchaser obtains the VAT 
exemption. 


 


13. INDEPENDENT CONTRACTOR 
 
13.1. The Personnel provided by the Contractor are at all times employees of the 


Contractor and not the Purchaser.  In no case shall Contractor personnel act on 
behalf of or as an agent for NATO or any of its bodies. In no way shall the 
Contractor personnel claim directly or indirectly to represent NATO in an official 
capacity or claim themselves to be NATO employees. 


13.2. The Purchaser shall not be responsible for securing work permits, lodging, 
leases nor tax declarations, driving permits, etc., with national or local authorities. 
Contractors personnel employed under this Contract are not eligible for any 
diplomatic privileges or for NATO employee benefits. 


14. NON DISCLOSURE AGREEMENT 
 
14.1. All Contractor and Subcontractor personnel working at any NATO Organisation 


/ Commands premises or having access to NATO classified / commercial-in-
confidence information must certify and sign the Declaration attached hereto at 
Annex A and provide it to the NCI Agency Contracting Officer prior to the 
commencement of any performance under this Contract. 


15. INTELLECTUAL PROPERTY 


15.1. Any use of Contractor Background IPR and Third Party IPR for the purpose of 
carrying out the Work pursuant to the Contract shall be free of any charge to 
Purchaser. The Contractor hereby grants to NATO and NATO Nations a non-
exclusive, royalty-free and irrevocable licence to use without limitation in the 
number of users, provided the background is used with the foreground and 
authorise others to use any Contractor Background IPR for the purpose of 
exploiting or otherwise using the Foreground IPR. 
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15.2. The Contractor shall retain full ownership of its Background IPR. Under this 
Contract, the Contractor grants the Purchaser a license to use the Background 
IPR solely for the purpose of (software/cloud app) for its operations. In this 
context, source codes, detailed designed information or any rights beyond those 
expressly granted in this clause belongs to the Contractor. 


15.3. The Purchaser will accept no constraints or limitations on the use of Contract 
deliverables. Accordingly, the Contractor shall not include any Background 
Intellectual Property or third party software in the code provided to the Purchaser.  
In the event that any such code would have to be included, the Contractor shall 
seek Purchaser’s prior agreement and ensure that unlimited rights are secured 
for the Purchaser to use the deliverables under the Contract. 


16. SOFTWARE 
 
16.1. The Purchaser reserves the right to exclude from the awarded Contract the 


purchase of software licenses for which NATO has established Framework 
Contracts. In this case, the Contract terms, schedule and prices will be modified 
accordingly, and the software licenses will be provided to the Contractor in the 
form of "Purchaser Furnished Property (including software)”. 


16.2. Where the term Purchaser Furnished Equipment (PFE) is used it should be 
interpreted as Purchaser Furnished Property. 


17. KEY PERSONNEL  
 
17.1. The designated Contractor personnel fulfilling the roles as described in 


Statement of Work are considered Key Personnel for successful Contract 
performance and are subject to the provisions of this Clause as set forth in the 
following paragraphs. 


17.2. The Purchaser shall have the right to reject Key Personnel. 


17.3. The following individuals are identified as Key Personnel under this Contract: 


Role Name 
Project Manager  
Technical Lead  
CIS Security Manager  


 
17.4. Under the terms of this Clause, Key Personnel may not be voluntarily diverted 


by the Contractor to perform work outside the Contract unless approved by the 
Purchaser. In cases where the Contractor has no control over the individual’s 
non-availability (e.g. resignation, sickness, incapacity, etc.), the Contractor shall 
notify the Purchaser immediately of a change of Key Personnel and offer a 
substitute with equivalent qualifications at no additional costs to the Purchaser 
within 21 days of the date of knowledge of the prospective vacancy. 


17.5. The Contractor shall take all reasonable steps to avoid changes to Key 
Personnel assigned to this project except where changes are unavoidable or are 
of a temporary nature. Any replacement personnel shall be of a similar grade, 
standard and experience as the individual to be substituted and must meet the 
minimum qualifications and required skills cited in the attached Statement of 
Work. 
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17.6. In the event of a substitution of any Key Personnel listed above and prior to 
commencement of performance, the Contractor shall provide a CV for the 
personnel proposed. The CV shall clearly stipulate full details of professional and 
educational background, and evidence that the personnel is qualified in pertinent 
Contract related areas of the SOW. 


17.7. The Purchaser reserves the right to interview any Contractor personnel proposed 
in substitution of previously employed Contractor Key Personnel to verify their 
language skills, experience and qualifications, and to assess technical 
compliance with the requirements set forth in the SOW. 


17.8. The interview, if required, may be conducted as a telephone interview, or may 
be carried out at the Purchaser’s premises in Brussels, Belgium. 


17.9. If, as a result of the evaluation of the CV and/or interview the Purchaser judges 
that the proposed replacement Key Personnel does not meet the required skills 
levels, he shall have the right to request the Contractor to offer another qualified 
individual in lieu thereof. 


17.10. All costs to the Contractor associated with the interview(s) shall be borne by 
the Contractor, independently from the outcome of the Purchaser’s evaluation. 


17.11. The Purchaser Contracting Authority will confirm any consent given to a 
substitution in writing and only such written consent shall be deemed as valid 
evidence of Purchaser consent. Each of the replacement personnel will also be 
required to sign the Non-Disclosure Declaration at Annex A hereto prior to 
commencement of work. 


17.12. Furthermore, even after acceptance of Contractor personnel on the basis of 
his/her CV and/or interview, the Purchaser reserves the right to reject 
Contractor personnel, if the individual is not meeting the required level of 
competence. The Purchaser will inform the Contractor, in writing, in cases 
where such a decision is taken and the Contractor shall propose and make 
other personnel available within ten working days after the written notification. 
The Purchaser shall have no obligation to justify the grounds of its decision and 
the Purchaser’s acceptance of Contractor personnel shall in no way relieve the 
Contractor of his responsibility to achieve the contractual and technical 
requirements of this Contract nor imply any responsibility of the Purchaser. 


17.13. The Purchaser may, for just cause, require the Contractor to remove his 
employee. Notice for removal will be given to the Contractor by the Purchaser 
in writing and will state the cause justifying the removal. The notice will either 
demand substitution for the individual involved and/or contain a notice of default 
and the remedies to be sought by the Purchaser. 


17.14. In those cases where, in the judgement of the Purchaser, the inability of the 
Contractor to provide a suitable replacement in accordance with the terms of 
this Clause may potentially endanger the progress under the Contract, the 
Purchaser shall have the right to terminate the Contract as provided under 
Clause 19 (Termination for Default) of the NCIA Basic Ordering Agreement. 


17.15. NATO, as an international organization, is not subject to GDPR and national 
data protection law. Nevertheless, the Purchaser is committed to protecting the 
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personal data that it processes. All processing of personal data will be done in 
accordance with applicable NATO policies and regulations. 


18. CONFLICT OF INTEREST 
 
18.1. A conflict of interest means that because of other activities or relationships with 


other persons or entities, a Contractor is unable, or potentially unable to render 
impartial assistance or advice to the Purchaser, or the Contractor’s objectivity in 
performing the Contract work is, or might be otherwise impaired, or the 
Contractor has an unfair competitive advantage. Conflict of interest includes 
situations where the capacity of a Contractor (including the Contractor’s 
executives, directors, consultants, subsidiaries, parent companies or 
Subcontractors) to give impartial, technically sound advice or objective 
performance  is or may be impaired or may otherwise result in a biased work 
product or performance because of any past, present or planned interest, 
financial or otherwise in organizations whose interest may substantially affected 
or be substantially affected by the Contractor’s performance under the Contract. 


18.2. The Contractor is responsible for maintaining and providing up-to-date conflict of 
interest information to the Purchaser. If, after award of this Contract or any task 
order herein, the Contractor discovers a conflict of interest with respect to this 
Contract or task order which could not reasonably have been known prior to 
award, or if any additional conflicts or potential conflicts arise after award, the 
Contractor shall give written notice to the Purchaser as set forth below. 


18.3. If, after award of this Contract or any order herein, the Purchaser discovers a 
conflict of interest with respect to this Contract or  order, which has not been 
disclosed by the Contractor, the Purchaser may at its sole discretion request 
additional information from the Contractor, impose mitigation measures, or 
terminate the Contract for default in accordance with Clause 19 (Termination for 
Default) of the NCIA Basic Ordering Agreement. 


18.4. The Contractor's notice called for in paragraph 18.2 above shall describe the 
actual, apparent, or potential conflict of interest, the action(s) the Contractor has 
taken or proposes to take to avoid or mitigate any conflict, and shall set forth any 
other information which the Contractor believes would be helpful to the 
Purchaser in analysing the situation. Any changes to the Contractor’s conflict of 
interest mitigation plan, if any is incorporated in the Contract, should be also 
detailed. 


18.5. The Contractor has the responsibility of formulating and forwarding a proposed 
conflict of interest mitigation plan to the Purchaser, for review and consideration. 
This responsibility arises when the Contractor first learns of an actual, apparent, 
or potential conflict of interest. 


18.6. If the Purchaser in its discretion determines that the Contractor's actual, 
apparent, or potential conflict of interest remains, or the measures proposed are 
insufficient to avoid or mitigate the conflict, the Purchaser will direct a course of 
action to the Contractor designed to avoid, neutralize, or mitigate the conflict of 
interest. If the parties fail to reach agreement on a course of action, or if having 
reached such agreement, the Contractor fails to strictly adhere to such 
agreement during the remaining period of Contract performance, the Purchaser 
has the discretion to terminate the Contract for default or alternatively refrain 
from exercising any further Option or Work Package under the Contract. 
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18.7. The Contractor's misrepresentation of facts in connection with a conflict of 
interest reported, or a Contractor’s failure to disclose a conflict of interest as 
required shall be a basis for default termination of this Contract. 


18.8. The Purchaser reserves his right to assign a Technical Representative who will 
provide the Contractor personnel with instruction and guidance, within the 
general scope of work, in performance of their duties and working schedule. 


18.9. Neither the Purchaser’s Project Manager, nor any Technical Representative, as 
mentioned in Clause 18.8 above, has the authority to change the terms and 
conditions of the Contract. If the Contractor has reason to believe that the Project 
Manager/Technical Representative is requesting products and services on terms 
inconsistent with that in the scope of the Contract, the Contractor shall 
immediately inform the Purchaser’s Contracting Authority for confirmation of the 
actions. Failure to obtain confirmation that the action of the Project Manager is 
under the authority of the Contract shall render any subsequent claim null and 
void.  


18.10. Upon receipt of such notification above, the Purchaser’s Contracting Authority  
will: 


a) confirm the effort requested is within scope, or; 


b) confirm that the instructions received constitute a change and 


request a quotation for a modification of scope and/or price, or; 


c) rescind the instructions. 


19. RELEASE OF INFORMATION 
 
19.1. Both Parties shall seek the prior written approval of each other before publishing 


any press release or disclosing any other information, orally or in writing, in 
relation to the Contract. The approval of both Parties shall be required for both 
the opportunity and the content of the information. 


20. INDEMNITY 
 
20.1. The Contractor will indemnify and hold harmless NATO, its servants or agents, 


against any liability, loss or damage arising out of or in connection of the Supplies 
and Services under this Contract, including, without being limited thereto the 
provisions set out in Clause 22, “Intellectual Property” of the NCIA Contract Basic 
Ordering Agreement. 


20.2. The Contractor will indemnify NATO and its servants or agents, against claims 
made against NATO and its servants or agents, by their personnel, and their 
sub-Contractors (including their personal representatives) in respect of personal 
injury or death of such personnel or loss or destruction of or damage to the 
property of such personnel. 


20.3. The Contractor will consult with the Agency over the handling of any claim or 
action to which the provisions of this Article may be relevant and will consult with 
the Agency over the handling of any such claim and conduct of any such action 
and will not without prior consultation and without the concurrence of the Agency 
settle or compromise any such claim or action. 
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20.4. In the event of an accident resulting in loss, damage, injury or death arising from 
negligence or wilful intent of an agent, officer or employee of NATO for which the 
risk has been assumed by the Contractor, the Contractor shall involve the 
Agency in any investigation into the cause of the accident. 


21. FORCE MAJEURE 
 
21.1. “Force Majeure” means the occurrence of an event or circumstance that prevents 


a Party (the “Affected Party”) from performing one or more of its contractual 
obligations under the Contract, provided that: (i) it renders performance 
impossible; (ii) it is beyond the Affected Party’s reasonable control and without 
the Affected Party’s cause, fault or negligence; (iii) by its nature it could not have 
been reasonably foreseen at the time of conclusion of the Contract; and (iv) the 
effects of it could not reasonably have been avoided or overcome by the Affected 
Party. 


21.2. Examples of Force Majeure, provided conditions (i)-(iv) of paragraph [1] are all 
fulfilled, include the following occurences of which the Contractor could nog have 
been aware at the time of Contract signature: 


21.2.1. currency and trade restriction, embargo, sanction; 


21.2.2. act of authority whether lawful or unlawful, compliance with any law or 
governmental order, expropriation, seizure of works, requisition, 
nationalisation; 


21.2.3. plague, epidemic, natural disaster or extreme natural event; 


21.2.4. explosion, fire, destruction of equipment, prolonged break-down of transport, 
telecommunication, information system or energy; and 


21.2.5. general labour disturbance such as boycott, strike and lock-out, go-slow, 
occupation of factories and premises. 


21.3. The Affected Party must give the other party to the Contract (the “Other Party”) 
written notice without delay detailing the occurrence and its expected duration. 
The Other Party shall within a reasonable time respond, stating whether it 
accepts or rejects the occurrence as Force Majeure. 


21.4. If the Other Party accepts the occurrence as Force Majeure, the Contract shall 
remain in force but the Parties will be relieved from performance of their 
obligations (including payment) under Contract, from the date at which the Other 
Party received written notice, for so long as the effects of Force Majeure continue 
or for ninety (90) days, whichever is the shorter, provided that: 


21.4.1. the Affected Party makes all reasonable efforts to limit the effects of Force 
Majeure upon performance and to avoid or overcome the effects of Force 
Majeure; 


21.4.2. the suspension of performance is of no greater scope than is necessitated by 
Force Majeure; 


21.4.3. the Affected Party continues to furnish weekly updates by email while the 
effects of Force Majeure continue detailing reasonable efforts made in 
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accordance with 21.4.1, and notifies the Other Party immediately when the 
effects of Force Majeure are avoided or overcome, or cease, and resumes 
performance immediately thereafter. 


21.5. Neither Party shall be in breach of the Contract nor liable for delay in performing, 
or for failing to perform, its obligations under the Contract, due to Force Majeure. 


21.6. Unless otherwise agreed by the Parties, if Force Majeure continues for more than 
ninety (90) days, the Parties may agree:  


a) to a revised delivery schedule at no cost;  
b) to a reduction of scope terminating part of the contract at no cost; or  
c) to terminate the whole of the Contract at no cost. 


 
22. SUPPLIER CODE OF CONDUCT  


22.1. The NCI Agency has a Supplier Code of Conduct located at 
https://www.ncia.nato.int/business/do-business-with-us/code-of-conduct.html  
and the compliance therwith constitutes part of this Contract. 


22.2. This Supplier Code of Conduct sets standards and practices for suppliers and 
their subcontractors to adhere to when doing business with the NCI Agency in 
the areas of labour rights, human rights, data protection, ethical conduct and the 
environment. It contains fundamental, basic principles that any supplier based in 
a NATO country should already be operating in compliance with. 


23. SECURITY 
 
23.1. The security classification of this Contract is NATO UNCLASSIFIED.  
23.2. In the performance of all works under this Contract it shall be the Contractor’s 


responsibility to ascertain and comply with all applicable NATO and National 
security regulations as implemented by the Purchaser and by the local 
authorities. 


23.3. The Contractor’s facilities shall meet NATO Security Regulations to permit 
handling and storage of information and equipment classified up to and including 
NATO SΞCRΞT. 


23.4. Contractor and /or Subcontractor personnel employed under this Contract that 
will require access to locations, such as sites and headquarters, shall have a 
confirmed security clearance of “NATO SΞCRΞT” at the Contract award stage. 


23.5. Failure to obtain or maintain the required level of security for Contractor and/or 
Sub-contractor personnel for the period of performance of this contract shall not 
be grounds for any delay in the scheduled performance of this Contract and may 
be grounds for Liquidated Damages. 


23.6. All NATO CLASSIFIED material entrusted to the Contractor shall be handled and 
safeguarded in accordance with applicable security regulations. 


23.7. The Contractor will be required to handle and store classified material to the level 
of “NATO SECRET”. 


23.8. It shall be the Contractor’s responsibility to obtain the appropriate personnel and 
facility clearances to the levels stated in the preceding paragraphs and to have 
such clearances confirmed to the Purchaser by the relevant National security 
authority for the duration of the Contract in its entirety. 



https://www.ncia.nato.int/business/do-business-with-us/code-of-conduct.html
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23.9. The personnel working at the Purchaser’s facilities will be required to sign the 
certificate in Annex A before beginning any work under this Contract. 


23.10. The Contractor shall note that there are restrictions regarding the carriage and 
use of electronic device (e.g. laptops) in Purchaser secured locations. The 
Contractor shall be responsible for satisfying and obtaining from the 
appropriate site authorities the necessary clearance to bring any such 
equipment into the facility. 


23.11. At the end of the Contract, the Contractor shall deliver all the documentation 
and information collected and generated in support of this Contract to the 
Purchaser. This includes a certificate that no copies are retained at the 
Contractor’s facilities. Additionally, any equipment that had been connected to 
a classified network during this Contract shall be returned to the Purchaser (i.e. 
laptops, USB-keys, etc.). 


23.12. The Contractor’s Team Members shall possess a valid passport or ID card that 
is required for the duration of the contract. 


23.13. In applying the security measures, the Contractor shall observe the security 
classification guidance provided in the following table. To avoid over or under 
classifying items and, in the event of doubt regarding the correct classification 
to apply, the Contractor shall seek guidance from the Purchaser.  


Serial Detailed Aspects of Classification Security Grading 


1 Schedule of Supplies and Services NATO UNCLASSIFIED 


2 Contract Special Provisions NATO UNCLASSIFIED 


4 Basic Ordering Agreement  NATO UNCLASSIFIED 


5 SOW plus Annex A-D  NATO UNCLASSIFED 


 
23.14. The above table shall be maintained during the execution of the Contract if 


documents need be added or classification changed. The updated security 
classification guidance table shall be provided by the Purchaser in writing to 
the Contactor. 


24. BASIC SAFEGUARDING OF CONTRACTOR COMMUNICATION AND 
INFORMATION SYSTEMS (CIS)  


 
24.1. The Definitions. As used in this clause — 


“Contractor Communication and Information System” means an information 
system that is owned or operated by a contractor that processes, stores, or 
transmits NATO Information. 


“NATO Information” means all information, classified and unclassified, circulated 
within NATO, whether such information originates in NATO Civil or Military 
bodies or is received from member nations or from non-NATO sources to include 
but not limited to: 


NATO Information that is provided by or generated for the Purchaser under a 
contract to develop or deliver a product or service to NATO, but not including 
information provided by the Purchaser to the public (such as on public websites) 
or simple transactional information, such as necessary to process payments. 
Examples of NATO Information are: 
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NATO technical information that is subject to controls on its access, use, 
reproduction, modification, performance, display, release, disclosure, or 
dissemination that is technical data or computer software in nature; such as, 
research and engineering data, engineering drawings, and associated lists, 
specifications, standards, process sheets, manuals, technical reports, technical 
orders, catalogue-item identifications, data sets, studies and analyses and 
related information, executable code and source code, design details, or 
formulae and related material that would enable the software to be reproduced, 
recreated, or recompiled. 


NATO infrastructure information such as Emergency Management, 
Infrastructure Security Information, Information Systems Vulnerability 
Information, Physical Security. 


NATO security information such as Internal Data or Operations Security, Security 
Agreement Information, Security Enforcement Information, Transportation 
Arrangements, Personnel Security Information, Privacy Information, or Sensitive 
Personally Identifiable Information. 


“Information” means any communication or representation of knowledge such as 
facts, data, or opinions, in any medium or form, including textual, numerical, 
graphic, cartographic, narrative, or audio-visual. 


“Information system” means a discrete set of information resources organized 
for the collection, processing, maintenance, use, sharing, dissemination, or 
disposition of information. 


“Safeguarding” means measures or controls that are prescribed to protect 
information systems. 


24.2. Safeguarding requirements and procedures. The Contractor shall provide 
adequate security on all contractor CIS. To provide adequate security, the 
Contractor shall implement, at a minimum: 


24.2.1. For contractor CIS that are part of a cloud computing service or an Information 
Technology (IT) service or system developed or operated on behalf of NATO 
shall be subject to the security requirements specified elsewhere in this contract. 
 


24.3. For the contractor CIS storing, processing, or transmitting NATO 
UNCLASSIFIED Information that are not part of a cloud computing service or IT 
service or system operated on behalf of NATO, the Contractor shall apply the 
minimum mandatory security measures as prescribed for NU controls for 
national systems in the NATO’s Consultation, Command and Control Board 
(C3B) reference document number AC/322-D/0048-REV3 (INV) dated 18 
November 2019, entitled, “Technical and Implementation Directive on CIS 
Security”. 


24.4. Other requirements. This clause does not relieve the Contractor of any other 
specific safeguarding requirements specified elsewhere in this contract or of 
other applicable NATO or national regulatory requirements. 


24.5. A breach of these obligations may subject the Contractor to contractual actions 
in law and equity for penalties, damages, and other appropriate remedies by the 
Purchaser. 
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24.6. Subcontracts. The Contractor shall include the substance of this clause, 
including this paragraph (24.6), in subcontracts under this contract (including 
subcontracts for the acquisition of commercial products or services in which the 
subcontractor may have NATO Information residing in or transiting through its 
CIS. 


25. NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR 
MANDATED NATO THIRD PARTY AUDITS BY RESOURCE 
COMMITTEES 


25.1. Definitions. As used in this clause -  
25.2. "Resource Committees" means committees under the North Atlantic Council 


(NAC) that are responsible, within the broad policy guidance provided by the 
Resource Policy and Planning Board (RPPB) on matters of resource allocation, 
for the implementation of the NATO Security Investment Programme (NSIP) or 
Budget/Civil budgets.  


25.3. "Mandated Third Party Audits" means audits mandated by a resource committee.  
25.4. "Third Party Auditor" means an independent, external audit body for NATO such 


as the International Board of Auditors for NATO (IBAN) or an appointed private 
contractor (including its experts, technical consultants, subcontractors, and 
suppliers) providing audit support under a Resource Committee Appointment 
based on an agreed mandate.  


25.5. "Sensitive information" means information of a commercial, financial, technical, 
proprietary, or privileged nature. The term does not include information that is 
lawfully, publicly available without restriction. 


25.6. The Purchaser may disclose to a mandated third party auditor, for the sole 
purpose of audit support activities, any information, including sensitive 
information, received -  


25.7. Within or in connection with a bid, quotation or offer; or  
25.8.  In the performance of or in connection with a contract.  


 
 
 


END OF SPECIAL PROVISIONS 
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Annex A. RIGHT OF ACCESS, EXAMINATION OF RECORDS 
ANNEX A: NCI AGENCY NON-DISCLOSURE DECLARATION 


 
We, the undersigned........(Company) duly represented by ..... (hereinafter 
“Contractor”) do hereby certify that we shall ensure that the following conditions be 
accepted and observed by all (Contractor) employees working under CO-424265-
Tanium. 


 


   (Signature) 
 


 


   (Full name in block capitals) 
 


    
   (Date) 


 
 


===================================== 
 
TO BE SIGNED BY THE CONTRACTOR’S EMPLOYEES WORKING IN THE NATO'S 
PREMISES UPON COMMENCEMENT OF THEIR WORK. 
 
I UNDERSTAND: 
 
That I must preserve the security of all classified /commercial-in-confidence 
information which comes to my knowledge as a result of this Contract with NATO and 
that I undertake to comply with all relevant security regulations. 
 
That I must not divulge to any unauthorised person, any classified/commercial-in 
confidence information gained by me as a result of my Contract with NATO, unless 
prior permission for such disclosure has been granted by the General Manager of the 
NCI Agency or by his designated representative. 
 
That I must not, without the approval of the General Manager of the NCI Agency 
publish (in any document, article, book, CD, video, film, play, or other form) any 
classified /commercial-in-confidence information which I have acquired in the course 
of my work under CO-424265-Tanium. 
That, at the end of Contract and after performance of all required tasks, I must 
surrender any official document or material made or acquired by me in the course of 
my work under CO-424265-Tanium, save such as I have been duly authorised to 
retain. 
 
That the provisions of the above Declaration apply not only during the period of work 
under CO-424265-Tanium, but also after my Contract has ceased and that I am liable 
to prosecution if either by intent or negligence I allow classified/commercial-in-
confidence information to pass into unauthorised hands.  
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That by accepting the position of Support Contractor for NATO corresponding to the 
tasks and duties described in the present Contract, I will be considered as a Key 
personnel as specified in Contract Special Provision Article 17. 
That I commit to fulfil my obligations for the period of performance mentioned in the 
Schedule of Supplies and Services (including the optional periods) unless major 
events beyond my reasonable control happen. 
That shall I decide for personal interest to leave the position, I will do my best effort to 
fulfil my obligations until the Company that is currently employing me has provided 
NATO with an acceptable suitable substitute in accordance with Special Provision – 
Article 17. 
 
That I solemnly undertake to exercise in all loyalty, discretion and conscience the 
functions entrusted to me and to discharge these functions with the interests of NATO 
and the Host Nation only in view. I undertake not to seek or accept instructions in 
regard to the performance of my duties from any government, company or from any 
authority other than that of NCI Agency or the Host Nation. 
That within the next two weeks I shall acquaint myself with Host Nation security 
regulations and security operating instructions. 


 
 
 
 
 
 
Date    Full name (in block capitals)    Signature 
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ANNEX B:      SERVICE LEVEL AGREEMENT (SLA) FOR THE PROVISION 
OF REACH LAPTOPS IN ACCORDANCE WITH 17 OF THE CONTRACT 
SPECIAL PROVISIONS  


 
Introduction  
 
To improve collaboration between the Contractor and the Purchaser teams, a 
collaborative environment for the two teams will be established that will provide the 
ability to process, store and handle information up to and including NATO 
RESTRICTED. Access to the collaborative environment is provided to the Contractor’s 
Team via the Purchaser NR capability (informally called REACH). This capability will 
be complemented by a limited access to Purchaser Project Portal.  
 
Parties  
 
The REACH capability will be provided by the Purchaser to support the Contractor 
Team under Contract No CO-424265-Tanium. 
 
General Overview  
 
This is an agreement between the Purchaser and the Contractor under this Contract 
to establish the:  
 


• Provision of REACH capability for the Contractor Team;  
• General levels of response, availability, and maintenance associated with the 


REACH capability;  
• Respective responsibilities of the Purchaser and the Contractor Team.  


 
These provisions shall be in effect for an initial period of three years from the effective 
date of the Contract or until the end of Contract No CO-424265-Tanium, whichever 
occurs first. It can be extended based on a mutual agreement between the Parties.  
 
Provided Capability  
 
References  
https://coi.nato.int/Pages/ServiceCatalogue/CPSList.aspx 
(WPS006, WPS003, WPS008 services)  
 
The Purchaser accepts no liability and provides no warranty in respect of the third party 
software mentioned above. It is emphasized that the REACHs can only be used by the 
Contractor’s Team within the limits set out in this project description.  
 
Scope  
 


• As described in reference Service Descriptions above  
 
Aim  
 
The REACH capability enables exchanges of information and collaboration up to and 
including NATO Restricted classification.  



https://coi.nato.int/Pages/ServiceCatalogue/CPSList.aspx
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Limitations  
 


• The use of the REACH capability requires a NATO Security clearance at NATO 
SECRET level. Proof of the users’ security clearances will be provided to the 
Purchaser.  


• The exchange and collaboration of information is provided through e-mail and 
Instant Messaging.  


• Direct printing capability is not provided, but can be arranged through an 
extension of this contract requested by the Contractor’s Team.  


• In case of any problems which cannot be solved remotely from the service desk 
Braine l’Alleud, Belgium the equipment shall be sent to NCIA, Braine l’Alleud, 
Belgium at the Contractor’s expenses. Any damages resulting from 
inappropriate operation or operation in harsh environment or adverse weather 
conditions, as well as a loss of the system shall be compensated by the 
Contractor.  
 


Assumptions  
 
The following assumptions apply to this Agreement:  
 


• Any support provided by Purchaser is documented in the service descriptions 
above  


• Security violations of the non-NCIA REACH users are investigated through 
their local security officers/managers applying NATO rules (CM(2002)49, NCIA 
(CapDev)AD3-2, and NCIA(CapDev)NR SECOPS).  


• Required changes to this Agreement and/or the provision of the REACH 
capability will be jointly assessed and the implementation agreed between the 
Parties. The implementation of changes may have an impact on the charges 
which will be handled through an update of this Agreement.  
  


Roles and Responsibilities  
 
The roles and responsibilities for the provision of the REACH capability are defined in 
the referenced Service Description, but summarized also herein:  
 


• Contractor Team will receive two (2) REACH terminal.  
• The Purchaser will provide the REACH capability and related services.  


 
Points of Contact 
 


• As described in the service descriptions above (WPS008 Service Desk).  
 
Purchaser’s responsibilities  
 
The Purchaser will:  
 


• Provide to the Purchaser the necessary documentation required for the 
activation of user accounts and certifications; 
 


• Provide the REACH capability including basic end-user training (1.5-hour 
duration) and deliver 1 Initial REACH, 1 Additional REACH; 


• Set up and maintain the project web-portal at NR level; 
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• Provide introduction to the management of the portal (1-2 hours) and service 
desk for the portal on-site at NCIA, Braine l’Alleud through electronic media; 


• Grant temporary use of REACH hardware and the software licences for the 
contracted period. 


 
Contractor Team Responsibilities  
 
The Contractor Team shall:  
 


• Sign and return to the Purchaser the required security documentation; 
• Provide the internet access required for Remote Access via NCIA REACH; 
• Be responsible for the backup of files and data of the REACH on NR accredited 


media on an authorized Removable Storage Device provided by service 
provider; 


• Ensure that Contractor personnel operating the REACH units possess security 
clearance of a minimum of NS; 


• Provides Security clearance for up to and including NS for the personnel using 
the REACH capability; 


• Provides the contact details of the local Security Officer/Manager and the 
commitment to apply NATO rules as defined in (CM(2002)49, NCIA 
(CapDev)AD3-2, and NCIA(CapDev)NR SECOPS)for the investigation; 


• Return the equipment at the end of the Agreement at its expenses to the 
Purchaser; 


• Not use the equipment for any other purposes than the purpose set out herein; 
• Not lend, rent, lease and/or otherwise transfer the equipment to a third party; 
• Not copy or reverse engineer the equipment.  


 
Hours of Coverage, Response Times & Escalation  
 


• As described in the service descriptions above.  


Incidents  
 


• As described in the service descriptions above.  
• Resolution of disagreements  


 
In case of disagreements, all disputes shall be resolved by consultation between the 
Parties and shall not be referred to any national or international tribunal or other third 
party for settlement. 
 
Changes  
 


• For any changes of the REACH capability which will be required to be made 
during the term of this Agreement, the Purchaser will notify the Contractor 
CISAF Team at least one week prior to the event and inform about the required 
consequences.  


• Any changes concerning the elements provided by the Contractor Team shall 
be communicated to the NCIA Service Desk in Braine l’Alleud, Belgium at least 
one week prior to the event.  
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Maintenance  
 
Use of the REACH capability and/or related components require regularly scheduled 
maintenance (“Maintenance Window”) performed by the Purchaser. These activities 
will render systems and/or applications unavailable for normal user interaction as 
published in the maintenance calendar. Users will be informed of the maintenance 
activities with sufficient notice. 
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		8.7. If the Contractor was aware of a potential deviation prior to award or discovered an actual or potential deviation after award and did not disclose or misrepresented relevant information to the Agency, the Agency may terminate the Contract for de...

		8.8. Unless otherwise authorized by the terms of the prospective contract, the Intellectual Property Rights to all design documentation and related system operating software shall reside in NATO member countries, and no license fees, and no license fe...



		9. CONTRACT ADMINISTRATION

		10. TRANSPORTATION OF EQUIPMENT

		11. INVOICES AND PAYMENTS

		12. TAXES AND DUTIES

		13. INDEPENDENT CONTRACTOR

		13.1. The Personnel provided by the Contractor are at all times employees of the Contractor and not the Purchaser.  In no case shall Contractor personnel act on behalf of or as an agent for NATO or any of its bodies. In no way shall the Contractor per...



		14. NON DISCLOSURE AGREEMENT

		15. INTELLECTUAL PROPERTY

		15.2. The Contractor shall retain full ownership of its Background IPR. Under this Contract, the Contractor grants the Purchaser a license to use the Background IPR solely for the purpose of (software/cloud app) for its operations. In this context, so...



		16. SOFTWARE

		17. KEY PERSONNEL

		18. CONFLICT OF INTEREST

		a) confirm the effort requested is within scope, or;

		b) confirm that the instructions received constitute a change and request a quotation for a modification of scope and/or price, or;

		c) rescind the instructions.



		19. RELEASE OF INFORMATION

		20. INDEMNITY

		21. Force Majeure

		22. SUPPLIER CODE OF CONDUCT

		22.1. The NCI Agency has a Supplier Code of Conduct located at https://www.ncia.nato.int/business/do-business-with-us/code-of-conduct.html  and the compliance therwith constitutes part of this Contract.

		22.2. This Supplier Code of Conduct sets standards and practices for suppliers and their subcontractors to adhere to when doing business with the NCI Agency in the areas of labour rights, human rights, data protection, ethical conduct and the environm...



		23. SECURITY

		23.1. The security classification of this Contract is NATO UNCLASSIFIED.

		23.2. In the performance of all works under this Contract it shall be the Contractor’s responsibility to ascertain and comply with all applicable NATO and National security regulations as implemented by the Purchaser and by the local authorities.

		23.3. The Contractor’s facilities shall meet NATO Security Regulations to permit handling and storage of information and equipment classified up to and including NATO SΞCRΞT.

		23.4. Contractor and /or Subcontractor personnel employed under this Contract that will require access to locations, such as sites and headquarters, shall have a confirmed security clearance of “NATO SΞCRΞT” at the Contract award stage.

		23.5. Failure to obtain or maintain the required level of security for Contractor and/or Sub-contractor personnel for the period of performance of this contract shall not be grounds for any delay in the scheduled performance of this Contract and may b...

		23.6. All NATO CLASSIFIED material entrusted to the Contractor shall be handled and safeguarded in accordance with applicable security regulations.

		23.7. The Contractor will be required to handle and store classified material to the level of “NATO SECRET”.

		23.8. It shall be the Contractor’s responsibility to obtain the appropriate personnel and facility clearances to the levels stated in the preceding paragraphs and to have such clearances confirmed to the Purchaser by the relevant National security aut...

		23.9. The personnel working at the Purchaser’s facilities will be required to sign the certificate in Annex A before beginning any work under this Contract.

		23.10. The Contractor shall note that there are restrictions regarding the carriage and use of electronic device (e.g. laptops) in Purchaser secured locations. The Contractor shall be responsible for satisfying and obtaining from the appropriate site ...

		23.11. At the end of the Contract, the Contractor shall deliver all the documentation and information collected and generated in support of this Contract to the Purchaser. This includes a certificate that no copies are retained at the Contractor’s fac...

		23.12. The Contractor’s Team Members shall possess a valid passport or ID card that is required for the duration of the contract.

		23.13. In applying the security measures, the Contractor shall observe the security classification guidance provided in the following table. To avoid over or under classifying items and, in the event of doubt regarding the correct classification to ap...

		23.14. The above table shall be maintained during the execution of the Contract if documents need be added or classification changed. The updated security classification guidance table shall be provided by the Purchaser in writing to the Contactor.



		24. BASIC SAFEGUARDING OF CONTRACTOR COMMUNICATION AND INFORMATION SYSTEMS (CIS)

		24.3. For the contractor CIS storing, processing, or transmitting NATO UNCLASSIFIED Information that are not part of a cloud computing service or IT service or system operated on behalf of NATO, the Contractor shall apply the minimum mandatory securit...

		24.4. Other requirements. This clause does not relieve the Contractor of any other specific safeguarding requirements specified elsewhere in this contract or of other applicable NATO or national regulatory requirements.

		24.5. A breach of these obligations may subject the Contractor to contractual actions in law and equity for penalties, damages, and other appropriate remedies by the Purchaser.

		24.6. Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (24.6), in subcontracts under this contract (including subcontracts for the acquisition of commercial products or services in which the subcontract...



		25. NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR MANDATED NATO THIRD PARTY AUDITS BY RESOURCE COMMITTEES

		25.1. Definitions. As used in this clause -

		25.2. "Resource Committees" means committees under the North Atlantic Council (NAC) that are responsible, within the broad policy guidance provided by the Resource Policy and Planning Board (RPPB) on matters of resource allocation, for the implementat...

		25.3. "Mandated Third Party Audits" means audits mandated by a resource committee.

		25.4. "Third Party Auditor" means an independent, external audit body for NATO such as the International Board of Auditors for NATO (IBAN) or an appointed private contractor (including its experts, technical consultants, subcontractors, and suppliers)...

		25.5. "Sensitive information" means information of a commercial, financial, technical, proprietary, or privileged nature. The term does not include information that is lawfully, publicly available without restriction.

		25.6. The Purchaser may disclose to a mandated third party auditor, for the sole purpose of audit support activities, any information, including sensitive information, received -

		25.7. Within or in connection with a bid, quotation or offer; or

		25.8.  In the performance of or in connection with a contract.

		END OF SPECIAL PROVISIONS

		Annex A. RIGHT OF ACCESS, EXAMINATION OF RECORDS



		ANNEX A: NCI AGENCY NON-DISCLOSURE DECLARATION

		Annex B:      SERVICE LEVEL AGREEMENT (SLA) FOR THE PROVISION OF REACH LAPTOPS IN ACCORDANCE WITH 17 OF THE CONTRACT SPECIAL PROVISIONS
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BASIC ORDERING AGREEMENT WITH THE NCI AGENCY 


The Company has entered into this Agreement for and on behalf of itself. The 
geographic scope of this Agreement shall extend to the current member countries of 
the North Atlantic Treaty. 


This Agreement establishes the Terms and Conditions under which commercial-off-
the-shelf (COTS) supplies and services may be sold or licensed to Eligible Purchasers 
(as later defined), but does not obligate the Company to sell or license, or Eligible 
Purchasers to buy or license, any COTS supplies and services. The following Parts 
and Exhibits contained in this Agreement form an integral part thereof. 


Part I Special Provisions 
Part II General Provisions 
Exhibit A Ordering Information 
Exhibit B Broad List of Categories of COTS Products and Services  


The Company and the NCI Agency have read this Agreement, understand it, and 
agree to be bound by its Terms and Conditions. The NCI Agency and the Company 
further agree that this Agreement constitutes the entire agreement between the Parties 
with respect to its subject matter and supersedes all prior proposals, negotiations, and 
communications, oral and written between the Parties or their representatives. 
Deviations from this Agreement shall be binding only when mutually agreed to in 
writing by the Authorized Representatives of the NCI Agency and the Company. 


Orders placed referencing this Agreement are subject exclusively to its terms which 
may only be amended or supplemented by written agreement of the Company and 
Eligible Purchasers. 


NATO COMMUNICATIONS AND 
INFORMATION AGENCY


Title: 
(an Authorized Representative of the 
NCI Agency) 
Date: 


Title: 
(an Authorized Representative of the 
Company) 
Date: 
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PART I SPECIAL PROVISIONS 


1. Term


1.1 This Agreement is effective for three years from the Effective Date, unless one 
Party gives the other a written thirty (30) calendar day notice of its intention to 
terminate. 


1.2 The Company will be notified ninety (90) calendar days prior to the expiration 
date. Upon notification, it is the responsibility of the Company to initiate the 
renewal of the Agreement through a new Basic Ordering Agreement. 


1.3 Any expiration or termination of this Agreement will not alter the rights, duties 
and obligations of the Company or Purchaser, or any discounts granted, for any 
Orders accepted by Company under this Agreement prior to the date of 
expiration or termination of the Agreement. 


2. Definitions


2.1 “Authorized Representative” of the Company means an individual who has the 
legal authority to act on behalf of the Company in matters related to this 
Agreement. 


2.2 “Authorized Representative” of the NATO, NATO Body or NATO Member 
Nation means the General Manager or the Chief of Acquisition of the NCI 
Agency, or any designated representative of an Eligible Purchaser. 


2.3 “Commercial-Off-The-Shelf” or “COTS” Supplies or Services means (a) any 
item (supplies, products, goods) that is of a type customarily used for non-
governmental purposes and that has been sold, leased, or licenced to the 
general public, or (b) Services of a type offered and sold competitively in 
substantial quantities in the commercial marketplace. 


2.4 “Contract” means a mutually binding legal relationship obligating the Company 
to furnish the Supplies or Services and the Purchaser to pay for them. A 
contract, except as otherwise authorized, is in writing. In addition to bilateral 
instruments, contracts include (but are not limited to) awards and notices of 
awards; job orders or task letters issued under basic ordering agreements; 
letter contracts; orders, such as purchase, task or delivery orders, under which 
the contract becomes effective by written acceptance or performance; and 
bilateral contract modifications. 


2.5 “Contractor” means any entity working on a project for any Eligible Purchaser. 


2.6 "Effective Date" is the date on which the NCI Agency countersigns this 
Agreement, as indicated in the signature box on page 3 of this Agreement. 


2.7 “Eligible Purchaser” or “Purchaser” means the entities identified in PART I, 
Section 3 which may benefit of the Terms and Conditions of this Agreement, if 
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they express so in any subsequent agreement between them and the 
Company. 


2.8 “Governmental Agency” means any governmental agency, including military 
forces, of a NATO Member Nation. 


2.9 “Member Nation” refers to a country that is a member of NATO. 


2.10 “NATO” means the North Atlantic Treaty Organisation. 


2.11 “NATO Body” means any entity created by the North Atlantic Council (or 
Defence Planning Committee) and to which either the Agreement on the Status 
of the North Atlantic Treaty Organisation, National Representatives and 
International Staff (20 September 1951) or the Protocol on the Status of 
International Military Headquarters set up pursuant to the North Atlantic Treaty 
(28th August 1952) applies. 


2.12 “Order” means any instrument or document, e.g. Purchase Order, Task or 
Delivery Order, used to procure COTS Supplies or Services under this 
Agreement. 


2.13 “Parties” means the NCI Agency and the Company. 


2.14 “Partnership for Peace (PfP) Countries” means those countries who are 
signatories to the Partnership for Peace Agreement dated 10 January 1994. 


2.15 “Services” means an action that directly engages the time and effort of a 
Company to perform an identifiable task rather than to furnish an end item of 
supply. 


2.16 “Terms and Conditions” are the terms and conditions contained in this 
Agreement. 


2.17 “Sub-Contract” means any agreement, contract or order made by the Company 
with any other party in order to fulfil any part of an Order. 


2.18 “Sub-Contractor” means any party directly or indirectly under a “Sub-Contract”. 


2.19 “Supplies” means all things (including specially manufactured goods), products, 
equipment, Software and related goods and Services, including training and 
documentation, which are movable at the time of identification to the Company 
for sale, other than the money in which the price is to be paid. 


2.20 “Equipment” shall mean the hardware components of products. 


2.21 “Software” shall mean each software program provided by the Company in 
machine readable, object, printed or interpreted form. 
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3. Eligible Purchasers


3.1 The following entities are eligible to reference and use these Terms and 
Conditions, subject to the provisions specified in PART I, Section 3: 


3.1.1 All NATO Bodies 


3.1.2 Governmental Agencies of NATO Member Nations as per PART I, 
Section 2, Paragraph 2.9. 


3.2 Partnership for Peace Countries may be eligible to these Terms and Conditions, 
subject to a case-by-case agreement between the NCI Agency and the 
Company. 


4. Ordering Procedures


4.1 All Orders under this Agreement shall contain, as a minimum, the information 
detailed in Exhibit A, and shall be subject to acceptance by the Company. 


4.1.1 Orders may be placed with the Company for the products or Services 
identified in Exhibit B. Orders may be placed hereunder for products or 
Services not included herein, subject to determination of availability and 
price by the Company. 


4.1.2 The Company accepts that the NCI Agency shall not be liable in any form 
for any Order issued and concluded between a Purchaser, other than by the 
NCI Agency itself, and the Company. 


4.2 In the case of the Purchaser being a Governmental Agency or a Contractor 
performing work on behalf of NATO, NATO Bodies or NATO Member Nations, 
the Company may request the Authorized Representative of NATO, NATO 
Bodies or NATO Member Nations, to verify that the Purchaser is eligible to use 
this Agreement. 


4.3 Assignment: Authorized Representatives of NATO, NATO Bodies or NATO 
Member Nations may assign Orders at their discretion, provided that there are 
no further changes to the terms of the Order, particularly concerning payment. 
The Company reserves the right to approve any assignment.  


5. Delivery


5.1 The Company is authorized to accelerate the delivery schedule or complete the 
performance of each Order issued hereunder prior to the time set forth therein, 
provided, however, that nothing contained herein, or in any said Order obligates 
the Purchaser to perform any of its obligations at an earlier date than would 
otherwise be the case. 
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6. Prices


6.1 Unless otherwise stated in the Order, the total price shall be a firm fixed price. 
The price shall include all costs in respect to identification, preservation, 
packaging, marking, quality assurance and inspection.  


7. Warranty


7.1 Hardware Warranty: Unless otherwise agreed between the Purchaser and the 
Company, or as otherwise specified, the Company warrants its Equipment 
against defects in workmanship of materials for one (1) year from the date of 
either shipment or Company-performed installation. Any further details on 
hardware warranty shall be specified in the Order. 


7.2 Software Warranty: The Company warrants that each Software delivered will 
conform to all requirements specified in the Order. This includes Software 
design specifications, including Software configuration. Regardless of the 
Purchaser initiation of or participation in developing Software design or 
specifications, each Software delivered under the Order will conform to the 
essential performance requirements set forth in the Order, as those essential 
performance requirements measured, tested, and verified by tests and 
procedures set forth in the Order. For each Software delivered, the Company 
warranties shall extend to all defects discovered within twelve (12) months from 
the date of acceptance of the Software by the Purchaser. 


7.3 People Warranty: The Company warrants to provide qualified personnel, as 
specified in the Order. Should the individual(s) be unable or unwilling to perform 
the tasks specified in the Order, as determined by the Purchaser within a 
reasonable timeframe, the Purchaser shall notify the Company of the 
performance issue, and the Company shall have fifteen (15) calendar days (or 
the amount of days specified in the Order) to correct the issue with the 
incumbent. If the Company is unable to correct the performance issue within 
this time period, the Company warrants to provide a suitable replacement within 
thirty (30) calendar days (or the amount of days specified in the Order). Nothing 
in this Paragraph 7.3 shall prevent the Purchaser from requiring the immediate 
removal of Company personnel for misconduct or security concerns. 


8. Payments


8.1 Valid invoices (properly supported and certified) may be submitted to the 
Purchaser upon acceptance and payment will be made within thirty (30) 
calendar days from receipt of such invoices, unless otherwise agreed to 
between the Company and the Purchaser. The payment terms for Services 
shall be specified on each Order. 


8.2 Payment of invoices shall be made to the Company’s designated financial 
institution, as indicated on the Order. 
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9. Supplemental Agreements


9.1 The Company shall submit all relevant draft supplemental agreements, 
documents, and permissions (if any), for which the execution by the Purchaser 
is required under national law or regulation, prior to award of the Order. If any 
supplemental agreements, documents and permissions are introduced after 
award of the Order, and it is determined that the Company failed to disclose the 
requirement for the execution of such agreement from the Purchaser prior to 
contract signature, the Purchaser may terminate the Order for default, in 
accordance with PART II, Section 19.  


9.2 Supplemental agreements, documents, and permissions for which Purchaser 
execution is required by national law or regulation, and that have been identified 
by the Company prior to the signature of the Order but have not yet been 
finalized and issued by the appropriate governmental authority, are subject to 
review by the Purchaser. If such supplemental agreements, documents, and 
permissions are contrary to cardinal conditions of the signed Order between the 
Parties, and the Purchaser and the appropriate Governmental Authority cannot 
reach a mutual satisfactory resolution of the contradictions, the Purchaser 
reserves the right to terminate the Order. In such case, the Parties agree to 
mutually release each other from claim for damages and costs of any kind, and 
any payments received by the Company from the Purchaser will be refunded 
to the Purchaser by the Company. 


10. Cyber Incident Reporting


10.1 The Company shall report to the Purchaser without delay and take remedial 
action upon discovery or awareness of cyber incidents. 


10.2 Cyber incident means actions taken directly or indirectly through the use of 
computer networks that result in a compromise or a potential compromise, or 
an actual or potentially adverse effect, on an information system and/or the 
information residing therein. 


10.3 Compromise means disclosure of information to unauthorized persons, or a 
violation of the security policy of a system, in which unauthorized intentional or 
unintentional disclosure, modification, destruction, or loss of an object, or the 
copying of information to unauthorized media or external networks may have 
occurred.  


10.4 Cyber incidents are considered cybersecurity issues. The Company shall 
establish and maintain a process for identifying, tracking, reviewing, reporting, 
and resolving cybersecurity issues. The Company shall provide all relevant 
information on cybersecurity issues from this process to the Purchaser without 
delay. Without delay for the purposes of this Section 10 means one business 
day or as soon as possible under the circumstances.  
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10.5 This Section 10 is in addition to any other requirements placed upon the 
Company, and does not replace or modify any other requirement. 


11. Miscellaneous


11.1 Failure by either Party to enforce any provision shall not be deemed a waiver 
of future enforcement of that or any other provision. In the event that any portion 
or provision of this Agreement shall be held unenforceable or one is declared 
void, the remaining portions or provisions of this Agreement shall remain in full 
force and effect. 


11.2 The Company may re-assign any Order under this Agreement to a third party 
after prior written approval by the Purchaser, which will not be unreasonably 
withheld. The Company or their legal successor shall always be responsible for 
their obligations under this Agreement and for actions of their assigned 
representatives. 


11.3 The Company may Sub-Contract its responsibilities in relation to this 
Agreement with the understanding that the Company shall remain responsible 
for all obligations under this Agreement. 


11.4 The Purchaser shall have the right to take possession of and to use any partial 
delivery of an Order for products and such possession or use shall not of itself 
constitute acceptance of the products. 


11.5 All notice and communications between the Company and the Purchaser shall 
be written and conducted in English.  


11.6 Formal communications shall primarily be sent via email, with the option to also 
send them via registered mail, courier or other delivery service to the following 
official point of contact: 


The Company The NCI Agency 


Name: Acquisition Office 


Department: BOA Programme 


Address: 
NATO HQ 
Boulevard Léopold III 
B-1110 Brussels, Belgium


Email: framework.agreements@ncia.nato.int 



mailto:framework.agreements@ncia.nato.int
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PART II GENERAL PROVISIONS 


1. Notice of Shipment and Customs Documentation


1.1 Notice of Shipment and Customs Clearance (only applicable for imports or 
exports crossing National Borders): 


1.1.1 The Company shall be responsible for customs clearance of all shipments 
into the destination countries. It is the Company’s responsibility to take into 
account delays at customs. 


1.1.2 The Company shall be responsible for the timely request of Custom Forms 
302, which are required for duty free import/export of NATO Supplies. 
However, this duty free status does not cover any administrative charges 
that may incur during the customs clearance, depending on the Host Nation 
(HN) regulations. Therefore, the Company shall be fully responsible for 
handling such administrative charges without any additional cost to the 
Purchaser. 


1.1.3 The written request for a Form 302 shall be sent to the Purchaser’s point of 
contact indicated on the applicable Order, clearly stating the consignor’s and 
consignee’s name and address, as well as the Company’s point of contact. 
This request shall be accompanied by one packing list. 


1.1.4 The Company shall ensure that forwarding agents are fully informed of the 
availability of Form 302 and how this form is utilized to avoid the payment 
of customs duties. Form 302 shall be added to the shipment documents to 
be provided to the carrier. 


1.1.5 Following receipt of the request from the Purchaser, typically ten (10) 
business days are required for the issuance of the form. 


1.1.6 These forms shall be originals and must be mailed or delivered by 
mail/express courier to the Company. If an express courier has to be used 
by the Purchaser to ensure that the form is available on time before 
shipment, all associated costs shall be reimbursed by the Company. 


1.1.7 If a country refuses to accept the Form 302 and requires the payment of 
custom duties, the Company shall immediately inform the Purchaser by the 
fastest means available and obtain from the Custom Officer a written 
statement establishing that its country refuses to accept the Custom Form 
302. Only after having received Purchaser’s approval, shall the Company
pay these customs duties.


1.1.8 The Company shall add the Custom Form 302 to the shipping 
documentation. It shall be noted that documents have to be originals which 
need to be available for the goods to be cleared from customs. Any unused 
Form 302 shall be returned to the Purchaser. 
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2. Packaging


2.1 Packaging shall be adequate to protect hardware, Equipment or Supplies from 
any damage during transport fulfilling as a minimum the requirements of 
STANAG 4280 “NATO Levels of Packaging”, NATO packaging level 4, giving 
due consideration to shipping and other hazards associated with the 
transportation of consignments overseas even in case of: 


2.1.1 Original Equipment Manufacturers’ use of commercial packaging; 


2.1.2 Electrostatic Discharge (ESD) sensitive devices; 


2.1.3 Hazardous/dangerous goods and goods requiring safety test reports and 
certificates and/or export licenses. 


2.2 Packaging and any standard or special packaging materials and containers 
(boxes, pallets, shipping containers) required for the shipment of items shall be 
the responsibility of the Company at no extra cost to the Purchaser. 


2.3 The packing list shall include the following information as a minimum: 


2.3.1 The shipping address; 


2.3.2 Package number; 


2.3.3 Contract/Order number and CLIN as per Schedule of Supplies and 
Services; 


2.3.4 Item description; 


2.3.5 Part number and serial number; 


2.3.6 Quantity; 


2.3.7 Method of shipment and destination; 


2.3.8 Weight and volume details; 


2.3.9 Number of pallets/boxes; 


2.3.10 Name and address of the Company, Purchaser and consignor; 


2.3.11 Name and address of the freight forwarder. 


3. Company Personnel Working at Purchaser's Facilities


3.1 The term “Purchaser Facilities” as used in this Section 3 shall be deemed to 
include sites, property, utilities, ships or vessels owned or controlled by NATO, 
NATO Bodies, NATO Member Nations or NATO Contractor and the term 
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“Facility Representative” shall be deemed to refer to the authority designated 
by the representative responsible for such site, property, utility, ship or vessel. 


3.2 The Facility Representative shall provide such available administrative and 
technical facilities for Company’s personnel working at the Purchaser's 
Facilities for the purpose of any subsequent Order as in the opinion of the 
Facility Representative may be necessary for the effective and economical 
discharge of work under such Order. These facilities may be provided at no 
cost at the discretion of the Facility Representative. The Company shall be 
responsible for ascertaining what necessary facilities may be provided and 
whether they will be provided free of charge, or determining what charges are 
payable. 


3.3 The Company shall, except as otherwise provided for in this Agreement, make 
good or, at the option of the Purchaser, pay compensation for all damage 
occurring to any Purchaser's Facilities occasioned by the Company or by their 
servants, agents or Sub-Contractors, arising from their presence on Purchaser 
Facilities in connection with this Agreement; provided that this condition shall 
not apply to the extent that the Company is able to show that any such damage 
was not caused by the Company’s neglect or default, or the neglect or default 
of Company’s servants, agents or Sub-Contractors. 


3.4 All property of the Company, while at a Purchaser Facility, shall be at risk of the 
Company, and the Purchaser shall accept no liability for any loss or damage, 
except to the extent that any loss or damage is the result of a wilful act or gross 
negligence on the part of the Purchaser's employees or agents. 


4. Purchaser Furnished Property


4.1 The term "Purchaser Furnished Property" as used in this Section 4 refers to 
items of Equipment, material or property furnished by the Purchaser to the 
Company which shall be subject to overhaul, repair, modification, test, 
embodiment or other work as specified in any Order under this Agreement to 
be performed by the Company. 


4.2 The Purchaser shall deliver to the Company, for use only in connection with 
any Order under this Agreement, the property described in the schedule or 
specifications, at the times and locations stated therein. In the event that 
Purchaser Furnished Property is not delivered by such time or times stated in 
the schedule, or if not so stated, in sufficient time to enable the Company to 
meet such delivery or performance dates the Purchaser shall, upon timely 
written request made by the Company, and if the facts warrant such action, 
equitably adjust any affected provision of the Order pursuant to the procedures 
of PART II, Section 12 hereof. 


4.3 In the event that Purchaser Furnished Property is received by the Company in 
a condition not suitable for its intended use, the Company shall immediately 
notify the Purchaser. The Purchaser shall within a reasonable time of receipt of 
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such notice replace, re-issue, authorize repair or otherwise issue instructions 
for the disposal of Purchaser Furnished Property agreed to be unsuitable. The 
Purchaser shall, upon timely written request by the Company, equitably adjust 
any affected provision of the Order pursuant to the procedures of PART II, 
Section 12 hereof. 


4.4 The title to Purchaser Furnished Property shall remain with the Purchaser. The 
Company shall maintain adequate property control records of Purchaser 
Furnished Property in accordance with sound industrial practice. 


4.5 Unless otherwise provided in the Order, the Company, upon delivery to them 
of any Purchaser Furnished Property, assumes the risk of, and shall be 
responsible for, any loss thereof or damage thereof except for reasonable wear 
and tear, and except to the extent that such property is consumed in the 
performance of the Order. 


4.6 Upon completion of the Order, or at such earlier dates as may be specified by 
the Purchaser, the Company shall submit, in a form acceptable to the 
Purchaser, inventory schedules covering all items of Purchaser Furnished 
Property not consumed in the performance of the Order or not previously 
returned to the Purchaser. The Company shall prepare for shipment, deliver 
Freight on Board (FOB) origin, or otherwise dispose of Purchaser Furnished 
Property as may be directed or authorized by the Purchaser. The net proceeds 
of any such disposal shall be credited to the Contract price or paid in such other 
manner as the Purchaser may direct. 


4.7 The Company shall not modify any Purchaser Furnished Property unless 
specifically authorized by the Purchaser or directed by the terms of the Order. 


5. Indemnification


5.1 The Company shall indemnify and hold the Purchaser harmless against claims 
for injury to the Company employees, agents, or Sub-Contractors, or damages 
to property of the Company or others arising from the Company's possession 
or use of Purchaser Furnished Property or Facilities in the performance of work 
as specified in an Order; except to the extent that the Company is able to show 
any such injury or damage was caused by Purchaser's wilful act or negligence. 


6. Title and Risk of Loss


6.1 Unless the Order specifically provides for earlier passage of title, title to 
Supplies covered by the Order shall pass to the Purchaser upon acceptance as 
specified in the Order, regardless of when or where the Purchaser takes 
physical possession. 


6.2 Unless the Order specifically provides otherwise, risk of loss or damage to 
Supplies covered by this Agreement and any Order shall remain with the 
Company until, and shall pass to the Purchaser upon: 
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6.2.1 Delivery of Supplies as specified in accordance with this Agreement; or 


6.2.2 Acceptance by the Purchaser or receipt of Supplies by the Purchaser at the 
destination specified in the Order, whichever occurs last. 


6.3 Notwithstanding Paragraph 6.2 above, the risk of loss or damage to Supplies 
which fail to conform to the requirements of the Order shall remain with the 
Company until cure or acceptance, at which time Paragraph 6.2 above shall 
apply. 


6.4 Notwithstanding Paragraph 6.2 above, the Company shall not be liable for the 
loss of or damage to Supplies caused by the negligence of officers, agents or 
employees of the Purchaser acting within the scope of their employment under 
these Terms and Conditions. 


7. Transfer Requirements 


7.1 The Company shall not give, bargain, sell, assign, sub-let or otherwise dispose 
of any Order under this Agreement or any part thereof or the benefit or 
advantage of the Order or any part thereof without the previous consent in 
writing of the Purchaser.  


8. Inspection, Acceptance and Rejection 


8.1 Unless otherwise specifically provided for in the Order, all Supplies or Services 
covered by this Agreement are to be new and of the most suitable grade of their 
respective kinds for the purpose, notwithstanding the requirements for testing, 
inspection and performance as required under this Agreement. All 
workmanship shall be as required under the Order or, if not specified, best 
commercial (national and international) standard. 


8.2 All Supplies (which term throughout this Section 8 includes without limitation 
raw materials, components, intermediate assemblies, end products, data 
including Software and firmware) or Services may be subject to inspection and 
test by the Purchaser, or their Authorized Representative to the extent 
practicable at all times and places prior to acceptance, including the period of 
manufacture, or after delivery, or as otherwise specified in the Order. For the 
purposes of inspection and testing the Purchaser may delegate as his 
representative the authorized National Quality Assurance Representative 
(NQAR) in accordance with STANAG 4107. 


8.3 No representative or NQAR appointed by the Purchaser for the purpose of 
determining the Contractor’s compliance with the technical requirements of the 
Order shall have the authority to change any of the specifications. Such 
changes may only be made by the contracting authority in writing in accordance 
with PART II, Section 12 of this Agreement. 


8.4 The presence or absence of an NQAR or other Purchaser representative shall 
not relieve the Company from any of the requirements of this Agreement. 
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8.5 In the event that any Supplies, or lots thereof, or Services are defective in 
design, material, workmanship or manufacturing quality, or as a result of undue 
wear and tear or otherwise not in conformity with the requirements of the Order, 
including any characteristic or condition which is or becomes at variance to the 
performance specifications and to the intended function of the Supplies, the 
Purchaser shall have the right either to reject them (with or without instructions 
as to their disposition) or to require their correction or replacement. Supplies, 
or lots thereof, or Services which have been rejected or required to be corrected 
or replaced shall, at the expense of the Company, be removed, or, if permitted 
or required by the contracting authority, corrected in place by the Company 
promptly after notice, and shall not thereafter be tendered for acceptance by 
the Company unless the former rejection or requirement of correction or 
replacement is disclosed. If the Company fails promptly to remove, replace or 
correct such Supplies or lots thereof, or Services, the Purchaser either: 


8.5.1 May by Order or otherwise return, replace or correct such Supplies or 
Services and charge the Company the cost incurred by the Purchaser; or 


8.5.2 May terminate this Agreement for default as provided in PART II, Section 19 
of this Agreement. 


8.6 Unless the Company corrects or replaces such Supplies or Services within the 
delivery schedule, the Purchaser may require the delivery of such Supplies or 
Services at a reduction in price which is equitable under the circumstances. 
Failure to agree to such reduction of price shall be a dispute within the meaning 
of PART II, Section 17 of this Agreement. 


8.7 If any inspection or test is made by the Purchaser's representatives on the 
premises of the Company or Sub-Contractor, the Company, without additional 
charge, shall provide all reasonable facilities and assistance for the safety and 
convenience of the Purchaser’s representatives in the performance of their 
duties. The NQAR or other Purchaser representatives shall have the right of 
access to any area of the Company’s or its Sub-Contractor’s premises where 
any part of the contractual work is being performed. If Purchaser inspection or 
test is made at a point other than the premises of the Company or Sub-
Contractor, it shall be at the expense of the Purchaser except as otherwise 
provided in this Agreement; provided that in case of rejection the Purchaser 
shall not be liable for any reduction in value of samples used in connection with 
such inspection or test. All inspections and tests by the Purchaser shall be 
performed in such a manner as not to unduly delay the work. The Purchaser 
reserves the right to charge to the Company any additional cost of Purchaser 
inspection and test when Supplies or Services are not ready at the time such 
inspection and test is requested by the Company or when re-inspection or retest 
is necessitated by prior rejection. Acceptance or rejection of the Supplies or 
Services shall be made as promptly as practicable after delivery, except as 
otherwise provided in the Order, but failure to inspect and accept or reject 
Supplies or Services shall neither relieve the Company from responsibility for 
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such Supplies or Services as are not in accordance with the Order requirements 
nor impose liability on the Purchaser thereof. 


8.8 The inspection and test by the Purchaser of any Supplies or lots thereof, or 
Services does not relieve the Company from any responsibility regarding 
defects or other failures to meet the contract requirements which may be 
discovered prior to acceptance. Except as otherwise provided in the Order, 
acceptance shall be conclusive except as regards latent defects, fraud, or such 
gross mistakes as amount to fraud. 


8.9 Acceptance of Supplies or Services shall take place when the Purchaser 
confirms acceptance of the Supplies or Services in accordance with the 
procedure specified in the Order, or if none is so specified then the Purchaser 
shall be deemed to have accepted the Supplies or Services without prejudice 
to any other remedies, when and as soon as any of the following events have 
occurred: 


8.9.1 The Purchaser has taken the Supplies or Services into use; 


8.9.2 The Purchaser has not exercised its right of rejection of the Supplies or 
Services within any period specified for that purpose in the Order; 


8.9.3 There being no period of exercising the right of rejection specified in the 
Order, a reasonable time, all the circumstances having been taken into 
account, has elapsed since delivery of the Supplies or Services was effected 
in accordance with the Order. 


8.10 Unless otherwise specified in this Agreement, the Company shall have or 
establish, implement and maintain an effective and economical quality control 
system, planned and developed in conjunction with other contractor functions 
necessary to satisfy the Contract requirement. The system shall be acceptable 
to the Purchaser and its Authorized Representatives. The system shall provide 
for the early and prompt detection of deficiencies, trends and conditions which 
could result in unsatisfactory quality, and for timely and effective corrective 
action. Objective evidence that the system is effective shall be readily available 
to the Purchaser and its Authorized Representatives. Records of all inspection 
and testing work by the Company shall be kept complete and available to the 
Purchaser’s representatives during the performance of any Order under this 
Agreement and for such longer periods as may be specified elsewhere in the 
Order. 


8.11 Product acceptance shall be accomplished by using test procedures and/or 
programs established by the Company which are applicable to the Products, 
unless otherwise agreed in writing by the Purchaser and the Company. Such 
acceptance shall be at the time of completion of final tests at the Company’s 
facilities, except as otherwise specified below. If Purchaser has conveyed in 
writing its intention to witness final tests in the Order, the Company will give the 
Purchaser prior notice of the date of such tests. The Purchaser shall be 
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responsible for any charges that may be associated with witnessing said tests. 
If installation by the Company is included in the purchase price, acceptance will 
be at any installation site specified by the Purchaser, when the Company 
demonstrates that the applicable diagnostic and/or verification programs work 
properly. If the Company’s demonstration of the programs at the installation site 
is delayed for more than fifteen (15) calendar days, except due to the fault of 
the Company, the products or Services will be deemed accepted. 


9. Price Fixing 


9.1 Offers for sole source procurement, changes, modifications, and claims in 
excess of €500,000 (Five Hundred Thousand Euro) shall be priced in 
accordance with this provision and the Purchaser's Pricing Principles as set out 
in the National Government Pricing Rules and Regulations for the Company’s 
own country where in force. 


9.1.1 For the purposes of verifying that cost or pricing data submitted in 
conjunction with Paragraph 9.1 above are accurate, complete and current, 
the Purchaser shall, until the expiration of three (3) years from the date of 
final payment of all sums due under this Agreement, have the right of access 
to the Company’s facilities to examine those books, records, documents and 
other supporting data. This may permit adequate evaluation and verification 
of the cost or pricing data submitted along with the computations and 
projections used therein which were available to the Company as of the date 
of the Company’s price proposal. 


9.2 Price Reduction for Defective Cost or Pricing Data. 


9.2.1 If any price, including profit or fee, negotiated in connection with this 
Agreement or any cost reimbursable under this Agreement was increased 
by any significant sums because: 


9.2.1.1 Company furnished cost or pricing data that was not complete, 
accurate and current as certified in Company’s Certificate of Current 
Cost or Pricing Data provided in accordance with Paragraph 9.1 above. 


9.2.2 Then the price or cost shall be reduced accordingly and the Order shall be 
modified in writing as may be necessary to reflect such reductions. 


9.3 Certificate of Current Cost or Pricing Data. 


9.3.1 At the time of negotiating any price, including profit or fee, the Company 
shall be required to submit a Certificate of Current Cost or Pricing Data as 
required by Paragraph 9.3.3 below.  


9.3.2 Such Certificate will certify that, to the best of the Company’s knowledge 
and belief, cost or pricing data submitted to the Purchaser in support of any 
proposal for a price, price adjustment or claim, are accurate, complete and 
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current, as per the completion of the negotiations or, in the case of a claim, 
as per the submission date of the claim. 


9.3.3 All such certificates shall be in the format shown below and shall be dated 
and signed by an Authorized Representative of the Company. It is the 
Company’s responsibility to ensure an Authorized Representative is 
designated.  


CERTIFICATE OF CURRENT COST OR PRICING DATA 


This is to certify that, to the best of my knowledge and belief, cost or pricing data 
as submitted, either actually or by specific identification in writing to the Purchaser 
or their representative in support of _________________________ are accurate, 
complete and current as of _______________________(day/month/year). 


Firm: ___________________________ 
Name: ___________________________ 
Title: ___________________________ 
Date of Execution: ___________________________ 


10. Taxes and Duties


10.1 NATO, NATO Bodies and certain other Eligible Purchasers are exempt from all 
taxes and all customs duties on products and Services imported or exported 
hereunder. The Company, therefore, certifies that the prices stipulated under 
this Agreement do not include amounts to cover such taxes or customs duties. 
The Company shall be responsible for determining whether such exemptions 
apply for other Eligible Purchasers. 


10.2 In cases where taxes and duties are levied, the Company should seek 
reimbursement directly from the authorities concerned in compliance with the 
applicable procedures. The Purchaser shall provide reasonable assistance in 
claiming reimbursement. 


10.3 In the event that reimbursement is not made by the authorities concerned, and 
providing that the Company has complied with applicable procedures, the 
Purchaser shall reimburse the full amount of the payments upon receipt of the 
Company’s invoice indicating such tax or duty as a separate item or cost and 
fully identified by reference to any governmental law, regulation and/or 
instruction pursuant to which such tax or duty is enforced. 


10.4 Following payment by the Purchaser of the taxes or duties pursuant to 
Paragraph 10.3 above, should the Company receive a rebate of any amount 
paid by the Purchaser, the Company shall immediately notify Purchaser, and 
the amount of such rebate shall be credited or reimbursed to the Purchaser, as 
directed. The Company shall be responsible for taking any and all action that 
could reasonably be required in order to obtain such rebate. 
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11. Invoices


11.1 Invoices shall be prepared and submitted electronically by the Company in the 
manner described in the Order, and shall contain: BOA number; Order number 
(if any); description of products or Services; sizes, quantities, unit prices; and 
extended totals (exclusive of taxes and duties for which relief is 
available). Details of bills of lading or freight warrant numbers and weight of 
shipment shall be identified on each invoice as appropriate. 


11.2 In addition, where applicable and on request by the Purchaser, documentary 
evidence of acceptance (in accordance with PART II, Section 8 of this 
Agreement) shall be submitted together with each invoice. 


11.3 All invoices shall be addressed to the designated authority specified by the 
Purchaser. 


12. Changes


12.1 The Purchaser may at any time, by written order designated or indicated to be 
a change order, and without notice to the sureties, if any, make changes within 
the scope of any Order, in any one or more of the following: 


12.1.1 Specifications (including drawings and designs) except to commercial 
products; 


12.1.2 Method and manner of performance of the work; 


12.1.3 Marking, method of shipment and packing; 


12.1.4 Time and place of delivery; and 


12.1.5 Purchaser Furnished Property and Facilities (including Equipment, 
materials, Services or sites). 


12.2 Any other written or oral order (which, as used in this Paragraph 12.2, includes 
direction, instruction, interpretation, or determination) from the Purchaser that 
causes a change shall be treated as a change order under this Section 12, 
provided that the Company gives the Purchaser written notice within thirty (30) 
days after receipt of such change order stating: 


12.2.1 The date, circumstances, and source of the order; and 


12.2.2 That the Company regards the order as a change order, and that the order 
is accepted in writing by the Purchaser as a change order. The timely written 
notice requirement, as detailed above, remains in force in all cases, even 
where, for example, the Purchaser has positive knowledge of the relevant 
facts. 
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12.3 Except as provided in this Section 12, no order, statement, or conduct of the 
Purchaser shall be treated as a change order under this Section 12 or entitle 
the Company to an equitable adjustment. 


12.4 If any such change order causes an increase or decrease in the Company’s 
cost of, or the time required for the performance of any part of the work under 
the Order, whether or not changed by any such order, the Purchaser shall make 
an equitable adjustment and modify the Order in writing accordingly. However, 
except for a “proposal for adjustment” (hereafter referred to as “proposal”) 
based on defective specifications, no proposal for any change under 
Paragraph 12.2 above shall be allowed for any costs incurred more than thirty 
(30) days before the Company gives written notice as required. In the case of
defective specifications for which the Purchaser is responsible, the equitable
adjustment shall include any increased cost reasonably incurred by the
Company in attempting to comply with the defective specifications. Where the
cost of property made obsolete or excess as a result of a change is included in
the Company’s claim for adjustment, the Purchaser shall have the right to
prescribe the manner of disposition of such property. Failure to agree to any
adjustment shall be a dispute within the meaning of PART II, Section 17 of this
Agreement. However, nothing in this Section 12 shall excuse the Company
from proceeding with the Order as changed.


12.5 Company must submit any proposal under this Section 12 within thirty (30) days 
after: 


12.5.1 Receipt of a written change order under Paragraph 12.1 above; or 


12.5.2 The furnishing of a written notice under Paragraph 12.2, by submitting to the 
Purchaser a written statement describing the general nature and amount of 
the proposal, unless this period is extended by the Purchaser. The 
statement of proposal for adjustment may be included in the notice under 
Paragraph 12.2 above. 


12.6 No proposal by the Company for an equitable adjustment shall be allowed if 
asserted after final payment and acceptance under the Order. 


13. Purchaser Delay of Work


13.1 If the performance of all or any part of the work is delayed or interrupted by an 
act of the Purchaser in the administration of the Order, which act is not 
expressly or implicitly authorized by the Order, or by their failure to act within 
the time specified in the Order (or within a reasonable time if not time is 
specified), an adjustment shall be made for any increase in the cost of 
performance of the Order caused by such a delay or interruption and the Order 
modified in writing accordingly. Adjustments shall be made also in the delivery 
or performance dates and any other contractual provision affected by such 
delay or interruption. However, no adjustment shall be made under this 
Section 13 for any delay or interruption: 
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13.1.1 To the extent that performance would have been delayed or interrupted by 
any other Section, including the fault or negligence of the Company; or 


13.1.2 For which an adjustment is provided under any other provision of this 
Agreement. 


13.2 No claim under this Section 13 shall be allowed: 


13.2.1 For any costs incurred more than twenty (20) days before the Company 
shall have notified the Purchaser in writing of the act or failure to act 
involved; and 


13.2.2 Unless the claim, in an amount stated, is asserted in writing as soon as 
practicable after the termination of such delay or interruption, but not later 
than the date of final payment under the Order. 


14. Stop Work Order


14.1 The Purchaser may, at any time, by written order to the Company, require the 
Company to stop all, or any part, of the work called for by the Order for a period 
of ninety (90) days after the order is delivered to the Company, and for any 
further period to which the Parties may agree. Any such order shall be 
specifically identified as a Stop Work Order issued pursuant to this Section 14. 
Upon receipt of such an order, the Company shall forthwith comply with its 
terms and take all reasonable steps to minimize costs incurred allocable to the 
work covered by the order during the period of work stoppage. Within a period 
of ninety (90) days after a Stop Work Order is delivered to the Company, or 
within any extension of that period to which the Parties shall have agreed, the 
Purchaser shall either: 


14.1.1 Cancel the stop work order, or 


14.1.2 Terminate the work covered by such Order in accordance with PART II, 
Section 20, Termination for Convenience of the Purchaser. 


14.2 If a Stop Work Order issued under this Section 14 is cancelled or the period of 
the Order or any extension thereof expires, the Company shall resume work. 
An equitable adjustment shall be made in the delivery schedule or contract 
price, or both, and the Order shall be modified in writing accordingly, if: 


14.2.1 The Stop Work Order results in an increase in the time required for, or in the 
Company’s cost properly allocable to, the performance of any part of the 
Order, and 


14.2.2 The Company asserts a claim for such adjustment within thirty (30) days 
after the end of the period of work stoppage; provided that, if the Purchaser 
decides the facts justify such action, it may receive and act upon any such 
claim asserted at any time prior to final payment under any Order. 
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14.3 If a Stop Work Order is not cancelled and the work covered by such order is 
terminated for the convenience of the Purchaser, the reasonable costs resulting 
from the Stop Work Order shall be allowed in arriving at the termination 
settlement. 


15. Order of Precedence


15.1 In the case of any inconsistencies herein, the order of precedence of the 
contractual documents is as follows: 


15.1.1 The Special Provisions; 


15.1.2 The General Provisions; 


15.1.3 Exhibits and Appendices. 


15.2 The terms and conditions expressly agreed upon by the Purchaser and the 
Company in any subsequent Order under this Agreement shall take 
precedence over these Terms and Conditions. 


16. Applicable Law


16.1 This Agreement and each subsequent Order under this Agreement between 
the NCI Agency and the Company shall be governed by and construed in 
accordance with the private contract law of the Kingdom of Belgium. Orders 
signed between the Company and any other Purchaser under this Agreement 
shall be governed by the laws applicable to the country of the Purchaser, unless 
otherwise agreed between the Purchaser and the Company. 


17. Disputes and Arbitration


17.1 In the event of a dispute under this Agreement or any Order issued hereunder, 
the Parties shall attempt to settle their difference in an amicable manner. 
However, in the event that a settlement cannot be made under this Agreement 
within a reasonable period of time, the Parties agree to institute arbitration 
proceedings in the manner provided in the following Arbitration provision and 
such disputes shall finally be settled thereby, unless otherwise agreed between 
the Purchaser and the Company. 


17.1.1 The Company agrees to submit to the Arbitration Tribunal only such issues, 
facts, evidence and proof which the Company had beforehand identified and 
submitted to the Purchaser for decision. The jurisdictional authority of the 
Arbitration Tribunal shall be restricted to consider only those identical 
issues, facts, evidence and proof so identified and submitted to the 
Purchaser. 


17.1.2 The Party instituting the arbitration proceedings shall advise the other Party 
by registered letter, with official notice of delivery, of its desire to have 
recourse to arbitration. Within a period of thirty (30) days from the date of 
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receipt of the letter, the Parties shall jointly appoint an arbitrator. In the event 
of failure to appoint an arbitrator the dispute or disputes shall be submitted 
to an Arbitration Tribunal consisting of three arbitrators, one being appointed 
by the Purchaser, another by the Company and the third, who shall act as 
President of the Tribunal, by these two arbitrators. Should one of the Parties 
fail to appoint an arbitrator during the fifteen (15) days following the 
expiration of the first period of thirty (30) days, or should the two arbitrators 
be unable to agree on the choice of the third member of the Arbitration 
Tribunal within thirty (30) days following the expiration of the said first period, 
the appointment shall be made, within twenty-one (21) days, at the request 
of the party instituting the proceedings, by the Secretary General of the 
Permanent Court of Arbitration at The Hague. 


17.1.3 Regardless of the procedure concerning the appointment of this Arbitration 
Tribunal, the third arbitrator will have to be of a nationality different from the 
nationality of the other two members of the Tribunal. 


17.1.4 Any arbitrator must be of the nationality of any one of the NATO Member 
Nations and shall be bound by the rules of security in force within NATO. 


17.1.5 Any person appearing before the Arbitration Tribunal in the capacity of an 
expert witness shall, if they are of the nationality of one of the NATO 
Member Nations, be bound by the rules of security in force within NATO; 
if they are of another nationality, no NATO classified documents or 
information shall be communicated to them. 


17.1.6 An arbitrator who, for any reason whatsoever, ceases to act as an arbitrator, 
shall be replaced under the procedure laid down in Paragraph 17.1.2 above. 


17.1.7 The Arbitration Tribunal will take its decisions by a majority vote. It shall 
decide where it will meet and, unless it decides otherwise, shall follow the 
arbitration procedures of the International Chamber of Commerce in force 
at the date of signature of the present Agreement. 


17.1.8 The awards of the arbitrator or of the Arbitration Tribunal shall be final and 
there shall be no right of appeal or recourse of any kind. These awards shall 
determine the apportionment of the arbitration expenses. 


17.2 The place of arbitration shall be Brussels, Belgium, in the case of dispute under 
this Agreement or under any subsequent Order between the Company and the 
NCI Agency, and shall be the country of the Purchaser in the case of a dispute 
between the Company and any other Purchaser, unless otherwise agreed 
between the Purchaser and the Company. 


18. Delays in Delivery


18.1 The Company agrees to notify the Purchaser in the event that it anticipates 
difficulty in meeting a delivery schedule. Receipt of such notice shall not be 
deemed to be a waiver by the Purchaser of rights or remedies which it may 
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have for failure to meet an agreed delivery date. Notwithstanding the above, 
the Company shall be deemed to be in delay without notice from the Purchaser 
and only by simple expiry of the due delivery date. 


19. Termination for Default


19.1 The Purchaser may, subject to the provisions of Paragraph 19.3 below, by 
written notice of default to the Company, terminate the whole or any part of an 
Order in any one of the following circumstances: 


19.1.1 If the Company fails to make delivery of the Supplies or to perform the 
Services within the time specified herein or any extension thereof; or 


19.1.2 If the Company fails to perform any of the other provisions of this 
Agreement, or so fails to make progress as to endanger performance of an 
Order in accordance with its terms, and in either of these two circumstances 
does not cure such failure within a period of ten (10) days (or such longer 
period as the Purchaser may authorize in writing) after receipt of notice in 
writing from the Purchaser specifying such failure. 


19.2 In the event the Purchaser terminates an Order in whole or in part, as provided 
in Paragraph 19.1 above, the Purchaser may procure, upon such terms and in 
such manner as the Purchaser may deem appropriate, Supplies or Services 
similar to those so terminated, and the Company shall be liable to the Purchaser 
for any excess costs for such similar Supplies or Services. However, the 
Company shall continue the performance of an Order to the extent not 
terminated under the provisions of this Section 19. 


19.3 Except with respect to defaults of Sub-Contractors, the Company shall not be 
liable for any excess costs if the failure to perform the Order arises out of causes 
beyond the control and without the fault or negligence of the Company. Such 
causes may include, but are not restricted to, acts of God, or of the public 
enemy, acts of the Purchaser in its contractual capacity, fires, floods, 
epidemics, quarantine restrictions, strikes, freight embargoes, and unusually 
severe weather; but in every case the failure to perform must be beyond the 
control and without the fault or negligence of the Company. If the failure to 
perform is caused by the default of a Sub-Contractor, and if such default arises 
out of causes beyond the control of both the Company and Sub-Contractor, 
without the fault or negligence of either of them, the Company shall not be liable 
for any excess costs for failure to perform unless the Supplies or Services to be 
furnished by the Sub-Contractor were obtainable from other sources in 
sufficient time to permit the Company to meet the required delivery schedule. 


19.4 If an Order is terminated as provided in Paragraph 19.1 above, the Purchaser, 
in addition to any other rights provided in this Section 19, may require the 
Company to transfer title and deliver to the Purchaser, in the manner and to the 
extent directed by the Purchaser: 







N A T O  U N C L A S S I F I E D


Version: June 2024 Page 25 of 38 
N A T O  U N C L A S S I F I E D


19.4.1 Any completed Supplies; 


19.4.2 Such partially completed Supplies and materials, parts, tools, jigs, fixtures, 
plans, drawings, information, and contract rights (hereinafter called 
"manufacturing materials") as the Company has specifically produced or 
specifically acquired for the performance of such part of an Order as has 
been terminated; and 


19.4.3 The Company shall, upon direction of the Purchaser, protect and preserve 
property in the possession of the Company in which the Purchaser has an 
interest. Payment for completed Supplies delivered to and accepted by the 
Purchaser shall be at the contract price. Payment for manufacturing 
materials delivered to and accepted by the Purchaser and for the protection 
and preservation of property shall be in an amount agreed upon by the 
Company and the Purchaser. Failure to agree to such amount shall be a 
dispute within the meaning of PART II, Section 17 of this Agreement. The 
Purchaser may withhold from amounts otherwise due to the Company for 
such completed Supplies or manufacturing materials such sum as the 
Purchaser determines to be necessary to protect the Purchaser against loss 
because of outstanding liens or claims of former lien holders. 


19.5 If, after notice of termination of an Order under the provisions of this Section 19, 
it is determined for any reason that the Company was not in default under the 
provisions of this Section 19, or that the default was excusable under the 
provisions of this Section 19, the rights and obligations of the Parties, shall be 
the same as if the notice of termination had been issued pursuant to a Section 
providing for termination of convenience of the Purchaser. If after such notice 
of termination of an Order under the provisions of this Section 19, it is 
determined for any reason that the Company was not in default under the 
provisions of this Section 19and if the Order does not contain a Section 
providing for termination for convenience of the Purchaser the Order shall be 
equitably adjusted to compensate for such termination and the Order modified 
accordingly. Failure to agree to any such adjustment shall be a dispute within 
the meaning of PART II, Section 17 of this Agreement. 


19.6 The rights and remedies of the Purchaser provided in this Section 19 shall not 
be exclusive and are in addition to any other rights and remedies provided by 
law or under this Agreement or any Order issued against this Agreement. 


20. Termination for Convenience of the Purchaser


20.1 The performance of work under an Order may be terminated by the Purchaser 
in accordance with this Section 20 in whole, or from time to time in part, 
whenever the Purchaser shall determine that such termination is in the best 
interest of the Purchaser. Any such termination shall be effected by delivery to 
the Company of a Notice of Termination specifying the extent to which 
performance of work under an Order is terminated, and the date upon which 
such termination becomes effective. 
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20.2 After receipt of a Notice of Termination and except as otherwise directed by the 
Purchaser, the Company shall: 


20.2.1 Stop work under the Order on the date and to the extent specified in the 
Notice of Termination; 


20.2.2 Place no further Orders or Sub-Contracts for products or Services except 
as may be necessary for completion of such portion of the work under the 
Order as is not terminated; 


20.2.3 Terminate all orders and Sub-Contracts to the extent that they relate to the 
performance of work terminated by the Notice of Termination; 


20.2.4 Complete performance of such part of the work as shall not have been 
terminated by the Notice of Termination; and 


20.2.5 Take such action as may be necessary, or as the Purchaser may direct, for 
the protection and preservation of the property related to an Order which is 
in the possession of the Company and in which the Purchaser has or may 
acquire an interest. 


20.3 After receipt of a Notice of Termination, the Company shall submit to the 
Purchaser their termination claim, in the form and with certification prescribed 
by the Purchaser. Such claim shall be submitted promptly but in no event later 
than six (6) months from the effective date of termination, unless one or more 
extensions in writing are granted by the Purchaser, upon request of the 
Company made in writing within such six-month period or authorized extension 
thereof. However, if the Purchaser determines that the facts justify such action, 
they may receive and act upon any such termination claim at any time after 
such six-month period or any extension thereof. Upon failure of the Company 
to submit their termination claim within the time allowed, the Purchaser may 
determine based on information available to them, the amount, if any, due to 
the Company by reason of the termination and shall thereupon, pay to the 
Company the amount so determined. 


20.4 Subject to the provisions of Paragraph 20.2 above, the Company and the 
Purchaser may agree upon the whole or any part of the amount or amounts to 
be paid to Company by reason of the total or partial termination of work 
pursuant to this Section 20, which amount or amounts may include a 
reasonable allowance for profit on work done; provided that such agreed 
amount or amounts exclusive of settlement costs shall not exceed total contract 
price as reduced by the amount of payments otherwise made and as further 
reduced by the contract price of the work not terminated. The Order shall be 
amended accordingly and the Company shall be paid the amount agreed. 
Nothing in Paragraph 20.6 below, prescribing the amount to be paid to the 
Company in the event of failure of the Company and the Purchaser to agree 
upon the whole amount to be paid to the Company by reason of the termination 
of work pursuant to this Section 20, shall be deemed to limit, restrict, or 
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otherwise determine or affect the amount or amounts which may be agreed 
upon to be paid to the Company pursuant to this Paragraph 20.4. 


20.5 In the event of the failure of the Company and the Purchaser to agree as 
provided in Paragraph 20.4 above upon the whole amount to be paid to the 
Company by reason of the termination of work pursuant to this Section 20, the 
Purchaser shall pay to the Company the amounts determined by the Purchaser 
as follows, but without duplication of any amounts agreed upon in accordance 
with paragraph 20.4 above: 


20.5.1 For completed products or Services accepted by the Purchaser, and not yet 
paid for, a sum equivalent to the aggregate price for such Products 
computed in accordance with the price or prices specified in the Order, 
appropriately adjusted for any saving of freight or other charges; 


20.5.2 The total of: 


20.5.2.1 The costs incurred in the performance of the work terminated including 
initial costs and preparatory expense allocable thereto, but exclusive 
of any costs attributable to products or Services paid or to be paid for 
under Paragraph 20.5.1 above; 


20.5.2.2 The cost of settling and paying claims arising out of the termination of 
work under Sub-Contracts or Orders, which are properly chargeable to 
the terminated portion of the Order, exclusive of amounts paid or 
payable on account of products delivered or Services furnished by 
Sub-Contractors or vendors prior to the effective date of the Notice of 
Termination, which amounts shall be included in the costs payable 
under Paragraph 20.5.2.1 above; and 


20.5.2.3 A sum, as profit on Paragraph 20.5.2.1 above, determined by the 
Purchaser to be fair and reasonable; provided, however, that if it 
appears the Company would have sustained a loss on the entire Order, 
had it been completed, no profit shall be included or allowed and an 
appropriate adjustment shall be made reducing the amount of the 
settlement to reflect the indicated rate of loss; and 


20.5.2.4 The reasonable costs of settlement, including accounting, legal, 
clerical and other expenses reasonably necessary for the preparation 
of settlement claims and supporting data with respect to the terminated 
portion of the Order and for the termination and settlement of Sub-
Contracts thereunder, together with reasonable storage, 
transportation, and other costs incurred in connection with the 
protection, or disposition of property allocable to the Order. 


20.6 The total sum to be paid to the Company under Paragraphs 20.5.1 and 20.5.2 
above shall not exceed the total Contract price as reduced by the amount of 
payments otherwise made and as further reduced by the Contract price of work 
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not terminated. Except for normal spoilage, and except to the extent that the 
Purchaser shall have otherwise expressly assumed the risk of loss, there shall 
be excluded from the amounts payable to the Company, as provided in 
Paragraphs 20.5.1 and 20.5.2.1 above, the fair value, as determined by the 
Purchaser, of property which is destroyed, lost, stolen, or damaged so as to 
become undeliverable to the Purchaser or to a buyer. 


20.7 The Company shall have the right of appeal, under PART II, Section 17 of this 
Agreement, from any determination made by the Purchaser under 
Paragraphs 20.4 or 20.6 above, except that if the Company has failed to submit 
their claim within the time provided in Paragraph 20.3 above and has failed to 
request extension of such time, they shall have no such right of appeal. In the 
case where the Purchaser has made a determination of the amount due under 
Paragraphs 20.4 or 20.6, the Purchaser shall pay the Company the following: 


20.7.1 If there is no right of appeal hereunder or if no timely appeal has been taken, 
the amount so determined by the Purchaser; or 


20.7.2 If an appeal has been taken, the amount finally determined on such appeal. 


20.8 In arriving at the amount due to the Company under this Section 20 there shall 
be deducted: 


20.8.1 All unliquidated advance or other payments previously made to the 
Company, applicable to the termination portion of the Order; 


20.8.2 Any claim which the Purchaser may have against the Company in 
connection with the Order; and 


20.8.3 The agreed price for, or the proceeds of the sale of, any materials, Supplies, 
or other things acquired by the Company or sold, pursuant to the provisions 
of this Section 20, and not otherwise recovered by or credited to the 
Purchaser. 


20.9 If the termination hereunder is partial, prior to the settlement of the terminated 
portion of the Order, the Company may file with the Purchaser a request in 
writing for an equitable adjustment of the price or prices specified in the Order 
relating to the continued portion of the Order (the portion not terminated by the 
Notice of Termination), and such equitable adjustment as may be agreed upon 
shall be made in such price or prices. 


20.10 The Purchaser may from time to time, under such terms and conditions as it 
may prescribe, make partial payments and payments on account against costs 
incurred by the Company in connection with the terminated portion of an Order 
whenever in the opinion of the Purchaser the aggregate of such payments shall 
be within the amount to which the Company will be entitled hereunder. If the 
total of such payment is in excess of the amount finally agreed or determined 
to be due under this Section 20, such excess shall be payable by the Company 
to the Purchaser upon demand, together with interest calculated using the 
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average of the official base rate(s) per annum as notified by the National Bank 
of Belgium or such other official source as may be determined by the 
Purchaser, for the period from the date the excess is received by the Company 
to the date such excess is repaid to the Purchaser, provided, however, that no 
interest shall be charged with respect to any such excess payment attributed to 
a reduction in the Company’s claim by reason of retention or other disposition 
of termination inventory until ten (10) days after the date of such retention or 
disposition or such later date as determined by the Purchaser by reason of the 
circumstances. 


20.11 Unless otherwise provided for in the Order, the Company, from the effective 
date of termination and for a period of three (3) years after final settlement under 
the Order, shall preserve and make available to the Purchaser at all reasonable 
times at the office of the Company, but without direct charge to the Purchaser, 
all their books, records, documents, and other evidence bearing on the costs 
and expenses of the Company under an Order and relating to the work 
terminated hereunder, or, to the extent approved by the Purchaser, 
photographs, micro-photographs, or other authentic reproductions thereof. 


21. Sub-Contracts 


21.1 Unless specified otherwise in the corresponding Order, the Company is not 
allowed to Sub-Contract the work contracted under the Order, in whole or in 
part. 


22. Intellectual Property 


22.1 The term “IP”, as used in this Agreement, shall mean all intellectual property, 
including any invention, discovery, development, method, process, 
composition, work of authorship, concept, trade secret, and know how (whether 
or not patentable or copyrightable) that is or has been conceived, made, 
created, authored, developed, or reduced to practice, and therefore:  


22.1.1 “Background IP” shall be deemed to refer to all right, title, and interest in 
and to any pre-existing intellectual property, including all IP owned, 
conceived, made, created, authored, developed, or reduced to practice by 
either the Purchaser or the Company, respectively, prior to the 
commencement of this Agreement; whereas  


22.1.2 “Foreground IP” shall be deemed to refer to any IP that is conceived, made, 
created, authored, and/ or developed in the course of this Agreement. 


22.2 Purchaser Background IP 


22.2.1 The Company is licensed to use, non-exclusively and royalty-free, any 
Purchaser Background IP that is or will be made available for the sole 
purpose of carrying out the Work and until completion of the Work. 
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22.2.2 The Company shall not use any Purchaser Background IP other than for 
carrying out the work without the prior written agreement of the Purchaser. 
Any such agreement shall include the terms relating to such use.   


22.2.3 The Purchaser gives no warranty as to the validity of any Purchaser 
Background IP. The Company shall not do anything or act in any way that 
is inconsistent with or prejudicial to the ownership by the Purchaser of any 
Purchaser Background IP. 


22.3 Company Background IP 


22.3.1 Any use of the Company Background IP for carrying out the work pursuant 
to the Contract shall be free of any charge to Purchaser. The Company 
hereby grants to NATO a non-exclusive, royalty-free, and irrevocable 
licence to use and authorize others to use any Company Background IP for 
the purpose of exploiting or otherwise using the Foreground IP.   


22.3.2 Any use of the Company Background IP is not limited to the number of users 
or the number of licenses required by the Contract for the use of system. 
The Purchaser reserves the right to use the Company Background IP for 
any number of users and number of licenses as required, at no additional 
cost to the Purchaser. 


22.4 Foreground IP 


22.4.1 All Foreground IP is the property of the Company. NATO shall ensure that 
a suitable arrangement is in place between its employees, agents, 
consultants, and itself regarding the Company’s Foreground IP to fulfil its 
obligations under this Section 22.4.  


22.4.2 The Company hereby immediately grants to NATO, all NATO commands, 
agencies and organizations, and all NATO nations, a worldwide, non-
exclusive, royalty free, perpetual, and irrevocable license to use and 
authorize others to use any Company Foreground IP for NATO mission 
purposes. 


22.4.3 The Company may not distribute any deliverable developed by the 
Company under this Agreement that embodies, incorporates, or is a 
derivative work of Purchaser’s Background IP without Purchaser’s prior 
written consent.  


22.4.4 For the avoidance of doubt, nothing in this Section 22.4 shall relieve the 
Company of its obligations under this Agreement to protect from 
unauthorized use and disclosure all Purchaser Background IP and other 
confidential information belonging to or furnished by Purchaser. 


22.4.5 The Company shall provide the Purchaser, at the latest upon delivery of the 
Work and thereafter for the duration of the warranty and any purchased CLS 
agreement period, with full documented records of information in relation to 
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the Work, including but not limited to, all drawings, specifications and other 
data that is necessary or useful to maintain and operate the Work.   


22.5 Third Party IP 


22.5.1 Any use of Third Party IP for the purpose of carrying out the work pursuant 
to the Contract shall be free of any charge to the Purchaser. The Company 
hereby grants to NATO a non-exclusive, royalty-free, and irrevocable 
licence to use and authorize others to use any Third Party IP for the purpose 
of exploiting or otherwise using the Foreground IP. 


22.5.2 Any use of Third Party IP is not limited to the number of users or the number 
of licenses required by the Contract for the use of system. The Purchaser 
reserves the right to use the Third Party IP for any number of users and 
number of licenses as required, at no additional cost to the Purchaser.  


22.5.3 Where Third Party IP is the subject of a licence or other agreement between 
the third party and the Purchaser or the Company, the Company shall not 
use any Third Party IP for the purposes of carrying out work pursuant to the 
Contract without the prior written approval of the Purchaser. The Company 
shall inform Purchaser in advance of any restrictions on the Purchaser’s 
use.  


22.5.4 If, after the award of the Contract, the Company becomes aware of the 
existence of any Third Party IP which the Company is using or believes is 
needed for the performance of the Contract, the Company shall immediately 
give the Purchaser a written report identifying such IP and if they are 
compliant with the other provisions in the Contract. Any Third Party IP under 
this Section 22.4 is subject to the prior written approval by the Purchaser. 


22.5.5 The Purchaser may consider open source solutions alongside proprietary 
ones in developments provided that such solutions are fully compliant with 
the requirements of this Contract. The Company shall disclose in advance, 
the open source license associated with the contemplated open source 
solution. The Purchaser reserves the right to refuse the incorporation of 
open source solutions that are deemed inadequate for incorporation in a 
NATO application (e.g. post-back obligations). 


23. Claims 


23.1 The Company shall assert claims in writing and by registered mail, and in 
accordance with the terms set out below: 


23.2 Claims shall be submitted within: 


23.2.1 The time specified in the Section or Paragraph under which Company 
alleges to have a claim. If no time is specified in the Section or Paragraph 
under which the Company intends to base its claim, the time limit shall be 
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forty-five (45) days from the date the Company has knowledge or should 
have had knowledge of the facts on which it bases its claim; 


23.2.2 Three (3) months after final payment, release of guarantees or performance 
bond provided under the Order, whichever occurs last. This shall only apply 
to those claims for which the Company could not have had earlier 
knowledge and were not foreseeable. 


23.3 The Company shall be foreclosed unless it presents complete documentary 
evidence, justification and cost for each of its claims within three (3) months 
from the assertion date of such claims. Claims shall be supported by specifically 
identified evidence (including applicable historical and planned cost and 
production data from the Company’s books and records). Opinions, 
conclusions or judgmental assertions not supported by such evidence shall be 
rejected. 


23.3.1 An individual breakdown of cost is required for each element of the 
Company’s claims at the time of claim submission or for any material 
revision of the claim. 


23.4 The Company shall present, at the time of submission of a claim, an attestation 
as follows: 


"I ................ the responsible senior company official authorized to commit the 
................ with respect to its claims dated ............... being duly sworn, do 
hereby depose and say that: (i) the facts described in the claim are current, 
complete and accurate; and (ii) the conclusions in the claim accurately reflect 
the material damages or contract adjustments for which the Purchaser is 
allegedly liable.” 


_____________________________ 
(SIGNATURE) 


23.5 Failure to comply with any of the above requirements shall result in automatic 
forfeiture of the claim. This foreclosure takes effect in all cases and also where, 
for example, the claim is based on additional orders, where the facts are known 
to the Purchaser, where the claim is based on defective specifications of the 
Purchaser or an alleged negligence in the pre-contractual stage. 


23.6 No claim arising under this Agreement may be assigned by the Company 
without prior approval of the Purchaser. 


24. Release of Claims 


24.1 Prior to final payment under this Agreement, the Company and each assignee 
under this Agreement shall execute and deliver a release discharging the 
Purchaser, its officers, agents and employees from all liabilities, obligations and 
claims arising out of or under this Agreement subject only to the following 
exceptions: 
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24.1.1 Specified claims in stated amounts or in estimated amounts where the 
amounts are not susceptible to exact statement by the Company; 


24.1.2 Claims for reimbursement of costs (other than expenses of the Company by 
reason of its indemnification of the Purchaser against patent liability) 
including reasonable expenses incidental thereto, incurred by the Company 
under the provisions of this Agreement relating to patents; 


24.1.3 An infringement resulting from specific written instructions from the 
Purchaser under the Order; or 


24.1.4 An infringement resulting from changes or additions to the goods and 
Services subsequent to final delivery and acceptance under the Order. 


25. Extras


25.1 Except as otherwise provided in an Order, no payment for extras shall be made 
unless such extras and the price therefore have been authorized in writing by 
the Purchaser. 


26. Language


26.1 In the event of any inconsistency between the original English text of this 
Agreement and any translation into another language, the original English text 
will govern. 


26.2 All written correspondence and reports provided by and to the Company shall 
be, as a minimum, in English. 


27. Security


27.1 The Company shall comply with all security measures as are prescribed by the 
Purchaser and the National Security Authority or designated Security Agency 
of each of the NATO Member Nations in which this Agreement is being 
performed. The Company shall be responsible for the safeguarding of classified 
information, documentation, material and Equipment entrusted to it or 
generated by it in connection with the performance of an Order. 


27.2 In particular the Company undertakes to: 


27.2.1 Appoint an official responsible for supervising and directing security 
measures in relation to the Order and communicating details of such 
measures to the Purchaser on request; 


27.2.2 Maintain, preferably through the official responsible for security measures, 
a continuing relationship with the National Security Authority or designated 
Security Agency charged with ensuring that all NATO or National classified 
information involved in the Order is properly safeguarded; 
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27.2.3 Abstain from copying by any means, without the authorization of the 
Purchaser, the National Security Authority or designated Security Agency, 
any classified documents, plans, photographs or other classified material 
entrusted to Company; 


27.2.4 Furnish, on request, information to the National Security Authority or 
designated Security Agency pertaining to all persons who will be required 
to have access to NATO or National classified information; 


27.2.5 Maintain at the work site a current record of its employees at the site who 
have been cleared for access to NATO or National classified information. 
The record should show the date and level of clearance; 


27.2.6 Deny access to NATO or National classified information to any person other 
than those persons authorized to have such access by the National Security 
Authority or designated Security Agency; 


27.2.7 Limit the dissemination of NATO or National classified information to the 
smallest number of persons as is consistent with the proper execution of the 
Order; 


27.2.8 Comply with any request from the National Security Authority or designated 
Security Agency that persons entrusted with NATO or National classified 
information sign a statement undertaking to safeguard that information and 
signifying their understanding both of their obligations under national 
legislation affecting the safeguarding of classified information, and of their 
comparable obligations under the laws of the other NATO Member Nations 
in which they may have access to classified information; 


27.2.9 Report to the National Security Authority or designated Security Agency any 
breaches or suspected breaches of security, suspected sabotage, or other 
matters of security significance which would include any changes that may 
occur in the ownership, control or management of the facility or any changes 
that affect the security arrangements and security status of the facility and 
to make such other reports as may be required by the National Security 
Authority or designated Security Agency, e.g. reports on the holdings of 
NATO or National classified information; 


27.2.10 Apply to the Purchaser for approval before Sub-Contracting any part of the 
work, if the Sub-Contract would involve the Sub-Contractor in access to 
NATO or national classified information, and to place the Sub-Contractor 
under appropriate security obligations no less stringent than those applied 
to its own Contract; 


27.2.11  Undertake not to utilize, other than for the specific purpose of the Order, 
without the prior written permission of the Purchaser or its Authorized 
Representative, any NATO or national classified information furnished to 
them, including all reproductions thereof in connection with the Order, and
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to return all NATO or national classified information referred to above as 
well as that developed in connection with the Order, unless such 
information has been destroyed, or its retention has been duly authorized 
with the approval of the Purchaser. Such NATO or national classified 
information will be returned at such time as the Purchaser or its 
Authorized Representative may direct; and 


27.2.12 Classify any produced document with the highest classification of the NATO 
or national classified information disclosed in that document. 


28. Health, Safety and Accident Prevention


28.1 If the Purchaser notifies the Company in writing of any non-compliance in the 
performance of the Order, with safety and health rules and requirements 
prescribed on the date of the Order by applicable national or local laws, 
ordinances and codes, and the Company fails to take immediate corrective 
action, the Purchaser may order the Company to stop all or part of the work 
until satisfactory corrective action has been taken. Such an order to stop work 
shall not entitle Company to an adjustment of the contract price or other 
reimbursement for resulting increased costs, or to an adjustment of the delivery 
or performance schedule. 


29. Release of Information


29.1 Except as otherwise specified elsewhere in the Order, and to the extent that it 
is demonstratively unavoidable and without prejudice to PART II, Section 27, 
the Company or its employees shall not, without prior authorization from the 
Purchaser, release any information pertaining to the Order, its subject matter, 
performance thereunder or any other aspect thereof. 


30. Force Majeure


30.1 If the performance of this Agreement, or any obligation hereunder is prevented, 
restricted or interfered with by reason of fire, flood, earthquake, explosion or 
other casualty or accident, strikes or labour disputes, war or other violence, 
including acts of terrorism, any law, order, proclamation, regulation, ordinance, 
demand or requirement of any Governmental Agency, or any other act, event 
or condition whatsoever beyond the reasonable control of the affected Party, 
the Party so affected, upon giving prompt notice to the other Party, shall be 
excused from such performance to the extent of such prevention, restriction or 
interference, provided, however, that the Party so affected shall take all 
reasonable steps to avoid or remove such cause of non-performance and shall 
resume performance hereunder with dispatch whenever such causes are 
removed. 


31. Rights in Technical Data


31.1 Subject to the rights of third parties and to existing rights of the Company arising 
otherwise than by virtue of the Order, and with due regard to national security 
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regulations, all rights in the results of work undertaken by or on behalf of the 
Purchaser for the purposes of the Order, including any technical data 
specifications, report, drawings, computer Software data, computer 
programmes, computer databases, computer Software, documentation 
including Software documentation, design data, specifications, instructions, test 
procedures, training material produced or acquired in the course of such work 
and, in particular, all rights, including copyright therein, shall vest in and shall 
be the sole and exclusive property of the Purchaser. 


32. Company’s Responsibility on Accuracy of its’ Data 


32.1 In case of change of any nature in the Company’s data including, but not limited 
to change(s) in name, ownership, address, and other changes of similar nature, 
the Company is obliged to inform the NCI Agency about the change(s) at the 
earliest possible moment that the Company becomes aware of the change(s). 


32.2 Information about all changes shall be presented in the form of official 
registered letter, addressed to NCI Agency as indicated in PART I, Section 11, 
Paragraph 11.6 of this Agreement. 


32.3 If the NCI Agency becomes aware of the change(s) described in 
Paragraph 32.1 above from any other source than official registered letter 
received from the Company, the NCI Agency reserves the right to suspend the 
Company’s Agreement immediately after the NCI Agency becomes aware of 
the change(s) and until the issue is fully clarified. 


32.4 In case of change(s) the NCI Agency reserves the right to re-assess the 
eligibility of this Agreement with the Company.
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EXHIBIT A Ordering Information 


Required Ordering Information: 


1. All orders submitted under this Agreement shall contain, as applicable, the 
following information: 


a. Reference to this BOA Agreement: 


b. Identification and details of the Purchaser; 


c. Any special terms and conditions applicable to the Order (e.g. payment, 
warranty, etc.); 


d. Description of the products to be delivered and/or of the Services to be 
performed (including labour categories, labour rates, people’s names); 


e. Specification of the Requested Products Delivery Schedule and/or of the 
Services Period of Performance; 


f. Specification of the Products Delivery Location and/or of the Services Place of 
Performance; 


g. Shipping instructions; 


h. Security requirements; 


i. Completion of "Non-Transfer and Use Certificate" (e.g. DSP 83), Export License 
or equivalent, as applicable; and 


j. Testing and acceptance criteria and provisions. 
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EXHIBIT B Broad List of COTS Products or Services 


The Company should indicate their ability to provide any of the following COTS 
products and services 


# Description Indication 
A Education and Training Services 
1 Alternative educational systems 
2 Educational facilities 
3 Vocational training 


B Engineering and Research and Technology-Based Services 
1 Computer services 
2 Earth science services 
3 Information technology service delivery 
4 Manufacturing technologies 
5 Statistics 
6 Professional engineering services 


C Information Technology Broadcasting and Telecommunications 
1 Communications devices and accessories 


2 Components for information technology or broadcasting or 
telecommunications 


3 Computer equipment and accessories 
4 Software 
5 Data voice or multimedia network equipment or platforms and accessories 


D Management and Business Professionals and Administrative Services 
1 Business administration services 
2 Human resources services 
3 Management advisory services 


E Office Equipment and Accessories and Supplies 
1 Office and desk accessories 
2 Office machines and their supplies and accessories 
3 Office supplies 


The full list is available on the Basic Ordering Agreement Programme section of the 
NCI Agency’s website 



https://www.ncia.nato.int/resources/site1/general/business/boa/full-list-boa-categories.pdf
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 SUMMARY / INTRODUCTION 


 Background 


• The NATO Communications and Information Agency (NCIA) is dedicated to acquiring, 
deploying, and defending communication systems for NATO’s political decision-
makers and Commands. It operates on the frontlines against cyber-attacks, 
collaborating closely with governments and industry to prevent future debilitating 
attacks. NCIA plays a crucial role in maintaining NATO’s technological edge and 
ensuring the collective defence and crisis management capabilities of the Alliance. 
 


• NATO Integrated Mobile Service Centre (NIMSC)’s mission, as part of NCIA, is to 
provide NATO Alliance and its Partners with 24/7 scalable, protected, secure, reliable, 
and integrated Wireless Communication-based Services with a focus on NATO 
Operations, Crisis Response, Missions, Exercises and Business Continuity. 
 


• This project is required to deliver a converged endpoint management platform for 
robust endpoint cyber security in order to create endpoint detection and response 
solution. 


 Expected Outcome 


• The expected outcome is to procure and deliver multiple end-to-end installations of the 
TANIUM cybersecurity platform across several classified information domains within 
NATO’s Mission Communications and Information Systems (CIS) environment: 
 


o Discovery of Assets connected to the CIS; 
o Vulnerabilities Identification and Remediation for endpoints; 
o Application Deployment and patching; 
o Security compliance auditing; 
o Endpoint Detect and Response (EDR); 
o Online Computer Forensics (OCF); 
o Threat Hunting and Impact Analysis; 
o Sensitive Data Detection for Data Leak Detection. 


 
• This scope covers a fully integrated system for asset discovery, vulnerability 


identification and remediation, application deployment, and security compliance 
auditing in constrained, deployable to NATO environments 


• TANIUM will be installed on Purchaser Furnished Equipment (PFE) by the Contractor. 
TANIUM will be installed in its own dedicated VLAN in the following environments: 


o 1x Static Data Centre,  
o 1x Mobile Data Centre connected to the Static Data Centre via leased line.  
o Multiple remote points of presence, these are interconnected to the Mobile Data 


Centre (DPOPs) 
 


• TANIUM is to be installed on three domains, for the purpose of this Statement of Work 
they will be referred to as: 
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o Information classification domain A (Domain A) 
o Information classification domain B (Domain B) 
o Information classification domain C (Domain C) 


• TANIUM installation shall be in a phased approach in priority order: 
 


o Phase 1 Installation on Information classification domain A (Domain A) – 
Contract Award (CAW) + 3 months 


o Phase 2 Installation on Information classification domain B (Domain B) and 
Information classification domain C (Domain C) – CAW + 5 months. 


 


 


• Contractor Responsibilities and Timeline Requirements 
 
o To achieve these outcomes, the contractor must: 


 
 Deliver, configure, and integrate TANIUM in all specified environments and 


domains having multiple VRFs and VLANs. 
 Ensure seamless interoperability with existing NATO CIS infrastructure and 


cyber defense systems. 
 Provide all necessary documentation, training, and knowledge transfer to 


NATO personnel. 
 Coordinate closely with NATO stakeholders to meet strict deadlines and 


security accreditation requirements. 


o Given the operational urgency, all activities under Phase 1 must be completed no 
later than within 3 months after CAW, enabling initial operational capability. Phase 
2 must follow with full deployment within 5 months after CAW. The contractor is 
expected to mobilize quickly upon contract award and is encouraged to leverage 
existing NATO contractual frameworks to meet these deadlines. 
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• The High Level Objectives (HLO) are: 
 
o (HLO1) Deployment, Hardening, and Configuration in required Environments. 
o (HLO2) Roll out of TANIUM Agents across Mission environment. 
o (HLO3) Training and Knowledge Transfer. 
o (HLO4) Support to Transition to Service (to include tuning, filtering, SOPs, 


instruction creation). 
o (HLO5) Support to Security Accreditation / Environment certification 


 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 1.1  High Level Objectives 


 


1.2.1. Validate, Hardening, Configuration and Deployment (HLO1) 


• HLT1.1 - Develop and validate deployment architecture for all environments (Static 
DC, Mobile DC and DPoPs) and all domains (A, B and C) for up to 1500 
endpoints/servers including the following design documents: 
 
o High Level Design (HLD); 
o Low Level Design (LLD). 


• HLT1.2 - Confirm Purchaser Furnished Equipment (PFE) suitability as per TANIUM 
prerequisites. (provided in ANNEX E) 


HLT1.3 - Harden TANIUM solution in accordance with NATO Security Policy / 
guidelines. 


1.2.2. Roll out of TANIUM Agents across Mission environment. (HLO2) 


• HLT2.1 – Deploy TANIUM solution to production (static, mobile and DPOPs) based on 
validated / approved design. 


• HLT2.2 - Perform configuration tuning and validation of deployed instances. 


• HLT2.3 - Define rollout strategy and schedule for agents across all mission domains. 


HLO1 


HLO2 


HLO4 HLO3 


CAW PSA FSA 







N A T O  U N C L A S S I F I E D  


RFQ-CO-424266-TANIUM 
 
 
 


Page 7 of 32 
N A T O  U N C L A S S I F I E D  


• HLT2.4 - Develop and test agent deployment packages. 


• HLT2.5 – Coordinate and execute staged rollout of agents to mission endpoints.  


• HLT2.6 – Monitor agent deployment success and perform remediation where required. 


• HLT2.7 – Establish agent reporting and management baselines.   


1.2.3. Training (HLO3) 


• HLT3.1 – Develop / source training material tailored to administrator, operator and 
other mission stakeholder roles. To be delivered digitally. 


• HLT3.2 – Conduct up to two formal training sessions. To be delivered in person at a 
NATO location in Europe agreed post contract award. 


• HLT3.3 – Deliver technical handover documentation.  


• HLT3.4 – Support readiness activities for formal service acceptance: 
o Documentation reviews 
o Walkthroughs.  


1.2.4. Acceptance (HLO4) 


• HLT4.1 – Assist with the creation/adaptation of SOPs, runbooks and playbooks. 


• HLT4.2 – Configure operational monitoring, alerting and dashboards. 


• HLT4.3 – Perform tuning of TANIUM policies and filtering rules. 


• HLT4.4 – Support integration of TANIUM in Purchasers current Cyber Security 
toolsets.  


o Splunk SIEM / SOAR. 
o Trellix.  
o JIRA Software on premise.  


• HLT4.5 - Provide support to develop the Security Accreditation Documentation (SADs) 
required to accredit the Tanium for up to NATO Secret classification. 


• HLT4.6 - Work with the vendor to address any findings from security testing / audits. 


Support and accreditation will be led by NCIA. 
 


1.2.5. HLOs and Tasks Summary 


• The following table gives you an overall summary of the breakdown of High Level 
Objectives (including their Acceptable Quality Levels), associated tasks and 
milestones. 
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HLO HLO AQL HL Task Milestone Estimated 
Timeline 


HLO#1 


Deployment, 
Hardening and 
Configuration in 
Production and 


Reference 
Environments 


Develop and validate 
deployment architecture 
for all environments 
(Static DC, Mobile DC 
and DPOPs) and all 
domains (A, B and C) 


ML01 CAW + 4 weeks  


Confirm Purchaser 
Furnished Equipment 
(PFE) suitability as per 
TANIUM prerequisites. 


ML02 CAW + 5 weeks 


Harden TANIUM 
solution in accordance 
with NATO Security 
Policy / guidelines. 


ML03 CAW + 6 weeks 


Deploy TANIUM solution 
to production (static, 
mobile and DPOPs) 
based on validated / 
approved design. 


ML04 CAW + 10 weeks 


Perform configuration 
tuning and validation of 
deployed instances. 


ML05 CAW + 11 weeks 


HLO#2 


Roll out of TANIUM 
Agents across 


Mission 
environment. 


Define rollout strategy 
and schedule for agents 
across all mission 
domains. 


ML06 CAW + 12 weeks 


Develop and test agent 
deployment packages. ML07 CAW + 13 weeks 


Coordinate and execute 
staged rollout of agents 
to mission endpoints.  


ML08 CAW + 14 weeks 


Monitor agent 
deployment success and 
perform remediation 
where required. 


ML09 CAW + 15 weeks 


Establish agent reporting 
and management 
baselines. 


ML10 CAW + 16 weeks 
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HLO HLO AQL HL Task Milestone Estimated 
Timeline 


HLO#3 Training   Develop / source training 
material tailored to 
administrator, operator 
and other mission 
stakeholder roles. 


ML11 CAW + 13 weeks 


Conduct formal training 
sessions. ML12 CAW + 15 weeks 


Deliver technical 
handover 
documentation.  


ML13 CAW + 16 weeks 


Support readiness 
activities for formal 
service acceptance: 
i. Documentation 
reviews 
ii.Walkthroughs 


ML14 CAW + 17 weeks 


HLO#4 Acceptance Assist with the 
creation/adaptation of 
SOPs, runbooks and 
playbooks. 


ML15 CAW + 17 weeks 


Configure operational 
monitoring, alerting and 
dashboards. 


ML16 CAW + 18 weeks 


Perform tuning of 
TANIUM policies and 
filtering rules. 


ML17 CAW + 10  
weeks 


Support integration of 
TANIUM in Purchasers 
current Cyber Security 
toolsets.  
i. Splunk SIEM / SOAR. 
ii.Trellix.  
iii. JIRA Software on 
premise. 


ML18 CAW + 20 weeks 


Provide initial 
accreditation from SAA ML19 CAW + 21 weeks 


Provide support to 
develop the SADs ML20 CAW + 22 weeks 


Work with the vendor to 
address any findings 
from security testing / 
audits 


ML21 CAW + 23 weeks 
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HLO HLO AQL HL Task Milestone Estimated 
Timeline 


Participate in 
accreditation and 
acceptance meetings as 
required by the 
purchases. 


ML22 CAW + 25 weeks 


Table 1.1   -   High Level Objectives and Associated Tasks
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 Overall Performance Measurement Approach 


The following table gives you an overall summary of the Acceptable Quality Levels per task together with their method of surveillance. 
HL 
Task Performance Indicator Method of surveillance Corrective action (positive 


/ negative) 
HLT1.1 Deployment architecture 


(HLD/LLD) approved for all 
environments/domains 


Document review and 
stakeholder approval 


Positive: Proceed to 
implementation 
Negative: Revise 
architecture and resubmit 


HLT1.2 100% of PFE validated 
against prerequisites 


PFE checklist audit Positive: Confirm 
environment readiness 
Negative: Replace or 
reconfigure non-compliant 
assets 


HLT1.3 Hardened system meets 
policy and security baseline 


Security scans, checklist, 
compliance audit 


Positive: Confirm 
accreditation readiness 
Negative: Apply 
remediation’s and retest 


HLT2.1 TANIUM deployed 
successfully across all 
production environments 


Deployment logs and success 
criteria review 


Positive: Proceed to tuning 
Negative: Rollback or fix 
deployment issues 


HLT2.2 Post-deployment metrics 
meet performance 
benchmarks 


System monitoring, validation 
tests 


Positive: Freeze 
configuration baseline 
Negative: Perform tuning 
iterations 
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HL 
Task Performance Indicator Method of surveillance Corrective action (positive 


/ negative) 
HLT2.3 Rollout strategy signed off by 


stakeholders 
Strategy review session, 
schedule validation 


Positive: Launch deployment 
phase 
Negative: Revise rollout plan 


HLT2.4 >95% success rate in 
package test deployments 


Test logs and QA validation Positive: Approve for use 
Negative: Debug and 
revalidate 


HLT2.5 Deployment completion 
matches rollout schedule 


Deployment reports, staging logs Positive: Complete stage 
and move forward 
Negative: Troubleshoot 
failed endpoints 


HLT2.6 <5% deployment failure rate Monitoring dashboards, ticket 
logs 


Positive: Continue rollout 
Negative: Remediate failed 
agents 


HLT2.7 Baseline reporting visibility 
across all domains 


Central console, telemetry 
verification 


Positive: Enable policy 
tuning 
Negative: Re-establish 
reporting links 


HLT3.1 Training material reviewed 
and approved 


SME sign-off, content review Positive: Schedule training 
Negative: Revise and 
resubmit materials 


HLT3.3 Handover package 
acknowledged by recipient 
teams 


Receipt confirmation, 
documentation checklist 


Positive: Archive and close 
Negative: Update and 
reissue documentation 
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HL 
Task Performance Indicator Method of surveillance Corrective action (positive 


/ negative) 
HLT3.4 All readiness review items 


completed 
Session logs, checklist sign-off Positive: Proceed to 


acceptance 
Negative: Address gaps and 
repeat walkthroughs 


HLT4.1 SOPs, runbooks, and 
playbooks delivered and 
accepted 


Operational documentation 
review 


Positive: Support BAU 
operations 
Negative: Revise based on 
feedback 


HLT4.2 Dashboards and alerts 
functional in live environment 


Alert test reports, dashboard 
audits 


Positive: Proceed to 
monitoring 
Negative: Reconfigure and 
validate 


HLT4.3 Filtering policies generate 
<5% false positives 


Incident review, system logs Positive: Finalize policy set 
Negative: Adjust filters and 
retest 


HLT4.4 Successful integration into 
Splunk, Trellix, JIRA 


Integration test logs, connector 
health reports 


Positive: Confirm 
interoperability 
Negative: Refactor 
integration scripts 


HLT4.5 SADs accepted for up to 
NATO Secret classification 


Document tracking, feedback 
reports 


Positive: Complete 
documentation phase 
Negative: Revise based on 
feedback 
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HL 
Task Performance Indicator Method of surveillance Corrective action (positive 


/ negative) 
HLT5.2 100% of findings resolved 


within timeline 
Audit response tracker Positive: Mark audit closed 


Negative: Escalate for 
resolution 


HLT5.3 Meetings attended and 
actions closed out 


Meeting minutes, action item 
logs 


Positive: Maintain 
accreditation track 
Negative: Escalate overdue 
items 


 
Table 1.2  - Overall Performance Measurement Approach 
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 GENERAL 


 Overview 


• Section 2 provides general information on the rules of interpretation of this SOW and 
some specifics about the procurement itself.  


 Document Applicability 


• This SOW is for the procurement of Tanium services and the deployment in the Mission 
environment and defines all Contractor’s tasks and responsibilities. 


• The SOW also defines the Purchaser’s responsibilities and provisions from the 
Purchaser to the Contractor, required to perform the tasks. 


 Document Structure  


• The Statement of Work includes three (3) sections, the content of which is described 
below: 
 


o Section 1 – Summary / Introduction 
o Section 2 – General 
o Section 3 – Deliverables / CDRLs 


• Additional requirements which are applicable to this SOW can be found under the 
following Annexes: 
 


o Annex A - Management 
o Annex B – System Requirement Specifications (SRS) 
o Annex C – IPS, Integrated Product Support 
o Annex D – Security Accreditation 
o Annex E – Acronyms 


 Definitions and Conventions 


• The headings in this SOW are for ease of reference only and will not affect its 
interpretation. 


• Requirements in the SOW are formulated using “shall”. Context information supporting 
the requirements definition is provided using “will”.  


• “Shall” statements are contractually binding and express mandatory requirements, 
departure from such a task is not permissible without formal agreement between the 
Purchaser and the Contractor. 


• “Will” statements express a provision or service by the Purchaser or an intention by 
the Purchaser in connection with a requirement of the Contractor. The Contractor is 
implicitly authorized to rely on such service or intention. 


• “May” statements express a permissible practice or action. It does not express a 
requirement of the Contractor. 
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• “Should” statements express a conditional requirement that is to be followed unless 
inappropriate for a particular circumstance. 


• “Must” statements express legislative or regulatory requirements (e.g. Health and 
Safety) with which both the Purchaser and the Contractor shall comply. 


• The term “Purchaser” means the NCIA or its authorized representatives. 


• The term “Contractor” means the contract awardee or its authorized representatives. 


• Whenever requirements and statements are stated herein to “include” a group of items, 
parameters, or other considerations, “include” means “include but not limited to”. 


• Whenever reference is made to a section or paragraph, the reference includes all 
subordinate and referenced paragraphs. 


• The convention to be used for dates appearing in free text (e.g. quoting dates of 
meetings) is day-month-year and not month-day-year. 


 Location 


2.5.1. Location of Performance: 


• The Contractor shall perform the main effort set forth in the Contract at the Contractor's 
facilities, unless specified otherwise or agreed by the Purchaser. 


• The Contractor shall provide and use to a maximum extent remote collaboration and 
communication facilities for video/voice conferences on NR level. This shall also 
include the option for remote participation of Purchaser staff to physical presence 
meetings.  


• The Contractor shall deploy the Cyber Security Platform and conduct associated work 
on premises mainly at: 
 


o Mons, Belgium; 
o Wiesbaden, Germany; 
o NCIA in Lago Patria, Italy; 
o Rzeszow-Jasionka, Poland; 
o Campia Turzii, Romania. 


 
• Deployment and on-premises support at Lago Patria and Wiesbaden shall occur only 


if local support is required. 


 
2.5.2. Purchaser Facility: 


• Unless otherwise specified in the text, the definition of the Purchaser’s Facility defines 
the following locations: 
 


o NCIA in Brussels, Belgium; 
o NCIA in Mons, Belgium; 
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o NCIA in Braine L’Alleud, Belgium; 
o NCIA in Brunssum, Netherlands;  
o NCIA in Lago Patria, Italy.  


 
 Contractor Project Key Personnel 


• The Contractor personnel identified below shall be considered as key personnel in 
accordance with the contract special provisions. 
 


o Project Manager;  
o Technical Lead;  
o CIS Security Manager. 


• Both the Technical Lead and Project Manager may be provided with two (2) dedicated 
REACH laptops by the NCIA to support their project responsibilities. 


• The Contractor shall ensure the availability and continuity of these key personnel 
throughout the contract period. 


• The Contractor shall provide one or more resources, either permanent staff or via 
vendor subcontracting, who meet the following criteria: 


o 2 or more years deploying and supporting Tanium for public sector customers. 
o Experience installing, managing, implementing, administering and supporting 


the Tanium platform in an on premise, air gapped customer environment. 
o Experience supporting the Tanium Appliance (physical or virtual) in a deployed 


customer environment. 
o Experience building customized Tanium RBAC personas for complex 


organizations. 
o Experience building customized Tanium integrations solving specific customer 


use cases. 
o Contractor and Subcontractor(s) personnel employed under this SoW, which 


will require access to NATO locations, such as sites and headquarters, where 
classified material and information up to and including "NATO SECRET" are 
handled shall be required to have a NATO security clearance up to this level.  


o It is the responsibility of the Contractor to ensure Facility Security Clearance 
(FSC) is obtained for access to, or generation of classified information at level 
of NATO SECRET (NS).  
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 CONTRACT DATA REQUIREMENTS LIST (CDRL) 


 Introduction 


• The Contract Data Requirements List (CDRL) contains a complete list of the data 
deliverables of this project. The CDRL will contribute to ensure that the project is 
properly administrated and the contractual, technical, and logistical requirements are 
met.  


• The Contractor shall provide all data deliverables as listed in Section 3, Contract Data 
Requirements List Delivery Matrix.  


 Review Process 


• The Contractor shall follow the Review Process and timeframes as described in this 
section, unless otherwise stated by the Purchaser.  


• After confirmation of reception of the CDRLs, the Purchaser will have two (2) weeks to 
provide remarks to the Contractor. All CDRL comments will be categorized by the 
Purchaser as Critical, Major, or Minor. Critical comments are those deemed to be so 
serious that failure to correct would result in an unacceptable CDRL. Major comments 
are those where failure to correct would result in significant shortfalls to an acceptable 
CDRL. Minor comments are those where it is desirable to correct, but on it own would 
not cause a CDRL to be unacceptable. 


• The Contractor shall have seven (7) calendar days to review Purchaser comments.  


• The Contractor shall then organize a review meeting to agree on both Purchaser’s 
comments and Contractor’s responses. Comments submitted and resolutions  shall be 
mutually agreed by both Parties and in accordance with the following criteria: 


o Item of Agreement with no CDRL modification necessary; 
o Item of Agreement with required CDRL modification defined and/or an action 


plan identified. 
o Item of Disagreement. 


 
Following the conclusion of the meeting, the Contractor shall be required to provide 
updated documentation to the Purchaser within seven (7) calendar days. The 
Contractor shall also provide meeting minutes to the Purchaser that summarizes the 
meeting outcome.  


• The Purchaser should either (1) Accept (2) Accept with Comments or (3) Reject CDRL 
submissions, in accordance with the following designations: 
 


o Accepted CDRLs: Require no further action. 
o Accepted with Comments: CDRLs that have been “Accepted with Comments” 


shall be revised to address/include the Purchaser's comments and shall be re-
submitted within seven (7) calendar days of the CDRL Review Closure 
Meeting. 
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a. Rejected CDRLs: These shall require the Contractor to re-submit and 
recommence the review process as a delta-review. 
 


• The terms "Initial", "Updated" and "Final" are recurrently used in the CDRL and SOW, 
and are to be interpreted as follows: 
 


o The terms “Initial” and “Draft” shall be understood as a document version that 
is structurally complete (meeting all requirements/guidance as provided), 
populated with information at hand. The table of contents is complete and the 
main sections are developed to a 60% completion state. Some subsections 
containing non-essential information may be partially or not developed. The 
document shall contain placeholders for missing information to be provided at 
a later time, when such information is available. The document shall however 
be at a level such that a first review by the Purchaser can be conducted. The 
result of a review to an ‘initial’ document version may require the structure and 
the content of the document to undergo substantial changes, resulting in a new 
‘initial’ version. Required changes shall be corrected before the next deadline 
for the document i.e. the formal Draft issue.  
 


o The term “Updated” shall be understood as a document version that is 
complete, concise and structurally correct (meeting all requirements / guidance 
as provided), without any incomplete placeholders, self-contained and ready 
for use by the Purchaser. A document will only be considered an “updated” 
version of the document if, after Purchaser review, the Purchaser assigns the 
document with “Approved with Comments (AWC)” status.  


 
o The term “Final” will be understood as a document version that has been 


extensively reviewed by the Purchaser through one or more intermediate 
releases by the Contractor (Initial version and Updated version), it is complete 
and formally Approved (A). Further changes to the document shall only take 
place by agreement and in exceptional circumstances.  
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 MANAGEMENT 


A.1 Governance and Communication 


• This section describes the management requirements that the Contractor must 
perform to meet the requirement of the SOW. 


A.2 Project Management 


• The goal of the Contractor’s Project Management shall be to guide the project through 
a controlled, well-managed, visible set of activities to achieve the desired results and, 
wherever possible, to eliminate problems and to ensure that when identified are 
identified early, assessed accurately, and resolved quickly in partnership with the 
Purchaser. 


A.3 Project Documentation 
 


 Project Master Schedule (PMS) 


• The PMS forms the basis of aligning the planning between the Contractor and the 
Purchaser and will remain relevant throughout the lifecycle of the project. 


• The Contractor shall establish, maintain and deliver as required a PMS containing all 
tasks and milestones. 


• The PMS shall contain the following items unless otherwise stated by the Purchaser: 
 


o Contain all events and milestones; 
o Delivery times of all documentation to be provided to the Purchaser; 
o Identify the critical path for the overall project; 
o Identify the start and finish dates, duration, predecessors, constraints (as 


necessary); 
o Identify the main deliverables. 


 
 


 Project Status Report (PSR) 


• The PSR increases understanding and keep track of the progress of the project. 


• The Contractor shall provide bi-weekly PSR to the Purchaser. 


• The Contractor’s PSR shall at minimum summarise completed, ongoing, and 
upcoming activities, as well as attached updated PMS. 


• The Contractor shall ensure that the PSR summarises the following: 
 


o Changes in key Contractor personnel; 
o Summary of Contract activities during the preceding month, including the status 


of current and pending activities; 
o Progress of work and schedule status, highlighting any changes since the 


preceding report; 
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o Change Requests status; 
o Off-Specifications status; 
o Test(s) conducted and results; 
o Plans for activities during the following reporting period. 


 
• The Contractor shall provide the PSR under a Microsoft Office Word format report. 


A.4 Design Documentation 


• The Contractor shall produce High Level Design (HLD) document, followed by a Low 
Level Design (LLD) document.  


• The High Level Design document shall include, but shall not be limited to: 


o Overall architecture of the system; 
o Interoperability with existing assets and within the new assets; 
o Implementation Plan and Constraints; 


 
• The Low Level Design Documents shall include, but shall not be limited to:  


o Hardware and software functional descriptions; 
o Installation and Configuration guides; 
o The methodology for the identification and resolution of technical problem 


areas that may develop at system or subsystem level, during design, 
production, installation and testing; 


o Identification of internal and external interfaces throughout the system to 
ensure interface compatibility, with special focus on the interfaces to the 
(external) elements. 
 


• The LLD shall go down to the Configuration Item level. In this context, Configuration 
Items (CI) shall be defined based on specifications and presented for Purchaser 
approval, and shall be grouped under each subsystem identified in the system 
breakdown as defined in the HLD. 
 


o List of software licensing, support and warranty agreements, if and where 
applicable. 
 


• It remains the sole responsibility of the Contractor to prove the design through the 
regime of testing set forth and it will be the sole responsibility of the Contractor in the 
event that the design proves deficient in terms of the Contract functional and/or 
performance requirements, as described in the System Requirements Specification 
chapter. 
 


o In the LLD sufficient detailed information and test data shall be provided to 
assure the Purchaser that all functional and performance requirements have 
been achieved, or have been modified to achievable limits, always without 
prejudice to Contractual specifications. 
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A.5 Acceptance Management 


• The Contractor shall include the key milestones of acceptance in the Project Master 
Schedule (PMS). 


 Provisional System Acceptance (PSA) 


• Provisional System Acceptance (PSA) is the act by which the Purchaser acknowledges 
in writing that prima facie the Contractor has met all Contract requirements and all 
Contractor installed systems have full operational capability, as defined in this Annex. 


• At PSA the system will be deployed for operational use, therefore the following is 
required to: 
 


o Request PSA in writing to the Purchaser, which includes a PSA Review (PSAR) 
meeting. 
 


o Develop and deliver a PSA Report, which shall reference all relevant CDRLs. 


 Final System Acceptance (FSA) 


• Final System Acceptance (FSA) will be granted when the Purchaser has verified 
completeness of the entire delivery and has determined that it meets all contractual 
requirements. The Purchaser acknowledges that the Contractor has: 
 


o Closed all observations and deficiencies noted during the PSAs; 
o Completed all Operational System Support activities required under the 


Contract; 
o Closed all outstanding observations raised during the Operational System 


Support phases.  


• The Contractor shall request FSA in writing to the Purchaser, which includes an FSA 
Review (FSAR) meeting.  


• The Contractor shall develop and deliver a FSA Report, which shall confirm closure of 
all tasks and activities under this contract and correction of previously identified 
deficiencies and observations. 


• The Purchaser will award Final System Acceptance to the Contractor upon the 
successful completion of the FSAR. 







N A T O  U N C L A S S I F I E D  


RFQ-CO-424266-TANIUM 
 
 
 


Page 23 of 32 
N A T O  U N C L A S S I F I E D  


 SYSTEM REQUIREMENT SPECIFICATION (SRS) 


B.1 General Engineering processes  


 General 


• TANIUM Management Tool will provide endpoint security management, including 
asset discovery, vulnerability management, patching, compliance auditing, endpoint 
detection and response, forensic, threat hunting and data detection. 


• This SRS covers: 
 


o Deployment topologies for centralized and field environments; 
o Security hardening and access control governance Hardening; 
o Full functional scope via standard and custom tooling Tanium; 
o Operational continuity strategies (e.g., fall back servers); 
o Integration into air-gapped, mission-critical networks g. 


 
• The Tanium on premise instances will be installed and managed fully by the Purchaser 


with support from the Contractor. 
 


• The Purchaser will perform user, template and policy administration on the Tanium 
instance. 


 Tanium Requirements 


• Use Case 
o Tanium Overview: Tanium is a security and systems management platform 


designed to provide real-time visibility and control over endpoints in an 
enterprise network. 


o Network Setup: One Tanium setup shall be installed in each of the following 
Mission networks: A, B and C and in dedicated to TANIUM VLANs. 


o Air-Gapped Networks: Each of the Mission networks shall be considered air-
gapped networks, fully provisioned on premise. 


o Endpoint Support: The Tanium capability shall be licensed to support 1500 
endpoints across the networks. 


• Deployment Architecture 
o General Deployment Architecture: The deployment architecture presented 


applies to each of the networks where the Tanium capability will be installed. 


• Tanium Server Architecture in Static Data Centre: 
 


o The Tanium Server shall be installed in a dedicated VLAN in the provided VRF 
within the static datacentre. 


o The Tanium Module Server shall be installed together with the Tanium Server. 
o Separation between the Mission User Tennant and Management Tennant is 


required. Tanium Zone servers shall be deployed within each tenant to facilitate 
this separation. 
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o The Tanium Zone Servers shall be configured to report to the Tanium Server 
through existing network boundary protection mechanisms. 


• Tanium Agents in the Static Data Centre: 


o All endpoints and servers providing non-Tanium services in the static 
datacentre shall be equipped with a Tanium Agent. 


o The Tanium Agent shall be configured to report to the Tanium Zone Server in 
the respective VRF. 


• Tanium Architecture in the Deployed Data Centers: 
 


o In the deployed data centre, a minimum of two Tanium Zone Server’s shall be 
deployed in both the management and user tenant subnets. 


o The Tanium Zone Servers shall be configured to report to the Tanium Server 
in the static data centre. 


• Tanium Agents in the Deployed Nodes: 
 


o This section refers to all endpoints connected to the network in the deployed 
data centre and other deployable Remote Nodes that are hierarchically 
subordinated. 


o All endpoints in the deployed nodes shall be equipped with a Tanium Agent. 
o The Tanium Agent shall be configured to report to the Tanium Zone Server in 


the VRF to which it is connected. 
o The Tanium Agents installed in the Remote Nodes (DPOPs) shall be 


configured to report to the Tanium Zone Server in the VRF to which it is 
connected in the Deployed Data Centre. 


o During initial deployment Tanium agents shall communicate with dedicated 
Tanium Zone Servers within its own VRF. Agents shall be pre-configured to 
communicate with its relevant Zone Server. 


• Hardening 
 


o All Tanium assets shall be hardened according to Tanium and NCIA hardening 
guides, which will be provided after contract award. 


• RBAC Architecture 
 


o For RBAC purposes, the Tanium operators shall be classified into the following 
levels: 


 Support Level 1: Operators will have visibility of agents deployed and 
reporting to the Tenant VRF installed in the Deployed Data Centre. 
 Support Level 2: Operators will have visibility of all agents deployed in 


the Deployed Data Centre (both VRFs) and the ability to modify 
configuration of the Zone Servers in the Deployed Data Centre. 
 Support Level 3: Operators will have visibility of agents deployed in 


the full network and the ability to modify configuration of Zone Servers 
and Tanium Servers. 
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• Tanium Modules 
o The Tanium capability shall be provided with the following modules: 


 Core Platform 
 Discover 
 Comply 
 Patch 
 Deploy 
 Asset 
 Threat Response 
 Reveal 
 Certificate Manager 
 Performance 


• Custom Tooling 
o In addition to the aforementioned Tanium modules, the Tanium capability shall 


be provided with custom content based on emergent requirements, such as the 
ability to dump RAM into a downloadable file. 


• Integration with NCSC SEC services suite 
 


o Bidder shall work with NATO Cyber Security Centre (NCSC) and NATO CIS 
Group (NCISG) to integrate TANIUM with purchaser’s current tooling. These 
shall include (but not limited) to the following: 


 Utilizing TANIUM Stream from agents to Splunk Enterprise (one or two 
Splunk instances per information classification domain). 
 Filtering of logs that stream to Splunk 
 Integration with Trellix, including the ability to automate deployment. 
 Raising tickets with JIRA and providing data to enrich tickets in JIRA 


 
• TANIUM Software and Security Updates 


 
o TANIUM software and security updates will be distributed to the air gapped 


deployment at regular intervals as available from the software vendor. 
o The latest (n or n-1) approved software version should be installed within 


agreed timescales.   
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 INTEGRATED PRODUCT SUPPORT (IPS) 


C.1 General 


 Training 


• The Contractor’s provided training shall include a training session for end users (L1) 
and system administrators (L2 and L3). 


• This training shall take place before delivery and in due time in order to allow the 
personnel to understand the operations and use of the platform, to be performed in 
NCIA premises at Mons, BEL and Mission at Wiesbaden, GER.  


• The Contractor shall deliver the training to a maximum of 10 trainees that will have at 
least basic knowledge of similar platforms to the one in the scope of this project and at 
the same maintenance/support or admin level(s). 


• The Contractor’s delivered training shall be based on a combination of theory and 
hands-on training sessions with a training module. 


• In case of feedback from the Purchaser, the Contractor shall provide an amended 
version of the agenda and templates for training no later than two (2) weeks from the 
reception of Purchaser’s comments. 


• The Contractor shall ensure the training data and material on the basis of the 
Maintenance concept and the Support concept, specialties (performance test manual, 
support, operation), levels and requirements for the test equipment in this SOW. 


• The training data and material shall be delivered in electronic format no later than eight 
weeks before the expected training for Purchaser review and acceptance before 
training start. 


• The Contractor shall be responsible for the timely provision on the training site/location 
of the following training data and material for each trainee: 
 


o Trainee guidebook; 
o Training material, properly structured and organized, including (but not limited 


to) video/audio material, drawings and procedures, slides/presentations, COTS 
documentation etc.; 


o Final training test questionnaire (to be discussed and agreed with the 
Purchaser’s IPS representative); 
 


• The Contractor shall be responsible for the instructor’s material and tools (instructor’s 
guidebook, laptop, etc.). 


• The Contractor shall be fully responsible for the quality, contents, completeness and 
correctness of the training material and shall implement the modifications, corrections 
and improvements required by the Purchaser to achieve acceptance and deliver the 
training accordingly. 


• The training course shall be delivered by an instructor with a minimum of two years’ 
experience of the product/system/capability involved. 
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• The Contractor shall deliver and complete (achieving full purchaser acceptance) the 
training session before delivery and closure of project. 


• At training start, the Contractor shall make available the first draft version of the 
Manuals to be used as integral part of the training material and data during each 
session. 


• The Contractor shall assume that trainees and audience will have proficiency in the 
English language, knowledge of the Microsoft Windows Operating System and the 
audience will tailored for a maximum 14 students.  


 Packaging Handling Storage and Transportation 


• The Contractor shall be fully responsible for the Handling, Storage and Transportation 
of Software before and during installation. 


• All NATO CLASSIFIED material entrusted to the Contractor shall be handled and 
safeguarded in accordance with applicable security regulations 
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 SECURITY ACCREDITATION 


D.1 Security Accreditation Requirements 


• This section details the requirements for and the approach to achieving security 
accreditation. This must be coordinated with the NCIA representatives (Accreditation 
Support Office), the relevant security accreditation authority (SAA) and CIS 
Operational Authority (CISOA). 


• Delivery of the Tanium Security Accreditation Package is required in order to receive 
the authorization for operational use and to store, process and/or transmit up to NR 
information in theirs operational environments. 


• This project will provide security accreditation for a new CIS, to which the hardware 
and software delivered by this project will be integrated. 


• Respective Security Accreditation Documentation Sets (SADS) for the Tanium 
Package shall be produced by NCIA with the technical support of the Contractor in 
accordance with Security Accreditation Plans (SAP) applicable for this project. 


• The integration of the Tanium Package deliverables into existing NATO CIS security 
accreditation processes shall follow a structured process based on the high level 
requirements established in the Management Directive on CIS Security (AC/35-
D/2005-REV3) and specified in system-specific Security Accreditation Plans (SAPs). 
Deviations from this structured process are to always be documented and can only be 
authorized by the appropriate Security Accreditation Authority (SAA). 


• The Contractor shall provide technical support for the development and 
implementation of the Tanium Package in accordance with the NATO CIS security 
requirements. 


• The Contractor shall provide technical support for the configuration, deployment and 
testing in compliance with the security requirements as specified in the applicable 
Security Accreditation Documentation Set (e.g. SRA, SSRS, STVP and SecOPs). 


• All the documents in the SADS shall be approved by the SAA in order to be accepted 
as the part of the required deliverables. This may necessitate multiple iterations via the 
NATO Security Accreditation Board (NSAB) which will be managed via Project risk 
management. 


D.2 Security Accreditation Process 


• The project must follow NATO Security Policy and supporting Directives, guidelines 
and hardening guidelines applicable to scope of the Tanium. 


• This principle implies that all solutions and foreseen services will be subject to security 
inspection and accreditation by the Security Accreditation Authority (SAA) whose role 
is to ensure Security Accreditation Strategy (SAS) recommendations are followed and 
ensure that minimal security requirements of Allied Command Operations (ACO) 
Security Directive are implemented and described within Security Accreditation 
Documentation Set (SADS).  
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• SADS consist of the CIS Description, Security Accreditation Plan (SAP), Security Risk 
Assessment (SRA) Report, System-specific Security Requirement Statement (SSRS), 
Security Operating Procedures (SecOPs), Security Tests and Verification Plan (STVP) 
and test results (in form of Security Tests and Verification Reports (STVRs)) other 
supporting documents (E.g. Security Compliance Statement, TEMPEST Certificates, 
Installation Reports, …) shall be provided in support of the accreditation process. 


• SADS documents are subject to review and approval by SAA. 


• The Contractor shall provide comprehensive technical inputs to SADS. 


• The achievement of the project security accreditation will require the prescribed SADS 
to be approved, STVP executed, STV Reports and eventual remediation plans 
approved by SAA.  


• Deliverables of this project shall follow the security accreditation process established 
by the Purchaser’s Security Accreditation Authority (SAA).  


• The elements of hardware, firmware and/or software shall be evaluated and certified. 
The evaluation and certification shall be based on NATO criteria (or NATO member-
nation criteria which have been approved by the recognized national evaluation or 
certification authority). 


• The certification of a security enforcing product is the issue, by an appropriate national, 
international or NATO certification authority, of a formal statement, as a result of a 
successful evaluation.  


• Evaluated and approved software from the “Agency Authorized Software List” (A2SL) 
shall be considered for use. 


• The Contractor shall take all necessary steps to include on the A2SL software that has 
not been previously included. 


• The Purchaser shall have the right to conduct independent Security Audit as per 
Management Directive on CIS Security (AC/35-D/2005-REV3). Specifically for 
Tanium, Type 3 Security Audit (Vulnerability Assessment) or Type 4 Security Audit 
might be performed by the Purchaser if it will be explicitly required by the SAA. If 
requested it will probably be performed during IV&V assessment or before OLT against 
selected existing CIS where Tanium components will be integrated. All identified CIS 
security related deficiencies documented in Security Audit Report under Contractor 
responsibility shall be fixed by the Contractor. 


• All above activities and associated expected timelines are depicted in the Purchaser 
developed Security Accreditation Plan (SAP). It will detail how accreditation shall be 
achieved / maintained for specific system, considering the implementation of Tanium 
components across different existing CIS. 


 


 


 







N A T O  U N C L A S S I F I E D  


RFQ-CO-424266-TANIUM 
 
 
 


Page 30 of 32 
N A T O  U N C L A S S I F I E D  


ANNEX E PURCHASER FURNISHED EQUIPMENT (PFE) VIRTUAL MACHINES 


 


 


 


 


 


.


VM OS vCPU [#] Memory [GB] Primary Disk [GB] ISM
Tanium
Tanium Server TanOS (appliance) 8 32 500 static dc prod
Tanium Module Server TanOS (appliance) 8 32 500 static dc prod
Tanium Zone Server TanOS (appliance) 8 16 500 static dc prod
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ACRONYMS 


Acronym Text 


A2SL Agency Authorized Software List 


ACO Allied Command Operations 


AWC Accepted with Comments 


BYOD Bring Your Own Device 


CDR Critical Design Review 


CDRL Contract Data Requirements List 


CIS Communication and Information System 


CISD CIS Description 


CISOA CIS Operational Authority 


DCIS Deployable Communications and Information 
System 


EDC Effective Date of Contract 


EUD End User Devices 


FSA Final System Acceptance 


FSA R Final System Acceptance Review 


HLD High Leven Design 


HLO High Level Objective 


IFB Invitation to Bid 


IPS Integrated Product Support 


TVVQ Test Verification and Validation Quality 


LLD Low Level Design 


NATO North Atlantic Treaty Organization 


NAC North Atlantic Council 


NIAPC NATO Information Product Catalogue 


NIMSC NATO Integrated Mobile Service Center 


NCIA NATO Communication and Information Agency 


NSAB NATO Security Accreditation Board 


NSATU NATO Security Assistance and Training for 
Ukraine 


NSATU R NSATU RESTRICTED Environment/Network 


NSATU U NSATU Unclassified Environment/Network 


OLT Operational Live Testing 
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PFE Purchaser Furnished Equipment 


PMP Project Management Plan 


PMS Project Master Schedule 


PSA Provisional System Acceptance 


PSA R Provisional System Acceptance Review 


PSR Project Status Report 


SAA Security Accreditation Authority 


SaaS Service 


SAD Security Accreditation Documentation 


SAP Security Accreditation Plan 


SAS Security Accreditation Strategy 


SDP Service Delivery Plan 


SecOPs Security Operating Procedures 


SOW Statement of Work 


SRS Security Risk Assessment 


SSRS System-specific Security  Requirement Statement 


STVP Security Test and Verification Plan   


STVR Security Test and Verification Reports 
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